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Abstract

Virtual enterprise (VE), an effective means of creating competitive advantage, is
a global business trend under knowledge-based competition. In a VE, workers work
as a team, contributing their core competences to design, produce, assemble and
market a product and providing services. Using existing knowledge to create new
knowledge is a key to enterprise success; above all, VE success depends mainly on
securely appropriate knowledge sharing and collaboration among members. Focusing
on a distributed dynamic VE environment, this study investigates the requirements for
access control and knowledge sharing across enterprises. In considering these
requirements, and a using role-based access control (RBAC) model, this study
develops an ontology-based VE access control model, and approaches, policy
specifications, algorithms, trust evaluation method, and methodology and system,
which determines worker authorization for accessing knowledge based on their roles
in, and responsibilities assigned by, the VE. This study proposes a three-dimension
ontology comprised organizational ontology, process ontology and product ontology,
which characterize knowledge using various perspectives and consider the
interrelations among various conceptual-level knowledge to determine whether user
authorization can be propagated. The principal tasks in this study are as follows: (1)
analyzing requirements for knowledge access control model and system in a VE ; (2)
developing a knowledge access control model and system for VEs; (3) designing a
co-worker trust evaluation method for secure knowledge sharing; and, (4) developing
a methodology for implementing the proposed model and system in a practical case.

Keywords: Virtual Enterprise, Knowledge Representation, Knowledge Sharing,
RBAC, Ontology.
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1. Ontology-based knowledge access control model for VEs

In this subsection, based on characteristics of VEs, specific requirements of knowledge
sharing for VE workers and the multiple-layer knowledge representation framework, a
knowledge access control model for VEs is proposed and represented in a Class model of UML.

Figure 1 illustrates this model. This model is capable of accommodating requirements for
knowledge security in a distributed VE environment and offers a flexible mechanism for security
managers to determine who can access what knowledge, when and how the use of knowledge is
to be constrained and breadth and depth of knowledge sharing. The following subsections

separately define all elements and relationships in this model.
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Based on the concepts of RBAC model and developed with reference to the Virtual
Enterprise Access Control (VEAC) model, the knowledge access control model for VEs proposed
in this study has main elements such as User, Session and Role in the RBAC model. Other main
elements are defined as follows:
® Virtual Enterprise (VE): VE refers to a group of enterprises with different specialties and
core competences that have formed a temporary strategic alliance whose operations are
performed through separation of duty and collaboration.
® Project (P): Project refers to the basic unit of VE activities and can be further decomposed
into several sub-projects based on VE task requirements.
® Enterprise Member (EM): Organizations directly participate in a VE. In a VE environment,
enterprises may simultaneously participate in more than one VE; thus, coexisting competitive
and cooperative relationships between enterprise members are possible.
® Virtual Enterprise Role (VER): Created to perform VE functions and tasks, each VER may



be performed by internal roles of different EMs. Upon formation of a VE, VERSs are created,
they disappear when the VE ceases to exist.
® Functional Task (FT): A functional task is the basic unit of a VE task, while the main
activities of a project can be decomposed into multiple FTs in a sequential order and then
assigned to different VERs for execution. Knowledge is assigned by VE at a conceptual layer
to FTs according to knowledge required. Therefore, through conceptual knowledge, physical
knowledge of VE and its EMs can be assigned to FTs, thus enabling workers responsible for
performing those tasks to use such knowledge according to their access permission.
® Conceptual Knowledge Ontology: Three ontological types presented in knowledge
conceptual layer are organizational ontology, activity ontology and product ontology.
Conceptual knowledge ontology describes special concepts, similar to key words required for
querying knowledge documents, which are related to all semantic contents of physical
knowledge. Therefore, when users request access to a special concept, their access permission
must be confirmed against that concept along with other related concepts to determine if
specific restrictions, like those concerning “read” or “write,” should be imposed.
® Knowledge Permission (KP): Knowledge permission refers to knowledge and a set of its
executable operations such as “read” and “write”. Knowledge permission includes: (1)
assigned permission assigned through relationships between elements, and (2) propagated
permission assigned through propagation and extension of conceptual knowledge in the
knowledge conceptual layer. Knowledge permission can be granted through various
dimensions of the three ontological types and is further divided into three types: Activity KP,
Organizational KP and Product KP, each corresponding to a different body of conceptual
knowledge.
® Physical Knowledge (Physical K): Referring to data in various formats whether it be data
physically stored in a repository or the knowledge stored in someone’s brain, physical
knowledge may belong to a VE or an EM, and objects of physical knowledge can correspond
to multiple items of conceptual knowledge in organizational ontology, activity ontology or
product ontology. Therefore, the specific conceptual knowledge and the knowledge
permission concerning a physical knowledge object must be identified.
® Knowledge Access Control Policy (KACP): KACP identifies which knowledge is
protected and shared according to the relations among projects and the shared rules, and
which activities are forbidden in the VE scope. Each project involves a KACP, which can be
performed automatically by the knowledge access control system in VE. The KACP can be
dynamically created, enforced and modified by administrators when the VE environment
changes. The main rules described in KACP have: (1) rules of knowledge sharing among
projects, describing the knowledge sharing strategy and relations among projects; (2) rules
of knowledge usage in a project, including constraints on VERs, FTs, knowledge
permissions and assignments between elements; (3) rules of knowledge sharing of various
cooperation modes, identifying the level of knowledge sharing according to the cooperation
mode between VERs, and (4) rules of exception handling, which can be classified into rules
of permitted exception handling and rules of forbidden exception handling. A KACP
language model used to construct the KACP is proposed in detail in the following Section 2.
2. Knowledge access control policy language model



An authorization policy has temporal properties. Consequently, an access control policy for
the management of knowledge and user authorization in VEs must easily be updated to capture
the changing requirements of applications and users. The Knowledge Access Control Policy
(KACP) language model for VEs designed in this study, as Fig. 2 illustrates, is represented in
UML’s class model and mainly targets contents of knowledge text. This model features an
Object-Subject-Action-Condition access control policy consisting of multiple sets of
authorization rules that jointly determine user’s knowledge access permissions. Therefore,
regarding specific conceptual or physical knowledge (object), authorization (action) to execute
certain knowledge is granted to certain users (subject) under certain restrictions (conditions). The
KACP language model for VEs has been proposed to (1) provide a method that effectively
describes knowledge access control policy for VEs, (2) reduce costs and complexity in
knowledge access control, (3) improve flexibility in managing knowledge access permission, (4)
enhance security of VE knowledge sharing, and (5) make the management of knowledge access

permission adaptive to changing needs in a business environment in a timely manner.
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The KACP language model has the following main components.

® Knowledge Access Control Policy (KACP). A KACP consists of one Virtual Enterprise
Access Control Policy (VEACP) and many Enterprise Member Access Control Policies
(EMACPs), which are sets of rules.

® VEACP, a set of rules, describes the regulation and constraint on knowledge access control
and sharing in a VE to manage the VE’s knowledge.

® EMACP, Consisting of a series of rules, EMACP describes rules and conditions for enterprise
knowledge access control for each EM. Its rules shall not be in conflict with the VEACP, it



belongs to and must comply with sharing rules agreed upon by VE so to make available
knowledge in need of sharing.

Rule element is the most basic unit of VEACP and EMACP and corresponds to the
conventional concept of authorization. The principal components of rule have a target, effect,
condition, and rule combining algorithm. Each rule permits or denies one or more subjects to
performing actions on one or more concepts or physical knowledge under some conditions.
Target element involved in a rule defines the set of objects, subjects, environment and actions
to which the rule or policy applies. The set of objects involves two different levels of
knowledge: concept and physical knowledge.

Concept element is the basic unit of three ontologies in knowledge conceptual layer. Five
attributes are involved in the element. The text attribute describes the content of the concept
for explaining the meaning of the concept. Other four attributes, namely subclass-propagation,
equiv-propagation, part-of-propagation and intersection-propagation attributes, are Boolean
data type for determining whether knowledge access authorization can be propagated from
the concept to other concepts that are associated with it by relations.

Physical Knowledge element may be data, information and any format knowledge owned by
the VE or one of its enterprise members.

Subject element is an actor whose attributes can be referenced by a predicate. Actor may be
user, enterprise role, enterprise member, VE role or VE.

Action element is an operation on conceptual or physical knowledge.

Environment element provides a set of attributes that are relevant to an authorization decision
and are independent of a certain subject, knowledge and action.

Rule Combining Algorithm compresses the output from the embraced rules. The KACP
language model has four rule combining algorithms: deny overrides, permit overrides, first
applicable, and only-one-applicable. Based on the selected combining algorithm, an
authorization decision can be permit, deny, not applicable or indeterminate.

Condition element represents additional constraints that further refine rule applicability.

Effect is the intended consequence of a satisfied rule—either “Permit” or “Deny.”
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o Decision Analysis and Methods (DA)

e E-Business and E-Commerce (EB)

e Engineering Economy and Cost Analysis (EC)

e Ethics, Education and Training (EET)

« Facilities Planning and Management (FPM)

e Global Manufacturing and Management (GM)

e Human Factors (HF)

e Information Engineering (InfoE)

e Intelligent Manufacturing (IntM)

« Maintenance Modeling and Engineering (MME)

e Manufacturing Systems (MS)

e Operations Research and Application (OR)

e Project Management (PM)

e Production Planning and Control (PPC)

e Quality and Reliability Engineering (QRE)

e The CATER System for Vehicle Mass Customization (S1)

o Design Chain Management (S2)




e Advanced Planning and SCM in Process Industry (S3)
o Advanced Statistical Process Control (S4)

e The Science in Service Development (S5)

e Supply Chain Management (SCM)

« Service Innovation and Management (SIM)

o Systems Modeling and Simulation (SMS)

o Safety and Security (SS)

o Technology and Knowledge Management (TM)
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