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Abstract

Virtual enterprise (VE), an effective means of creating competitive advantage, is
a global business trend under knowledge-based competition. In a VE, workers work
as a team, contributing their core competences to design, produce, assemble and
market a product and providing services. Using existing knowledge to create new
knowledge is a key to enterprise success; above all, VE success depends mainly on
securely appropriate knowledge sharing and collaboration among members. Focusing
on a distributed dynamic VE environment, this study investigates the requirements for
access control and knowledge sharing across enterprises. In considering these
requirements, and a using role-based access control (RBAC) model, this study
develops an ontology-based VE access control model, and approaches, policy
specifications, algorithms, trust evaluation method, and methodology and system,
which determines worker authorization for accessing knowledge based on their roles
in, and responsibilities assigned by, the VE. This study proposes a three-dimension
ontology comprised organizational ontology, process ontology and product ontology,
which characterize knowledge using various perspectives and consider the
interrelations among various conceptual-level knowledge to determine whether user
authorization can be propagated. The principal tasks in this study are as follows: (1)
analyzing requirements for knowledge access control model and system in a VE ; (2)
developing a knowledge access control model and system for VEs; (3) designing a
co-worker trust evaluation method for secure knowledge sharing; and, (4) developing
a methodology for implementing the proposed model and system in a practical case.

Keywords: Virtual Enterprise, Knowledge Representation, Knowledge Sharing,
RBAC, Ontology.
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# < ! This study uses ontology to construct knowledge at knowledge
conceptual layer along the four dimensions of who, what, when and
where to help VE administrators to manage user knowledge access
permissions. Knowledge accessible to a VE worker is determined
according to who (a VE worker) is playing what roles in a company as
part of the VE operations when that worker is performing what tasks.
Based on such concepts, this study proposes a multiple-layer
ontology-based knowledge representation framework model which
consists of three layers: the knowledge conceptual layer, the knowledge
index layer and the knowledge physical layer. Knowledge conceptual
layer represents the main concepts in a domain in terms of]

organizational, activity and product ontology.
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