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Abstract

Virtual enterprise (VE), an effective means of creating competitive advantage, is
a global business trend under knowledge-based competition. In a VE, workers work
as a team, contributing their core competences to design, produce, assemble and
market a product and providing services. Using existing knowledge to create new
knowledge is a key to enterprise success; above all, VE success depends mainly on
securely appropriate knowledge sharing and collaboration among members. Focusing
on a distributed dynamic VE environment, this study investigates the requirements for
access control and knowledge sharing across enterprises. In considering these
requirements, and a using role-based access control (RBAC) model, this study
develops an ontology-based VE access control model, and approaches, policy
specifications, algorithms, trust evaluation method, and methodology and system,
which determines worker authorization for accessing knowledge based on their roles
in, and responsibilities assigned by, the VE. This study proposes a three-dimension
ontology comprised organizational ontology, process ontology and product ontology,
which characterize knowledge using various perspectives and consider the
interrelations among various conceptual-level knowledge to determine whether user
authorization can be propagated. The principal tasks in this study are as follows: (1)
analyzing requirements for knowledge access control model and system in a VE ; (2)
developing a knowledge access control model and system for VEs; (3) designing a
co-worker trust evaluation method for secure knowledge sharing; and, (4) developing
a methodology for implementing the proposed model and system in a practical case.

Keywords: Virtual Enterprise, Knowledge Representation, Knowledge Sharing,
RBAC, Ontology.
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® Knowledge Sharing Procedure in VEs

Based on the proposed knowledge sharing modes and knowledge architecture for VEs, this
section analyzes knowledge sharing procedure in a VE and designs the knowledge sharing system
architecture for VEs (Fig. 1). The knowledge sharing procedure takes into account VERs and
activities to be undertaken or executed by the knowledge user in a VE, who must be supported
with technological knowledge of varying degrees of range and depth so as to ensure VE
participants a real-time authorized access to work-related knowledge under the premises of
security and knowledge sharing. When a VER has logged on and its identity and password
verified, the system evaluates the breadth and profundity of knowledge required according to the
user’s VER, to be followed by determining whether the required knowledge is private or public
knowledge: request for private knowledge must be subject to trust evaluation, while access to
public knowledge is granted or rejected based on the user’s access authority. Therefore, the
architecture designed in this study consists of the following three core modules: (1) Knowledge
Sharing Breadth Evaluation Module, (2) Knowledge Sharing Profundity Evaluation Module, and
(3) Knowledge Sharing Trust Evaluation Module. Two methods for knowledge sharing breadth
and profundity evaluation are developed in the following two sections to serve as the core of the
former two modules for evaluating the range and depth of knowledge sharing respectively.
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Furthermore, in the architecture, User Base records the personal data of VE workers, including
company, name, account and password; VE Base records VE-related data, including VE
objectives, activities, roles, task assignments, and schedule; Physical Knowledge Base includes
public knowledge owned by VE and private knowledge owned by individual; Access Control
Policy records user authority and knowledge sharing strategy as agreed upon by VE members
through consultation. User Login Module processes identity verification of the user; Knowledge
Identification Model verifies the required knowledge according to worker’s role and task and
judges the required knowledge to be private or public knowledge; Authority ldentification
Module determines worker’s authorization level of access to knowledge based on role, task and
access control policies; and, Knowledge Sharing Module provides the knowledge sharing
interface for the actual execution of knowledge sharing.

@ - Knowledge Sharing Trust

— Evaluation
VE Role Priyate
l knowledge

Knowledge Sharing Knowledge Sharing o Knowledge
Breadth Evaluation Profundity Evaluation - Identification Access Control & Knowledge

% . , wledge Sharing Po Sharing
public
knowfledge y
Aut.horit.y
Identification
User DB

% AC[IVIty e Ac“vny %‘
Ontology Knowledge Ontology ical Knowledge

Fig. 1 Knowledge sharing system architecture for VEs

User Login

® Knowledge Sharing Breadth Evaluation Method

Based on activities participated by the user, the knowledge sharing breadth evaluation
method takes into account relationship type and distance between activities and the extent to
which their respective required knowledge overlap, to be followed by calculating the strength of
links between activities and extracting knowledge of other activities that have a stronger link with
the current activities, which form the breadth of knowledge sharing. In such a framework (Fig. 2),
the main evaluation activities include activity correlation calculation, activity knowledge
ontology instance similarity calculation, activity knowledge ontology property similarity
calculation, activity correlation comparison, and project sharing policy evaluation. Finally, this
model performs activation of activities nodes and makes knowledge sharing decisions based on
the result of evaluation. The knowledge sharing breadth evaluation method can be decomposed
into five steps: activity relation calculation, activity knowledge ontology instance similarity
calculation, activity knowledge ontology property similarity calculation, activity correlation
comparison, and project sharing policy evaluation.
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Fig. 2 Knowledge sharing breadth evaluation method

® Knowledge Sharing Profundity Evaluation Method

Virtual enterprise roles are assumed by workers of VE enterprise members to perform VE
functions and activities, and such roles disappear upon the dissolution of a VE. Consequently,
knowledge sharing profundity evaluation method developed in this section is based on (1)
correlation between VERs level and authority (2) correlation between VERSs and knowledge, and
(3) correlation between VERs and activities, of the worker, and the breadth and profundity of
knowledge sharing are determined through fuzzy algorithm. The fuzzy algorithm along with
expert experiences and semantic control principles form the rules bank that can be used to handle
ambiguous knowledge sharing policies and improve the traditional access control mechanism that
allows or reject access in a definite manner. Knowledge sharing profundity evaluation method
(Fig. 3) first of all judges data of the VER currently assumed by the worker and derives three
input variables by means of role and activity fuzzy relation calculation, role and case fuzzy
relation calculation, and role authority fuzzy relation calculation. Then, knowledge sharing
profundity is derived through fuzzy inference, to be followed by detailed calculation in the
processes involved. In this study, this method is divided into three steps: input variable
preprocessing, input and output variables definition, and fuzzy inference.

Role
Responsibility
Identification

Role & Activity Fuzzy |! 4R
Relation Calculation

Defuzzification

Knowledge
. . Fuzzy .
Fuzzification M — |Vembership Function| (—| Sharing Level
Inference A

Decision
Role Function Role & Case Fuzzy RF

Identification Relation Calculation SL

Membership Functior
[Membership Functio

Function

. . To knowledge
Role Authority Role & Authority Fuzzy | | py_| 0 knowledg

. . . »> M; 9 identification
Identification Relation Calculation _

Fuzzy Rule Base

Fmﬁowledge sharing
breadth evaluation module -

Fig. 3 Knowledge sharing profundity evaluation method
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