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A Diagnosis Method of Mathematics Ability base

upon Knowledge Concept Construction.

Chin-Bin Wang Ying-tsan Chang
Department of Information Department of Information
Management, Nanhua university Management, Nanhua university
cbwang@mail. nhu. edu. tw $2222012@mail. cy. edu. tw
Abstract

A good studing diagnosis method not only can evaluate learners' study result
effectively, but also can diagnose their learning disability and misconception, helps
learners to break through the learning disability and improvement the learning result.

Assessment test is an important step in the learning process which evaluate the
Study potency and learning disability. Summative assessment refers to the assessment
of the learning and summarizes the development of learners at a particular time.
However, teachers can not give valid suggestions to learners from their test scores. In
this paper, a learning diagnosis method based upon the knowledge concept

construction is proposed to evaluate the learning efficiency of students.

Keyword: studing diagnosis system, learning disability, misconception, knowledge

concept construction
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Yo RS AL BITEY 20T 0 HAT#H 4ok (prior knowledge) @ Fo & A7
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23k B4 (misconception) (Clark & Peterson, 1986 ) o ik B4t A A& 48 iR AE
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m=1 (3)
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QA1 1

QA 2a 1 1 1
QAZ2b 1 1 1
Q A 3a 1

QA 3b 1

QA 4a

Q_A_4b
Q A ba
Q A 5b 1
QAGB 1
QAT 1
QA8 1
Q_B_1 1 1 1 1
QB 2
QB3 1 1 1
QB 4
QB.5 1 1 1
QB6 1
QBT 1 1
QB8 1

Q_B_9 1 1 1
Q B_10 1
QB 11 1 1
QB 12 1 1 1 1
QB 13 1 1 1 1 1
Q_B_14 1 1
Q B_15 1 1
Q_B_16 1 1 1 1
Q_B_17 1

(=) a2 A LM AesR (& T-a~T-b~T-c)
kT-a AARENHL AL BMOG T (ERLAAKL)

Ci Ce Cs Cs Cs Ce Cr Cs Co
Si 0.3 [0.334| 0.5 [0.385| 0.2 |0.071 0.1 0.11 0
Se 0.3 0 0 1.0771 0.4 |10.284 | 0.4 0.44 | 0.167
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Ss 0.1 |{0.167]0.125(0.077 | 0.1 |0.071 0 0.11 0

Si 0.5 [0.668|0.625|0.539| 0.4 [0.284] 0.4 | 0.33 |0.334

Ss 0.3 [0.334] 0.25 | 0.231| 0.1 |0.142| 0.1 | 0.11 |O0.167

S 0.5 [0.334]0.375|1.385| 0.4 [0.497| 0.5 | 0.33 |0.334

Sr 0.3 [0.501]0.375|0.231 | 0.2 [0.142] 0.1 | 0.22 0

Ss 0.1 0 0 0 0.1 (0.071} 0.1 | 0.11 |O0.167

& T-b AAEFTEE L TR RMSHR T (AR

Ci Ce Cs Cs Cs Ce Cr Ca Co
Si 0 0 0 0.077| 0.1 ]0.071| 0.1 | 0.11 0
S 0 0 0 0 0.2 0 0.1 | 0.22 0
Ss 0 0 0 0 0.1 |0.071 0 0.11 0
Si 0 0 0 0.077 | 0.2 0 0.2 | 0.11 0
Ss 0 0 0 0.077| 0 0 0 0 0
Se 0 0 0 0.077| 0.2 [0.142| 0.2 | 0.11 |0.167
S 0 0 0 0 0.1 0 0.1 0 0
S 0 0 0 0 0 0 0 0 0

ET-c ARREGLALAMBBMO%KT (MEEE)

Ci Ce Cs Cs Cs Ce Cr Ca Co
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. A Formal Virtual Enterprise Access Control Model

2 Tsung-Yi Chen, Yuh-Min Chen, and Chin-Bin Wang

3 Abstract—A virtual enterprise (VE) refers to a cooperative
4 alliance of legally independent enterprises, institutions, or single
5 persons that collaborate with each other by sharing business
6 processes and resources across enterprises in order to raise enter-
7 prise competitiveness and reduce production costs. Successful VEs
8 require complete information transparency and suitable resource
9 sharing among coworkers across enterprises. Hence, this investi-
10 gation proposes a formal flexible integration solution, named the
11 formal VE access control (VEAC) model, based on the role-based
12 AC model, to integrate and share distributed resources owned by
13 VE members. The formal VEAC model comprises a fundamen-
14 tal VEAC model, a project AC policy (PACP) language model,
15 and a model construction methodology. The fundamental VEAC
16 model manages VE resources and the resources of participating
17 enterprises, in which various project relationships are presented to
18 facilitate different degrees of resource sharing across projects and
19 enterprise boundaries, and cooperative modes among VE roles are
20 presented to enable collaboration among coworkers in a VE. This
21 PACP language model features object—subject-action—condition
22 AC policies that jointly determine user access authorizations. In
23 addition, the methodology supplies a systematic method to identify
24 fundamental elements of the VEAC model and to establish assign-
25 ments between elements and relations.

26  Index Terms—Access control (AC), resource sharing, role-based
27 access control (RBAC), virtual enterprise (VE).

28 1. INTRODUCTION

29 IRTUAL enterprise (VE) is regarded as one of the most
30 promising business strategies to enhance the global com-
31 petitiveness of enterprises [1]. VEs integrate the processes,
32 activities, and resources from different enterprises through en-
33 terprise alliances to respond quickly to customer expectations.
34 Frenkel et al. [2] defined a VE as a collaborative group of
35 existing autonomous enterprises, which selectively share their
36 expertise, skills, and resources to accomplish a common prod-
37 uct or service. In practice, a VE is generally implemented
38 with a distributed and collaborative business process, in which
39 individuals from different enterprises cooperate on business-
40 related activities or processes by remote coordination, com-
41 munication, and control [1]. To attain VE goals and support
42 each other’s functionalities, enterprises in a VE must share and
43 exchange information, knowledge, and resources. The features
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that determine the access level to the local information of every 44
enterprise, when considering the competitive and cooperative 45
relationships among enterprises, include the degree of trust 46
between two enterprises, the function of the enterprises in the 47
VE, and contractual agreements [2], [3]. Lu ef al. [4] proposed 48
a trust-based privacy preservation method for P2P data sharing. 49

A collaborative engineering environment allows multiple en- 50
gineers to work simultaneously with individual assembly parts. 51
Some manufacturing industries, e.g., the automotive sector, 52
use VEs to maintain business relationships with their suppliers 53
and corporate customers, enabling manufacturers to collaborate 54
on the design, production, assembly, and marketing of new 55
products. For instance, designing and developing a new car is a 56
complex and lengthy process; during product R&D, engineer- 57
ing and design drawings can be shared over secure network 58
among the contracting firm, testing facility, marketing firm, 59
and downstream manufacturing and service companies [5]. 60
Information concerning the design for a new product at various 61
segments of the VE has to be visible to all members of the VE 62
at any time. Consequently, the information must be managed 63
properly, with appropriate access control (AC) models, strict 64
policies, discipline, and daily monitoring. Development of a 65
new car model by a VE might involve approximately 20000 66
designers and engineers from hundreds of divisions and de- 67
partments, some of which belong to different enterprises in 68
different countries. One sub-VE in the car-manufacturing VE 69
performs car design, which contains four subprojects, namely, 70
engine design, cool system design, transmission case design, 71
and framework design. Engine designers in the engine design 72
subproject collaboratively develop an engine for the new car 73
model. Information related to the engine, such as drawing and 74
engineering data, is generated and shared in real time to workers 75
in the subproject and other subprojects. Therefore, the success 76
of a VE depends wholly on transparent and effective sharing 77
of information resources, including information, application 78
systems, and knowledge, throughout the business cycle [1]. Not 79
all business partners are equally trusted in today’s complex 80
business environment. Today’s partners could become tomor- 81
row’s competitors. Hence, enterprises do not generally like 82
sharing information. Consequently, a VE or related business 83
strategy, such as allied concurrent engineering or virtual team, 84
is likely to fail. Therefore, VE urgently needs secure and trust- 85
worthy AC model, approach, and mechanism that can manage 86
distributed resources across enterprises and share them with 87
collaborative workers. To secure information sharing, competi- 88
tive and cooperative relationships among enterprises should be 89
considered when using the proposed model to evaluate a user’s 90
authorization to access resources. 91

Secure resource management and sharing across organiza- 92
tional boundaries have seldom been addressed. AC for VEs 93
is difficult for the following reasons: 1) enterprise members 94
in a VE may change frequently; 2) each enterprise member 95

1083-4427/$25.00 © 2008 IEEE
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96 (EM) typically has many roles and users; 3) a VE often has
97 many EMs with complicated interrelationships—for example,
98 members may cooperate and also compete with one another;
99 4) organizations within a VE may be dynamic and perform
100 unpredictable activities; and 5) VE resources may be Internet
101 based, distributed, and heterogeneous. Few studies have ex-
102 plored control of access to knowledge, which is one of the most
103 important assets for an enterprise. Therefore, developing an
104 AC mechanism for knowledge protection has been recognized
105 as a vital research topic in knowledge management [6]-[8].
106 Although role-based models have been adopted successfully
107 for resource management within an enterprise, collaborative VE
108 systems using role authorization management approaches have
109 not been widely investigated. In contrast to conventional AC
110 models, AC for a VE does not specifically assign rights to each
111 role or user in advance because of the dynamic characteristics
112 of VE organizations, such as flexibility and mobile resource
113 sharing. To our knowledge, no studies have developed models
114 for resource sharing management that support collaborative
115 and cooperative business activities across organizational bound-
116 aries. Before achieving secure resource sharing in a VE that in-
117 creases corporate global competitiveness, several requirements
118 for trust management, such as scalability, flexibility, dynamic
119 security, decentralization, and mutual trust, must be addressed
120 [9]. Hence, VEs require an appropriate AC model.

121 Based on the conceptual AC model in VEs [10], [11],
122 this investigation develops a formal VEAC model to solve
123 the problem of authorization management and to secure AC
124 among organizations within a VE. The formal VEAC model
125 comprises a fundamental VEAC model, a project AC policy
126 (PACP) language model, and a model construction method-
127 ology. The proposed fundamental VEAC model comprises a
128 [project-based access control (PBAC)] model for managing
129 public resources within VE and a role-based AC (RBAC) model
130 for managing the sharing of an individual enterprise’s private
131 resources with VE members. Public resources are generated,
132 used, modified, and owned by VE activities and are stored or
133 implemented in a VE or its partners. And, private resources are
134 owned by partners and shared with other workers who could
135 be from different partners. This PACP language model features
136 object—subject—action—condition AC policies that jointly deter-
137 mine user access authorizations. Moreover, the methodology
138 supplies a systematical method to identify fundamental ele-
139 ments of the VEAC model and establish assignments between
140 elements and relations. The proposed formal VEAC model pro-
141 vides VE workers with efficient management and easy access to
142 relevant resources and up-to-date information, thus eliminating
143 information delay and enhancing information transparency.

144 II. RELATED WORKS

145 AC systems and technologies are required to protect such
146 resources and information from illegal access. This section
147 surveys a number of studies related to the aims of this paper,
148 including AC, VE, and AC policy.

149 A. AC

150  AC protects the computing system against unauthorized ac-
151 cess or modification of information resources [12]. AC deter-

mines whether a user has rights to use a given resource; an AC 152
system governs when and how resources can be used by whom. 153
So far, many AC methods had been presented. 154

Early AC methods for resource management include AC lists 155
(ACLs) and the AC matrix (ACM). A simple ACM is an array 156
containing one row per subject in the system and one column 157
per object. Entries in the matrix specify the operation or access 158
each subject has to each object [13]. These methods are straight- 159
forward, intuitive, and only useful for small organizations [14]. 160
ACLs implement the ACM by representing the columns as lists 161
of users attached to a protected object. Each object is associated 162
with an ACL that stores all subjects and the subject’s approved 163
operations for a given object. Most AC models, including 164
mandatory AC, discretionary AC, RBAC, task-based AC, and 165
task RBAC [15]-[17], only consider authorization management 166
within a single organization. Furst er al. [18] investigated 167
distributed RBAC to delegate administration of resources to 168
individual departments within an enterprise. In RBAC, users are 169
assigned roles that are associated with approved permissions for 170
performing an operation on an enterprise resource (object) [19]. 171
Team-based AC 2004, derived from RBAC, enables users to 172
join team roles within an organization [20]. 173

B. VEs 174

A VE is defined as a cooperative alliance in which a group 175
of legally independent enterprises, institutions, and individuals 176
cooperate for a particular goal [21]. Ouzounis [22] defined 177
VE as a network of different administrative business domains 178
that cooperate by sharing business processes and resources 179
to provide a value-added service to customers. VE environ- 180
ments (Fig. 1) contain users (subjects/workers) from various 181
enterprises, such as EMs, partners, suppliers, customers, and 182
other VEs. VE-related activities are undertaken by users from 183
different enterprises using collaboration and concurrence. Such 184
a business environment results in complex AC problems. In 185
particular, all VE resources that may be stored on and owned 186
by different enterprises should be managed fully and should be 187
shared as much as possible. 188

1) Characteristics of VEs: Kanet et al. [21] decomposed the 189
life cycle of a VE into five phases, namely, identification, for- 190
mation, design, operation, and dissolution. Ouzounis [22] found 191
that the life cycle of a VE should include two major phases: 192
establishment and management. Based on the analysis of life 193
cycle and interactions, a VE has the following characteristics 194

[23]-[25]. 195
1) A VE may consist of several distributed VEs or 196
enterprises. 197

2) A VE’s participating members and business processes 198
may be changed during its life cycle. 199

3) A VE emphasizes professional division and dynamic 200
cooperation among a highly heterogeneous membership. 201
4) A VE conducts business processes of different stages 202
across enterprises, in which each stage has its own par- 203
ticipants, resources, and aims. 204
5) Various resources in a VE are shared and distributed over 205
all participating enterprises and used by their employees 206
(users). 207
6) A VE globally specifies members’ obligations, responsi- 208
bilities, and roles. 209
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Fig. 1. VE environment.
210 7) A change in a member’s role in a process should not affect
211 the obligations and responsibilities in its other assigned
212 roles.
213 8) Regulations do not constrain the selection of members in
214 participating enterprises’ partners.
215 9) Each member may own its enterprise resource manage-
216 ment policy and AC model.
217 10) Shared VE resources include private resources owned by
218 a participating enterprise and stored in its own reposito-
219 ries and also public resources belonging to the VE and
220 stored in a public repository.

221  The levels of resource sharing among partners depend on VE
222 characteristics, including levels of cooperation with partners,
223 degree of trust, distributed tasks, and contractual agreements.
224 When each participant in a VE brings information to the VE,
225 the participant will not want to share more proprietary informa-
226 tion than necessary with VE members because of information
227 security issues. Information in VEs can be divided into three
228 areas: 1) information of an individual partner brought to the
229 VE; 2) information generated by the VE; and 3) information
230 assets of the VE [26]. The information must be protected and
231 distributed in a secure manner among all participants.

232 2) Requirement Analysis for AC in VE: Based on the general
233 requirements of AC expressed in [27] and [28], this paper
234 identifies the following requirements for AC model design:
235 1) Only the security administrator should be permitted to
236 modify security attributes; 2) roles should be able to inherit
237 authority either fully or partially; 3) positive authorizations and
238 negative authorizations, as well as the principle of strict least
239 privilege, should be supported; 4) the fine-grained authority re-
240 quirements should be fulfilled; 5) access authority may change
241 with tasks or roles; and 6) the model should be able to manage
242 all users and resource objects in the enterprise [29]-[31].

243 Aside from the aforementioned requirements, according to
244 the characteristics of VE, additional requirements must be
245 considered when developing a VEAC model, as follows.

246 1) Since the organization structure of a VE is dynamic,
247 access rights and resource objects can be changed in
248 real time.

249 2) The model considers all users’ access rights because
250 resource administrators cannot predict who will access
251 which resources in a VE.

Virtual Enterprise (VE)

Certificate Authority
(Third Party)

3) As a VE is formed to achieve a certain goal in a limited 252
time frame, each VE has different goal and business 253
processes. A VE is always conducted as a project. There- 254
fore, project is an essential element of AC in VE. 255

4) Since each enterprise has a legacy AC system, the VEAC 256
model should be easily integrated with various AC mod- 257
els or policies. 258

5) The VE manages and shares resources collaboratively. 259

6) To facilitate trust among enterprises, the access policy in 260
VE is planned and managed together by administrators of 261
all participating enterprises. 262

7) The VE can maintain the consistency of policies and man- 263
age the conflicts between VE access policy and members’ 264
own access policies. 265

C. AC Policy 266

A significant shortcoming of existing AC systems is that 267
they were developed by using a specific AC policy, which 268
was defined by Lorch er al. [32], regarding how services can 269
be utilized. AC policies are typically represented as follows: 270
1) constrained logic programs that support specific policy op- 271
tions; 2) constrained checks; and 3) administrator queries [33]. 272
AC policy can restrict the use of services to suitably qualified 273
principals and specify constraints that must hold when a service 274
is invoked [19]. 275

Recent development of AC policy framework includes lan- 276
guages and graphical approaches that specify different AC poli- 277
cies in a single framework [34]. A graph transformation-based 278
security policy framework was proposed by Koch et al. [12] 279
that included negative and positive constraints. The negative 280
constraints specify graphs not contained in any system graph, 281
and positive constraints specify graphs explicitly constructed in 282
a system graph. By combining a formal framework and a logic- 283
based language, Jajodia et al. [35] developed the authentication 284
specification language that can be used to identify different AC 285
policies that can coexist within the same system and be en- 286
forced by the same security server. Moreover, security assertion 287
markup language is an XML framework identified by OASIS 288
security services to exchange authentication and authoriza- 289
tion information. For AC across enterprises, Belokosztolszki 290
and Moody [36] proposed metapolicies. Hada and Kudo [37] 291
proposed XML AC Language, an XML-based language for 292
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Fig. 2. Fundamental VEAC model.

293 provisional authorization, which articulates the security poli-
294 cies to be enforced for specific access to XML documents
295 and provides XML with a sophisticated AC mechanism that
296 enables an initiator to securely browse XML documents and
297 securely update each document. Boella and van der Torre [38]
298 studied normative multiagent systems for secure knowledge
299 management based on AC policies.

300 III. FUNDAMENTAL VEAC MODEL

301  This section introduces the proposed fundamental VEAC
302 model, and its basic elements (Fig. 2), which has been derived
303 from the requirements of AC for VE and characteristics of VE.
304 It includes two submodels: one PBAC model for managing
305 public resources stored on VE and one RBAC model for
306 managing private resources stored on individual EMs [10]. In
307 the model, the solid-line and the dashed-line circles are used
308 to represent the elements in the RBAC and PBAC models,
309 respectively. The six kinds of associations are proposed to
310 indicate the various relationships among elements. Assignment
311 is a well-known relationship in RBAC to continue using in the
312 model. Aggregation is a grouping of other elements, which is
313 also called a has-a association. For example, a VE is a group of
314 EMs. Composition is an inclusion of other elements, which is
315 also called a contains-a association. If the containing element
316 is destroyed, the elements that it contains are also destroyed.
317 Element relation is an interacting mode of other independent
318 elements, which is further decomposed into various relations to
319 facilitate resource sharing. Sequence of workflow is the order
320 in which elements follow one another. Correspondence is a
321 version mapping relation of a functional task (FT) in other
322 project.
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A. RBAC Model 323

This paper slightly adjusts the basic RBAC model [39]-[41] 324
and seamlessly integrates it with the PBAC model. In the 325
adjusted RBAC model, as shown in the bottom layer of Fig. 2, 326
each element is described straightforwardly as follows. 327

1) User (U) represents a human or agent in an enterprise, 328
which includes direct users, indirect users, and nonmem- 329
ber users. 330

2) Role (R) represents a functional job or responsibility. 331

3) Private object (PrivateO) denotes a resource in an enter- 332
prise associated with private privileges. Private objects 333
are generally classified into three levels, which are public, 334
proprietary, and protection. The public classification can 335
be provided to the partners in a VE. 336

4) Private permission (PrivateP) is an approval of a particu- 337
lar mode of access to one or more private objects. 338

5) Session (.S) maps a user to one or more roles. 339

6) U—R—A C U x R represents a many-to-many user to 340
role assignment relation. 341

7) R—PrivateP—A C R x PrivateP represents a many-to- 342
many role to PrivateP assignment relation. 343

8) Rie ={(z,y):z,y € R,z # y, and = conflicts with y} 344
signifies that role = conflicts with role y, and = and y 345
cannot be both assigned to the same user. 346

9) Run={(z,y): 2,y € R,z #y, and x is a superior of y} 347

indicates that role x is a senior to role y, and x inherits 348

the PrivatePs of y. 349

U-R—A,(r): R — 2Y, a function mapping a role 7 to 350

a set of users that can play this role. 351

U—R—A,(u): U — 2, a function mapping a user u to 352

a set of roles that can be played by this user. 353

10)

1)
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354 12) R—PrivateP— A, (private_p) : PrivateP — 2%, a function

355 mapping a PrivateP, private_p, to a set of roles that is
356 authorized to access this PrivateP.

357 13) R—PrivateP—Apivate_p(r) : R — 2F1VatP 3 function
358 mapping a role r to a set of PrivatePs that allows to be
359 accessed by this role.

360 B. PBAC Model

361 The top portion of Fig. 2 shows the PBAC model. The
362 core concept of model development, elements, and relations in
363 the PBAC model are introduced and defined in the following
364 sections in order.

365 1) Core Concept of the PBAC Model: A VE can perform
366 several projects (P) simultaneously, but a project can only
367 be performed by one VE. A project includes management-
368 level and operational-level tasks. The management-level tasks
369 control and manage the project’s progress and output according
370 to the project timestamp, whereas the operational level com-
371 prises FTs supervised and controlled by the project schedule.
372 Different project relations (PRs), such as subset, exclusion, and
373 reference, exist among projects to facilitate resource sharing
374 (refer to Section IV). Activities within a project can be divided
375 into several FTs, each of which has access to certain public
376 objects (PublicOs), which is public permission (PublicP) of the
377 FT. FTs involved in a project are constructed for performing VE
378 activities in the VE formation stage. The FTs are assigned to VE
379 roles (VERSs) that are virtual roles created based on division of
380 labors. It is required to meet certain conditions to start or end
381 an FT. According to the goal and task requirements, an FT can
382 be divided into different stages by timestamp or FT. Users are
383 given different privileges depending on the project stage and
384 FTs. A VE is composed of several real EMs, each of which
385 can participate in more than one VE. Non-EMs (NEMs) are
386 enterprises that do not participate directly in the activities of
387 VE but participate in the activities of an EM which performs
388 directly the activities of the VE. All VE participants, including
389 three user types (direct, indirect, and nonmember users), are
390 generally called users (U) which may play a different role (R)
391 in a different session. Each role has access to private resources,
392 called a PrivateP. A superior role can inherit the privileges of
393 inferior roles through role hierarchy (RH). The EM plays a VER
394 through a user or role to obtain the privilege of sharing public
395 resources in the VE and carry out practically the obligations of
396 a given VER and to achieve the VE goals. PACP is designed
397 to identify the resource sharing rules in a project. Through
398 constructing relations among projects and a PACP, users can
399 share resources among projects. The rules of sharing can be
400 modified at any time.

401 To simplify the complex assignment and facilitate resource
402 sharing across domains, some relations are gained by exploring
403 the three viewpoints of project, VE, and enterprise. From the
404 project viewpoint, PRs including subset, version, reference,
405 process, and exclusive relations (defined in Section IV) are
406 found out depending on the features of project, facilitating shar-
407 ing among projects. From the VE viewpoint, cooperative rela-
408 tions including dependent single-task, dependent multitask, and
409 independence (defined in Section V) are found out depending
410 on the information requirements of interaction and cooperation
411 among workers in VE, facilitating sharing among enterprises

involved in a VE. From the enterprise viewpoint, relations 412
proposed by RBAC [39], [40], including role hierarchy, static 413
separation of duty, and dynamic separation of duty, are used 414
herein to facilitate sharing among roles in an enterprise. 415

2) Fundamental Elements: This section concisely intro- 416
duces the fundamental elements of the PBAC model, each of 417
which is represented as follows. 418

1) VE = {ve: ve represents a dynamic Internet organization 419
consisting of EMs executing a project to achieve one 420
common business goal}. 421

2) EM = {em: em can be a substantive enterprise organi- 422
zation, a VE, or an individual, and it is a VE member 423
with at least one worker participating directly in the VE 424
activities}. 425

3) NEM = {nem: nem can be a substantive enterprise or- 426
ganization, a VE, or an individual, but it is not a VE 427
member; a nem has at least one worker participating 428
directly in the activities of EMs, and the activities have 429
direct relations with the FT of the VE}. 430

4) Project (P) = {p: p denotes the set of FTs, projects, and 431
subprojects performed by a VE}. 432

5) FT = {ft: ft is a set of VE activities, which have a 433
common objective and are undertaken by several VERs}. 434

6) VER = {ver: ver represents a virtual role formed to 435
enable professional division within VE, which is assigned 436
to perform more than one FT}. 437

7) Object (O) = {o: o denotes an information resource in- 438
cluding public and private resources which can be a data- 439
base, entity, attribute, tuple, document, XML document, 440
application, software component, or knowledge}. 441

8) PublicO = {public-o: public-o represents a subset of 442
objects owned by a VE, stored in a VE’s repository, and 443
implemented in a VE’s platform}. 444

9) Operation = {op: op is a set of access authorities, such as 445

write, read, and execute}. 446

PublicP = {public-p: public-p represents a permitted 447

mode of access to a PublicO}. 448

Permission = {z: z € PublicP U PrivateP}. 449

PACP: PACP identifies which project resources are pro- 450

tected and shared according to the relations among 451

projects and the shared rules and which activities are 452

forbidden in the VE scope. Each project involves a 453

PACP, which can be performed automatically by the 454

VEAC system. The PACP can be dynamically created, 455

enforced, and modified by administrators when the VE 456

environment changes. The main rules described in PACP 457

include the following: 1) rules of resource sharing among 458

projects, describing the resource sharing strategy and 459

relations among projects; 2) rules of resource usage in 460

a project, including constraints on VERs, FTs, PublicPs, 461

and assignments between elements; 3) rules of resource 462

sharing of various cooperation modes, identifying the 463

level of resource sharing according to the cooperation 464

mode between VERSs; and 4) rules of exception handling, 465

which can be classified into rules of permitted exception 466

handling and rules of forbidden exception handling. A 467

PACP language model used to construct the PACP is 468

shown in detail in Section VI. 469

3) Assignments and Relations: The following sections de- 470
fine the concept of assignments and relations between two 471

10)

11)
12)
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472 elements involved in the model based on the concept of a
473 product set (refer to Definitions 1 and 2). Some functions
474 relating to all elements in the VEAC model are defined and then
475 applied to the following sections. These functions are shown in
476 Appendix 1.

477 Definition 1: Given two sets A and B, the product set or
478 Cartesian product of A and B, called the assignment of A and
479 B in AC domain, is A x B = {(a,b) : a € A, and b € B}.

480  Definition 2: Given sets A and B, a binary relation R from
481 Ato Bisasubsetof A x B,ie., RC A x B.

482  4) Foundational Assignments: According to Definitions 1
483 and 2, the various assignment relations among elements are
484 defined as follows.

485 1) FT—S—Public—A C FT x S x Public—A, triple assign-
486 ment among three elements: FT, S, and PubicP,
487 FT—S—Public— A represents the set Re—s_publicp—a =
488 {(ft, st, public-p): ft € FT, ste Stage, public-p& PublicP,
489 the public-p is assigned to ft in stage s}.

490 2) P—VER—A C P x VER, one-to-many P to VER as-
491 signment, is denoted by R, _ver—a = {(p, ver):p € P,
492 ver € VER, and p involves ver}. The relation describes
493 which VERs are included in project p.

494 3) VER—FT—A C VER x FT, a many-to-many VER to
495 FT assignment, is represented by Rye,—f—n = {(ver, ft):
496 ver € VER, ft € FT, and ver performs ft}. This relation
497 describes which FTs are undertaken by which VERs.

498 4) VE—EM—A C VE x EM, a many-to-many VE to EM
499 assignment, is denoted by Rye_em—a = {(ve, em): ve €
500 VE, em € EM, and em is a member of ve}.

501 5) VE—P—A C VE x P, one-to-many binary assignment
502 from a VE to P, is represented by Rye—p—a = {(ve, p):
503 ve € VE, p€ P, and ve performs p}. This relation
504 records which project is performed by a VE.

505 6) EM—NEM—-A C EM x NEM, many-to-many EM to
506 NEM assignment, is represented by Rem—nem-—a = {(em,
507 nem): em € EM, nem € NEM, and nem supports em
508 to perform some tasks of the VE—EM— A, (em)}. This
509 relation holds the assignments between EMs and its part-
510 ners (NEMs) to support the tasks of a VE.

511 7) FT workflow (FTWf) C FT x FT, many-to-many binary
512 relation on FT, is denoted by Rerws = {(ft;, ft;) : ft;,
513 ftj € FT, p;, p; € P, ft; C p;, ftj C pj, 275], ft; is an
514 event FT of the action FT ft;} that indicates that ft;
515 is authorized to use the PublicPs of ft; when ft; is
516 accomplished.

517 8) Correspondence C FT x FT, one-to-one binary relation
518 on FT, is represented by Rcorrespondence = {(ft;, ft;) : ft;,
519 ftj € FT, Pis Dj € P, ft; C Dis ftj C py, ) 7é j, ft; is the
520 preversion offt;, whereas ft; is the postversion offt; }.

521  5) Assignments Across Models: This section defines the
522 assignment relations across models in order to establish the
523 combination relations of relevant elements among two AC
524 models. These relations are as follows.

525 1) EM—U—-A C EM x U, one-to-many EM to U assign-
526 ment, is represented by Rem-—u-a = {(em,u): em €
527 EM, weU, and em have an employee u}. If
528 d emy Rem_u_alt1, €MoRem w_alla, emp,emy € EM,
529 and uq,us € U, then ~F emo Rey—y_all1-

530 2) NEM—U—A C NEMx U, one-to-many NEM to U as-

531 signment, is denoted by Ryem—u—n=1{(nem,u): nem €

NEM, w € U, and nem have an employee wu}. If 532
d nemy Rpem—u—att1, N€Mo Ry em_u_allo, NEMy, nemy € 533
NEM, and u1, us € U, then -3 nemo Ryemn—u_alll- 534
3) R—VER—A C R x VER, many-to-many R to VER as- 535
signment, is represented by R;_ver—o = {(r, ver): r € R, 536
ver € VER, and r is assigned to play ver}, then VER ver 537
can be assigned to different roles, whereas one role can 538
play different VERSs at the same time. 539

IV. PRs 540

A PR (R;) indicates the level of information exchange 541
and reuse and also the situation of cooperation between two 542
projects. Various PRs describing the relation between two 543
projects can propagate the authorizations of an FT to other 544
FTs. Different PRs may occur between two projects and may 545
alter with time based on project management and share re- 546
quirements. While a VEAC-based AC platform is implemented, 547
administrators construct the project resource access strategy in 548
a PACP to indicate the level of resource sharing of each type 549
of PRs. In the project life cycle, the PRs and the PACP can 550
be modified at any time to respond to the demands of resource 551
sharing. Resource sharing or reusing is determined based on 552
five attributes of each FT: 1) FT state (Agtate) holds the status 553
of the FT being performed; 2) FT stage (Agtage) records the 554
current timestamp of an FT for appropriate resource sharing 555
according to its states; 3) allowed reference (A,.r) decides 556
whether the FT can be referred by relative FT in a postversion 557
project; 4) allowed subproject (Agyb—p) determines whether the 558
FT can be referred by its subprojects; and 5) allowed main 559
project (Amain—p) decides whether the FT can be referred by 560
its main project. 561

To introduce the PRs, given a set Project (P) and z, y € P, 562
a binary relation PR (R},) on P is a subset of P x P, which is 563
distinguished into five subrelations presented in the following 564
sections. For convenience in the following discussion, two 565
inherited functions applied in the following sections are defined 566
to indicate varying degrees of privilege inheritance. 567

1) Strong-inherited function Inhergrong (ft) is defined as all 568

permissions assigned to the ft are inherited, including 569
read (to retrieve data), update (to modify data), insert (to 570
write new data), and create (to create an object). 571
2) Weak-inherited function Inhery..x (ft) is defined as only 572
read permission from the ft is inherited. 573

A. Subset Relation 574

Subset relation (R),s) describes the relation between a main 575
project and its subproject. The relation simplifies a large num- 576
ber of assignments. For instance, an FT called announcement 577
shows information about the progress of a project. Through the 578
subset relation, all workers in the main project and subprojects 579
of the project are permitted to look up the progress of the 580
project. The set of pairs of projects between which have subset 581
relation is represented by =R,y = {(z,y) : z,y € P,x # y, 582
and x “is a subset of” y}. A main project is permitted to 583
access the resources of its subproject, but an administrator 584
may set or disable the capability by changing the status of the 585
allowed main-project attribute of its each FT. Fig. 3 shows an 586
example of the subset relation to demonstrate these constraints, 587
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Fig. 3. Example of subset relation.

588 where Project p; involves three subprojects p11, p12, and pi3,
589 and project pi; is further decomposed into subprojects pii;
590 and p112. Owing to p13Rpsp1, PublicPs, such as public-ps and
591 public-ps, are assigned to p; and p;3 via FTs, whereas EMs,
592 such as em; and ems, are permitted to participate in ve;; and
593 vei11. Two functions privilege,,;,_,(ft) and privilegeg;,_(ft)
594 are defined, respectively, in (1) and (2), shown at the bottom
595 of the page, for propagating user’s privilege from the main
596 project and subproject, respectively, where variables are intro-
597 duced as follows. Function (1) indicates that the privileges of
598 ft1; involve the PublicP and PrivateP assigned to the ft;; and
599 fto;(1 < j < n) when the conditions shown in the equation
600 hold; otherwise, the privileges of ft;; only have the PublicP
601 and PrivateP from fty;. Due to the limited space, function (2)
602 shows the propagation of user privileges from subproject, which
603 is similar to function (1) and is not further introduced in detail.
604 pp is the main project of po that is the subproject of p;, fty;’s
605 are the FTs involved in pq, 1 < ¢ < m, and fty;’s are the FTs
606 involved in p2, 1 < 5 < n. Several constraints are applied to
607 use a subset relation: 1) A main project may have more than
608 one subproject; 2) a subproject is only involved in one main
609 project; 3) an EM may participate in the main and subprojects;
610 and 4) a PublicP is only permitted to be assigned to different
611 projects with subset relations.

612 B. Version Relation

613  Version relation (R, ) describes a project y called a postver-
614 sion project that is extended from a project x called preversion
615 project and planned with reference to the preversion project.
616 Therefore, the pre- and postversion projects have similar tar-
617 gets, FTs, and participants. The relation helps support version-
618 dependent authorizations by enabling the reuse of resources for
619 a new product, thus reducing its time to market. Because the
620 pre- and postversion projects have similar targets, activities, and

participants, the postversion FT in the postversion project corre- 621
sponds to the preversion FT in the preversion project. While the 622
postversion FT is performed, the privileges owned by the pre- 623
version FT are inherited by the postversion FT using the weak 624
inheritance. The set of pairs of projects between which have 625
version relation is represented by xRy = {(z,y) : z,y € 626
P,z # vy, and x “is the preversion of” y}. Fig. 4 shows an 627
example of the version relation, which demonstrates that project 628
p1 is the preversion of project ps. Project p; for developing 629
a car engine consists of FTs ft;; and fty», whereas po for 630
developing a new engine based on the engine developed by p; 631
comprises ftaq, ftao, and fteog. FTs fty; (requirement analysis) 632
and fty5 (conceptual design) correspond to fty; (requirement 633
analysis) and ftyo (conceptual design), respectively, whereas 634
ftog (primary design) is created for another task, which is not 635
extended from p; . Therefore, while the fty; performed, workers 636
must refer significantly to information owned by ft;;. Due to 637
p1Rpvp2, each FT in project ps is performed by VERSs, which 638
are allowed to refer to PublicPs of corresponding FTs in p; 639
if the attribute allowed reference of corresponding FT is true. 640
As shown in Fig. 4, a user u; is assigned to perform the fty; 641
through (uy,71), (r1,vera1), and (versy, fto1); in addition to 642
the public-po; and public-pes, u1 may refer to the public-p;1, 643
public-p;2, and public-p;3. Function (3) shown at the bottom 644
of the next page is presented to indicate that the privileges of 645
fto; involve the PublicP and PrivateP assigned to the fty;, and 646
partial PublicPs of the corresponded FT ft;; of fty; through the 647
use of weak inheritance function when the conditions shown 648
in the function hold; otherwise, the privileges of fty; only 649
have the PublicP and PrivateP from fty;. p; is the preversion 650
project of ps that is the postversion project of py, fty;’s are the 651
FTs involved in p;, and fty;’s corresponding to fty;’s are the 652
FTs involved in ps. Several constraints are applied when using 653
the version relation to support resource sharing between two 654
projects: 1) A postversion project has less than one preversion 655
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656 project contrariwise; 2) an FT has less than one corresponding
657 FT; and 3) an EM may participate in pre- and postversion
658 projects simultaneously.

659 C. Reference Relation

660  Reference relation (R, ) describes a project x called refer-
661 ring project referring to resources in other project y that is
662 called the referred project. The reference relation indicates that
663 the same users and enterprises can participate in both the refer-
664 ring and referred projects. If two projects have a reference rela-
665 tion, then users in the referring project can refer to the resources
666 of the referred project. While the value of attribute allowed ref-
667 erence of an FT equals true, then the FT can be referred. The set
668 of pairs of projects between which are referred by each other is
669 represented by xRy = {(z,y) : x,y € P,z # y, x refers to
670 resources in y, and (-3 2 Rpey) A (—3 yRpex)}. Project £ may
671 refer to y if and only if the following conditions hold: R,; N
672 Ry;, EMg,, NEMy,, FT, NFTy;, PublicP,, N PublicP,,,,
673 and PrivateP. N PrivateP,; permit unequal ¢, where Rg;,
674 EM,,,,,, FT;;, PublicP,,, and PrivateP,. are associated with
675 project w, and Ry ;, EMy,, FT;, Public-P,,,, and Private-P, ¢
676 are associated with project y. That is, roles, EMs, FTs, PublicP,
677 and PrivateP may be assigned to p; and p. Fig. 5 shows an ex-
678 ample of the reference relation, which indicates that project p;
679 can refer to project ps through the reference relation pi Ry, ps.
680 Role r3; is assigned to perform VERs ver;; and vers;, verip

performs FTs ft;; and fty5 in project p;, and vers; performs 681
fto1 in project p,. Therefore, user ug; may utilize the public- 682
P11, public-p12, public-p;3, public-ps;, and public-pys through 683
(us1,731). The following constraints are applied when using the 684
reference relation: 1) A project may be assigned to more than 685
one project for resource sharing, and 2) a project may refer to 686
more projects simultaneously. 687

D. Process Relation 688

Process relation (Rp,) describes the executive sequence 689
of two subprojects from the time view and can deter- 690
mine the time for sharing project resources. A process re- 691
lation can be applied to determine the executive sequence 692
of all subprojects of a project. The set of pairs of projects 693
between which have process relation is represented by 694
using zRppy = {(z,y) 1 2,y,2 € Pyx #y # 2z,(3 xRpsz) N 695
(3 yRpsz), and z “must be achieved, then start" y}. While 696
the relation is built on two projects, the administrator must 697
specify the sequences of related FTs across the project bound- 698
ary. This relation can support process-dependent authorization 699
propagation when executing an action FT that can use the 700
resources of the event FTs in event project. Fig. 6 shows an 701
example of a process relation, in which project p; denotes the 702
event project of action project py; p; performs ft;; and ft;, and 703
po performs ftsq, ftog, and ftog; and fty; denotes an event FT 704
that triggers the fto; and ftos (called action FTs). When fto; is 705

priVilegeversion (ft2j )

|

FT—Permission— A(fty;) otherwise

FT—Permission— A(ft;) U Inheryeax (FT—PublicP—Apupiic_p(ftis))

it 3p1 Rpvpa A Ayer of fty; = “true” 3)



CHEN et al.: FORMAL VIRTUAL ENTERPRISE ACCESS CONTROL MODEL

“'(r .Vers))
RN R o

Refer to
(P1Rpip2)

Fig. 5. Example of reference relation.

706 triggered and performed, user u; obtains authorizations public-
707 p11, public-pye, and public-p;3 from fty;, and authorizations
708 public-p2; and public-pss from fto;.

709  Function (4) shown at the bottom of the page, showing
710 the propagation of user privilege by using process relation, is
711 presented to indicate that the privileges of ft,ction involve the
712 PublicP and PrivateP assigned to the ft,.tjon and also partial
713 permissions of the event FT fteyent Of the ftiction through the
714 use of the weak inheritance function when the conditions shown
715 in the function hold; otherwise, the privileges of ftaction Only
716 have the PublicP and PrivateP from ft,.tjon. p1 is the action
717 project of ps that is the event project of p1, ftaction 1S the action
718 FT included in p1, and fteyent is the event FT included in po.
719 Using the process relation must obey the following constraints:
720 1) A process relation exists between two projects which must
721 have the subset relation; 2) an event project may trigger more
722 than one action project simultaneously; 3) an event FT may
723 trigger more than one action FT simultaneously; and 4) an
724 action project may be triggered if all of its event projects are
725 accomplished.

726 E. Exclusive Relation

727 Exclusive relation (Rp) identifies mutual conflict between
728 two projects, signifying that the resources of the two projects
729 cannot refer to each other. The exclusive relation is default.
730 That is, two projects are preset as exclusive relation if no other
731 relation exists between them. The set of pairs of projects that
732 conflict with each other is represented by xRpy = {(z,y) :
733 2,y € P,z # y,x “conflicts with" y, and (-3 zRpy) A
734 (- JyRprx) }. If two projects are exclusive, then all users, EMs,
735 FTs, and permissions in a project are exclusive with the other
736 project. That is, an enterprise is disallowed from participating
737 simultaneously in two projects with exclusive relation; attempts

(ftn,
(fti1,ppis)

by users of the exclusive projects to use the same resources are 738
rejected. Using the process relation must obey the following 739
constraints: 1) A project may conflict with more than one simul- 740
taneously; 2) a PublicP may not be assigned to two exclusive 741
projects; and 3) an EM is not allowed to be assigned to two 742
mutual exclusive projects. 743

V. COOPERATION MODES AMONG TwoO VERS 744

This section introduces three cooperation modes among 745
VERs based on the resource sharing requirements of collabo- 746
rative operations in the VE. 747

Cooperation mode (R.) describes interactions among VERSs 748
according to the dependent level of their duties. Given a set 749
VER, z and y € VER, a binary relation cooperation relation 750
(R.) on VER is a subset of VER x VER, which is distinguished 751
into three cooperation relations. For convenience in the follow- 752
ing discussion, two items are first defined in terms of authority 753
inheritance. A VER in cooperative mode can inherit strongly or 754
weakly the privileges from the other VER. Strong inheritance 755
means that the privilege of a VER can be fully inherited by the 756
other VER, whereas weak inheritance means that the privilege 757
can only be partially inherited, such as only inheriting read 758
privilege. 759

1) Dependent single-task mode (Rcqs) is the most seamless 760

cooperative relationship between two VERs, working to- 761
gether to perform FTs, that have dependencies and share 762
resources with each other. The two VERS’ permissions 763
are inherited from each other via strong inheritance 764
(defined in Section IV). When two VERSs collaboratively 765
perform different FTs, the users playing the two VERs 766
obtain the same permissions from the FTs. The set of 767
pairs of VERs with R.qs is represented by using 768
IRcdsy: {(:L', y) L, yGVERv z#yv E'(SC, ftl)v (ya ftl) € 769

FT—Permission— A (ftaction) U Inheryeax (FT—Permission—A(ftevent ))

privuegepro cess (ftaction ) =

if A(p1 Rprp2) A (Astate Of ftovent = “achieved”) A (Arer of ftevent = “true”) )

FT—Permission— A(ft,ction) Otherwise
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Fig. 6. Example of process relation.

VER—FT—A — FT—PublicP—A,ypiic_p({VER —FT —
A_ft(x) : (x,ft) € VER—FT—A}) are inherited strongly
by VER y, and FT—PublicP—Apupiic_p({VER—FT—A_
ft(y) : (y,ft) € VER—FT—A}) are inherited strongly
by VER z, and (-3 2Rcamy) A (—3 yReamz) A
(=3 zR.iy) A (-3 yReix)} means that VERs z and y
cooperate to perform an FT ft; and have the same access
privilege to all its resources.

2) Dependent multitask mode (R.q) indicates that two
VERs interact when performing different FTs. For in-
stance, the results of an FT performed by a VER affect
those of an FT performed by another VER. The two VERs
inherit each other’s permissions via weak inheritance.
The set of pairs of VERs with R4y, is represented by
using Reamy = {(z,y) : x,y € VER, z # y,V(x, ft,),
(y, ft,)eVER—FT—A — FT—PublicP-A,ybiic_p {VER—
FT—Ag(x) : (z,ft,) € VER—FT—A}) are inherited
weakly by VER vy, and FT—PublicP—Apupiic_p
({VER—FT—Ag(y) : (y,ft,) € VER-FT—A}) are
inherited weakly by VER z, and (-3 zRcgsy) A
(=3 yReast) A (-3 zRqy) A (-3 yRex)}. Hence,
VERs x and y perform related FTs separately, and that
outputs of the FTs are referred to each other.

3) Independent mode (R,;) indicates that two VERs inde-
pendently perform their FTs, disregarding the outputs
generated by other FTs. The relation is applied to pro-
tect business secrets when companies that compete with
each other perform VERs. If the two VERs work inde-
pendently, then they are not permitted to perform the
same FTs and have each other’s access privileges for FTs
performed by them. The set of pairs of VERs bet-
ween which have R.; is represented by Ry = {(z,y):

(fuas
(ftn ,’,t:f'zz)

: ‘(Ipz,ﬂzQ prag

N : /
P> 2 4+ (pofin)
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ery;)
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z,y€ VER, z # y, T—PublicP— A biic_p ({VER—FT— 802
Age(z) : (x,fty) € VER—FT—A}) are not inherited by 803
VER y, and FT—PublicP— Apupiic_p({ VER—FT—Ag (y): 804
(y,fty) € VER—FT—A}) are not inherited by VER z, 805
and (_‘El $Rcdsy) A (_‘El yRcdsx) A (_'El chdmy) /\ 806
(73 yRedm®) }- 807
The use of cooperative relations is constrained by the follow- 808
ing rules. 809
1) #{y: (z1,y) € Re,x1,y € VER}) > 0 means that a 810
VER z; is permitted to have different cooperation modes 811
with other VERs. 812

2) #({(z1,y1) : (x1,11) € Re, 21,31 € VER}) <1 signi- 813
fies that only one cooperation mode is permitted between 814
two VERs. 815

VI. PACP LANGUAGE MODEL

Based on the VEAC model, the PACP language model for 817
VEs designed in this paper, as Fig. 7 shows, is represented in 818
class model of Unified Modeling Language (UML) and mainly 819
targets contents of information text. This model features an 820
object—subject—action—condition AC policy consisting of multi- 821
ple sets of authorization rules that jointly determine user access 822
permissions. Therefore, regarding specific resource (object), 823
authorization (action) to execute certain resource is granted to 824
certain users (subject) under certain restrictions (conditions). 825

The PACP language model for VEs has been proposed in this 826
section for the following reasons: 1) to provide a method that 827
effectively describes resource AC policy for VEs; 2) to reduce 828
costs and complexity in resource AC; 3) to improve flexibility in 829
managing access permission; and 4) to make the management 830
of resource access permission adaptive to changing needs in a 831

816
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Fig. 7. PACP language model.

832 business environment in a timely manner. The PACP language
833 model has the following main components.

834 1) PACP. A PACP consists of one VEAC policy (VEACP)
835 and many enterprise AC policies (EACPs), which are sets
836 of rules.

837 2) VEACP, a set of rules, describes the regulation and con-
838 straint on resource AC and sharing in a VE to manage the
839 VE’s resource.

840 3) EACP, consisting of a series of rules, describes rules and

841 conditions for enterprise resource AC for each EM. Its

842 rules shall not be in conflict with the VEACP it belongs
843 to and must comply with the sharing rules agreed upon
844 by VE so to make available resource in need of sharing.
845 4) Rule element is the most basic unit of policy and corre-
846 sponds to the conventional concept of authorization. The
847 principal components of rule have a target, effect, condi-
848 tion, and rule combining algorithm. Each rule permits or
849 denies one or more subjects to performing actions on one
850 or more objects under some conditions.

851 5) A target element involved in a rule defines the set of
852 objects, subjects, and actions to which the rule or policy
853 applies.

854  6) Object may be data, information, and knowledge owned
855 by the VE or one of its EMs.

856 7) A subject is an actor whose attributes may be referenced
857 by a predicate. Actor may be a user, role, enterprise,
858 or VER.

859  8) An action is an operation on resource.

860 9) A condition element represents additional constraints that

861 further refine rule applicability.

862 10) Rule combining algorithm compresses the output from
863 the embraced rules. The PACP language model has four
864 rule combining algorithms: deny overrides, permit over-
865 rides, first applicable, and only-one-applicable. Based on

the selected combining algorithm, an authorization deci- 866
sion can be permit, deny, not applicable, or indeterminate. 867
11) Effect is the intended consequence of a satisfied rule— 868
either Permit or Deny. 869

VII. VEAC MODEL CONSTRUCTION METHODOLOGY 870

The proposed formal VEAC model can efficiently manage 871
and share information resources in the VE life cycle. To as- 872
sist the administrators of VEs and their EMs to successfully 873
implement the proposed fundamental VEAC model and to use 874
the PACP language model appropriately for VE information 875
resource security and sharing, this section develops a VEAC 876
model construction methodology based on the five phases of 877
VE life cycle, namely, identification, formation, design, oper- 878
ation, and dissolution phases. The methodology provides the 879
security administrators of the leader and partners of VEs with a 880
systematic method for the following reasons: 1) to identify the 881
fundamental elements of VEAC model, such as P, VER, FT, 882
U, R, PublicP, and PrivateP; and 2) to establish assignments be- 883
tween elements, PRs between projects, and cooperation modes 884
between VERs. The VEAC model applied for certain VE 885
is initially planned at the formation phase, all elements and 886
assignments of the VEAC model are designed at the design 887
phase, and the constructed VEAC model is implemented at 838
the operation phase. Thus, information resources are managed 889
at the operation and dissolution phases. The goal, procedure, 890
inputs, outputs, and related method and technologies of each 891
phase of the methodology are separately introduced in the 892
following sections. 893

A. Identification and Formation Phases 894

Fig. 8 shows the first two phases in the proposed method- 895
ology, namely, identification and formation phases, which are 896
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Fig. 8. Identification and formation procedures of a VE.

897 introduced simply as follows.
898 1) Identification phase numbered A1l defines the boundaries

899 of a VE to analyze whether the goals, technologies, and
900 cost of the VE are acceptable; to evaluate the complexity
901 of the VE; and to establish procedures for supporting
902 later VE activities. The leader of a VE generally analyzes
903 historical transaction data or carries out market research
904 to find out a valuable and feasible market opportunity and
905 then to form a VE. To achieve the aims of the identifica-
906 tion phase, the following seven numbered actions (the left
907 of Fig. 8) should be undertaken in order or repetitively:
908 (A11) searching and recognizing market opportunities;
909 (A12) assessing the size, scope, and complexity of the op-
910 portunity; (A13) determining the competences required
911 by the opportunity; (A14) estimating costs and revenues;
912 (A15) analyzing the feasibility of the opportunity; (A16)
913 assessing the need of opportunity decomposition; and
914 (A17) decomposing the opportunity into small sub-VEs
915 to perform the decomposed opportunities, thus establish-
916 ing R, between the main and subprojects. The final
917 output of the phase is a practical and valuable opportunity.
918  2) Formation phase numbered A2 selects suitable partners
919 against alignment factors for their skills, experiences,
920 and capabilities; identifies each member’s responsibil-
921 ities explicitly; ensures that every member of the VE
922 understands his own individual roles and responsibilities;
923 and allocates project resources, including people, service,
924 facilities and equipment, supplies and materials, and
925 money. To accomplish this process at the formation
926 phase, the following six numbered actions (the right of
927 Fig. 8) should be executed in order or repetitively: (A21)
928 creating the scope statement, alternatives, and feasibility
929 of a VE; (A22) generating a potential candidate part-
930 ner list and their interests; (A23) selecting appropriate

931 partners for the VE and its sub-VEs and measuring the
932 possible risk from the partners; (A24) identifying the VE
933 manager and work team of each partner; (A25) negotiat-

A2: Formation phase

\ 4
A21: Create a scope statement, alternatives,
and feasibility

!

A22: Generate an potential candidate
partner list and their interests

\

A23: Select appropriate members and
measure the risk of the opportunity

A24: Identify the manager and the work
team of each member

!

A25: Negotiate and contract with the
selected members

A26: Establish the VE initiative plan and
management procedure

A3: Design phase

ing and contracting with the selected partners for sharing 934
and using resources; and (A26) establishing the initiative 935
plan and management procedure of a VE and its sub-VEs. 936
The final outputs of achieving the six actions include a 937
certain VE organizational structure model and contracts 938
for cooperation among all EMs. The design phase is then 939
executed based on this model. 940

B. Design Phase 941

The design phase in the proposed methodology is a signif- 942
icant phase for constructing a real VE based on the proposed 943
VEAC model, since it is relative mostly to the plan and de- 944
sign, and resource use and assignment of VEs (Fig. 9). The 945
actions involved at the phase are achieved collaboratively by 946
the security administrators of the VE leader and all partners 947
for managing public and private resources and VE user au- 948
thorizations. The design phase numbered A3, which includes 949
three subprocedures A31, A32, and A33, is described as 950
follows. 951

1) Subprocedure A31—Plan and Design VE: The subproce- 952
dure models a VE in terms of organization, business, process, 953
and activity perspectives. The detailed organizational structure 954
model, business and resource sharing regulations, VE process 955
model, and activity models of each EM are produced at the end 956
of subprocedure A31. The subprocedure involving six actions 957
is numbered and described below. 958

(A311) Identify all participators of each partner. Each partner 959
in the VE is assigned certain tasks or responsibilities at the 960
formation phase. The subprocedure starts with action A311 961
from the organizational view, in which each partner has to 962
choose suitable employees or teams to perform enterprise- 963
assigned tasks, according to employees’ skills, experiences, 964
and capabilities. At the time, partners must offer a list of 965
employees who participate directly or indirectly in the VE 966
and are permitted to access the VE resources. The employees 967
involved in the list become user elements in the VEAC model. 968



CHEN et al.: FORMAL VIRTUAL ENTERPRISE ACCESS CONTROL MODEL

A31: Plan and design virtual enterprise

A32: Estimate usable resources and create a
resource use plan

Sub-procedures

A33: Construct the VEAC model & policies

——————— e it T e i Ao
Actions | 1 v
v v :
. L A321: Estimate usable resources and pa1ETdently VER s based Gnl thie/VE
—» A311: Identify participators of each partner i . .. ] organization model
expectable outputs during each activity

¢ execution

_— A312: Ifientify initigl business,} TosOurte ¥ A332: Transform tasks into functional tasks
using and sharing regulations - -
A322: Create plans for using and sharing
i resources i
A313: Design core processes of VE & intra- A333: Identify permissions based on the
> > : ;
processes of partners plans for resource using and sharing
A314: Plan schedule A334: Specify assignments between all
elements
i . A3: Design phase : ¢ .
A315: Decompose activities into A335: Specify cooperative relations between
manageable tasks VERs

— A316: Estimate the activity models — — A336: Construct PACP

Fig. 9. Design procedure of a VE based on the VEAC model.

969 (A312) Identify initial business and resource using and
970 sharing regulations. From a business perspective, action A312
971 identifies regulations regarding usage and sharing of resources
972 to restrict the behavior of partners and specify each participa-
973 tor’s responsibility and obligations. In the VE organizational
974 structure model, every participator in a VE is assigned certain
975 tasks, which are performed and restricted by the regulations.
976 The regulations are then converted into VEACP and EACPs
977 by A336.

978  (A313) Design the core processes of VE and the intraenter-
979 prise processes of partners. Based on the planned VE process
980 at A2, a VE leader at the phase designs the core processes of
981 the VE project represented by a project evaluation and review
982 technique chart. The core processes are composed of many
983 activities to accomplish VE’s goal. Each activity in the core
984 process is assigned to certain partners to perform. Each partner
985 must then spread up and perform its assigned activities and
986 integrate them into its intraenterprise processes. Finally, PRs
987 Ry, Rpr, Rpp, and Ry, can be established at action A313 if
988 they are needed.

989  (A314) Plan schedule. According to the core VE processes
990 designed by A313, the VE leader at the action negotiates and
991 communicates with partners to plan the start and end times of
992 each activity in the core VE and intraenterprise processes, and
993 the activity prerequisites.

994  (A315) Decompose activities into manageable tasks. The
995 activities involved in the core VE and intraenterprise processes
996 are further decomposed into tasks until every task can represent
997 a manageable amount of work that can be planned, scheduled,
998 and assigned. A work breakdown structure, comprising a hierar-
999 chical decomposition of project, activities, and tasks, is planned
1000 at this point. The decomposed tasks are then further decom-

posed or combined into manageable tasks in terms of resource
AC. The priority of every manageable task is determined from
the start and end times of the original tasks, the information
flow between tasks and task outputs.

(A316) Estimate the activity models. An activity model is
composed of some partially ordered tasks that are conducted
to achieve the actions to be performed within a VE. Action
A316 estimates the duration of every task and changes the
baseline based on reasonable estimations. The following factors
should be addressed: 1) the resources that should be used;
2) the amount of time required; 3) how many people are needed;
4) the skills that are necessary; and 5) the tasks that need to
be completed before other tasks are started. Subprocedure 2 is
executed after all tasks are estimated.

2) Subprocedure A32—Estimate Usable Resources and Cre-
ate a Resource Use Plan: Subprocedure A32 estimates the
usable VE resources and builds a resource use plan for the entire
life cycle of a VE. The plan is adopted to restrict assignments
between elements and to build the PACP.

(A321) Estimate usable resources and expectable outputs.
The first action of this subprocedure estimates usable VE
resources according to the activity models outputted by A316. 1022
These resources include public and private resources, which are 1023
supplied or shared with partners to facilitate the execution of 1024
VE tasks. In addition, the administrator has to expect possible 1025
outputs during the execution of each task and know whom the 1026
outputs will be shared with. Some shared outputs should be 1027
specified by specific data containers, which are then converted 1028
into permissions and assigned operations permitted on them 1029
at A333. 1030

(A322) Create plans for using and sharing resources. Based 1031
on the regulations created by A312, the result of A321, and 1032
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Fig. 10. Engine R&D project.

1033 the activity models of A316, the action forms a resource using
1034 and sharing plan, which describes which users, activities, and
1035 partners can use or share which resource.

1036 3) Subprocedure A33—Construct the VEAC Model and
1037 Policies: Subprocedure A33 identifies the elements, assign-
1038 ments, relations, and policies involved in the VEAC model
1039 according to the outputs at subprocedures A31 and A32.

1040  (A331) Identify VERs based on the VE organizational
1041 model. VERSs can be identified by using two different methods:
1042 decomposing the VE’s goal or decomposing the VE’s orga-
1043 nizational structure. In the first method, the aim of a VE is
1044 decomposed into little goals that can be completed by a single
1045 individual or team. Each of these little goals is then transformed
1046 into a VER. In the second method, the organizational structure
1047 of a VE is decomposed hierarchically into different levels of
1048 element, namely, EM, department, team, role, and user. Several
1049 elements in the same level are then chosen to form a VER
1050 if they can be assigned to different workers; they have the
1051 same authorizations, and they do not have resource security
1052 problems resulting from sharing or collaboration. Finally, those
1053 single elements that cannot be assigned to different workers are
1054 converted into VERs.

1055 (A332) Transform tasks into FTs. Action A332 trans-
1056 forms the manageable tasks in activity models into FTs,
1057 whose properties must be filled in. If the resources of a
1058 manageable task simultaneously allow and disallow sharing,
1059 then the manageable task must be decomposed into two or
1060 more FTs.

1061 (A333) Identify permissions based on the plans for resource
1062 using and sharing. Action A333 combines resources and as-
1063 signs operations on the resources to form PublicP and PrivateP.
1064 The PublicPs are identified by a VE leader administrator, and
1065 the PrivatePs are identified by every partner’s administrator.
1066  (A334) Specify assignments between all elements. All el-
1067 ements involved in the VEAC model have been identified at
1068 previous actions. This action specifies all assignments between
1069 two elements, such as VE—P—A, P-VER—A, VER—FT—A,
1070 FT—PublicP— A, and R—VER—A.

1071 (A335) Specify cooperative modes between VERs. The co-
1072 operative modes between two VERSs are specified here accord-
1073 ing to the resource usage and sharing plan.

(A336) Construct PACP. Based on the proposed PACP lan- 1074
guage model, the action utilizes the business regulations and 1075
the resource using and sharing plan to build the PACP of the 1076
VE, including a VEACP and several EACPs. The VEACP is 1077
built by the administrator of the VE leader, and the EACPs of 1078
partners are built by their administrators. 1079

C. Operation and Dissolution Phases 1080

1) Operation phase first sets up the real VEAC model mod- 1081
eled in the third phase. The VEAC system can then 1082
manage VE information resources and generate user au- 1083
thorizations, and monitor, control, and report progress 1084
against goals, schedule, and milestone of the VE. 1085

2) Dissolution phase assesses successes or failure at the 1086
conclusion of the VE, and its results pave the experience 1087
for the next new VE. The PACP established at the design 1088
phase of a real VE must be modified to comply with the 1089

resource sharing rules after the VE dissolution. 1090
VIII. EXAMPLE OF PRACTICAL VE APPLYING 1091
THE VEAC MODEL 1092

This section utilizes the automobile industry as an example 1093
to verify the feasibility of the proposed fundamental VEAC 1094
model and the PACP language model. Fig. 10 shows a new 1095
car engine R&D project (p;) performed by VE ve;. In Fig. 10, 1096
only parts of the projects are shown; some elements and as- 1097
signments regarding the project and its three subprojects are 1098
shown in detail in the following tables. The engine R&D 1099
project has three subprojects: cylinder head design (pi1), 1100
cylinder block design (p12), and crankshaft design (p13). p11 1101
is associated with p;5 by using process and reference relations 1102
(p11Rppp12 and p11Rprp12); pi2 is associated with pqq via 1103
process and reference relations (p12Rppp11 and p1aRpep11); 1104
p13 is exclusive to pi1 and pio via p11 Rpepi3 and p1aRpepi3, 1105
and p; is exclusive to pia via p;Rpepi2. According to these 1106
definitions, p1; and p;o have stronger requirement for resource 1107
sharing, whereas pi2 and p;3 are independent. This example 1108
focuses on trust evaluation between the four projects and trust 1109
evaluation between three VERSs (veq1, veio, and ve;3) involved 1110
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TABLE 1
VE—P—A AND P—VER—A LISTS
Performed N .
VE Name Proi Involved VERs Objectives of the Project
roject
o ) Designing a car engine (displacement:
vey: engine R&D s veris, veriz 2000cc., and horsepower >140 Hp)
veyp: cylinder head veriy, verin, - . .
desion Pl veris Designing the cylinder head of the engine
veyy: cylinder versi, verin, Designing the cylinder block and the timing
block design P2 ver|s,vering gear cover of the engine
vej3:  crankshaft Veris1, veris, Designing the crankshaft and connecting rod
design P Veriss, veri, of the engi
[ gine
veri3s, verise
TABLE 1II
COMPANY LIST
Company Company Number of Company .
No. Name Employees Address Core Capacities
em) Company-A 100 ;rfal nan Block, Internal Combustion Engine
aiwan
Taipei .
emy Company-B 20 Taiwan Cooling System
Beijing .
ems Company-C 200 China Cylinder
eny Company-D 1200 Dgtsrglt Cylinder
- TaichungT  Internal and External Combustion
ems Company-E 5 . L
aiwan Engines
Tokyo . . o
emg Company-F 13 Main Bearing, Vibration Damper
Japan
em Company-G 100 Shangha Flywheel, Crankshaft, Cam
7 China ’ i

1111 in p171; hence, some elements or assignments are ignored in the
1112 following tables.

1113  Table I, the VE—P—A and P—VER— A lists, shows the VE
1114 name, project performed by the VE, the VERSs involved in the
1115 VE, and the project objectives. For example, ve; involves two
1116 VERs, ver;; and ver;o, and performs project p; whose aim is
1117 to develop a 2000 cc car engine with at least 140 hp.

1118 Table II lists the detailed information for each company
1119 participating in the four VEs.

1120  Table III, the VE—EM— A list, shows all EMs in each VE;
1121 for instance, the companies participating in ve;; are emp, ems,
1122 and ems.

1123 Table IV lists the attributes of FT's that are associated with the
1124 four projects, including the number, name, allowed reference,
1125 allowed subproject, and allowed main-project attributes.

1126 Table V lists the P—FT—A with project names, the number
1127 of FTs assigned to the projects, and the FTs involved in the
1128 projects.

1129  Table VI lists the executed sequence of FTs involved in the
1130 two projects (p11 and p12) between which a process relation is
1131 held. Consequently, when the event FT fty;; is achieved, the
1132 action FT ft;9; is triggered. According to the process relation
1133 definition, ftio7 will hierarchy all or part of the privileges
1134 assigned to ft;1; when ft;2; is executed.

1135 Table VII, FT—PublicP— A, lists each FT and PublicPs as-
1136 signed to each FT.

1137 Table VIII shows the VER—FT— A list, in which only VERs
1138 involved in ve;; are considered and listed.

1139 In the aforementioned example, ve;; (cylinder head design)
1140 is used as an example to construct PACP for managing re-

TABLE 1II
VE—EM—A LIST

VE Name Enterprise Members
vey eny, emy, ems, ema, ems, e, em;
ver emy, emy, ems
vel ems, emy, €ms
vels emg, ems

sources that belong to vej;, as shown in the Appendix II. 1141
With the objective of cylinder head design of a new car en- 1142
gine, this VE consists of three EMs, i.e., Company-A (em;), 1143
Company-B (ems ), and Company-C (ems ), responsible for oil 1144
filler cap design, cylinder head design, and stopper design, 1145
respectively. 1146

In this PACP (see Appendix II), only part of the rules in 1147
the VEACP and part of the rules in the EACP of Company-A 1148
are listed. According to VEACP rule-ve;1-001, when two 1149
tasks ft;q; and fty;0 are being executed from May 20, 1150
2007 to October 20, 2008, all Company-A, Company-B, and 1151
Company-C personnel may read knowledge of know-what 1152
about cylinder head design, car engine, and cylinder. The EACP 1153
rule-em;-001 for Company-A dictates that, from November 20, 1154
2007 to October 20, 2008, all Company-B and Company-C 1155
personnel may read R&D knowledge related to oil filler cap 1156

design. 1157
IX. CONCLUSION AND FUTURE WORK 1158
The results and contributions of this paper are as follows. 1159

1) The formal VEAC model, including the fundamental 1160
VEAC model, PACP language model, and construction 1161
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TABLE IV
ATTRIBUTE LIST OF FTs
Attributes
FT No. FT Name Allowed- Allowed- Allowed-
reference sub-project main-project
fin Sub-project progress T T T
management
firs Sub-project progress T T T
management
firs Sub-project progress T T F
management
ftia Bulletin T T T
fH Qil filler cap design T T F
i Cylinder head design T T F
fhis Stopper design T T F
ftio1 Cylinder liner design T T F
. Cylinder head knock pin
Jha design T T F
fi123 Clutch housing design T T F
ft124 Engine rear bracket design T T F
1tz Crankshaft design F F F
Crankshaft bearing upper
fon metal design F F F
fti3s Lower oil ring design F F F
TABLE V TABLE VII
P—FT—ALIST FT—PublicP—A LIST
Project Name Number of FTs Functional Tasks FT Public Permissions
P 4 Shu, fhio, fhis, fha Ji public-p
Pl 4 St ftan fluz, s Jiz public-p;
P12 5 Sz, flian, fhiza, fhos, fliza Ji public-p3
P13 4 Jhs, fiizn fhio, fliss Sha public-py
Jhn public-ps
Jh public-pg
S TABLE \]/;I i public-p7
EQUENCE LIST St public-p7, public-pg
Event-Functional Task Action-Functional Task Y {122 public-p 6’.p, ublic-ps
- 7 ftios public-py
f?lll f.121 fiioa publicp1o
Jhai o S public-py, public-pi3
St Jhi fi public-p1a
Sz VEE fhiz public-p\s

1162 methodology, is proposed to facilitate VE resource man-
1163 agement and sharing across organizations.

1164  2) The fundamental VEAC model is designed to adapt to
1165 changes in VE members, both individuals and organiza-
1166 tions, without affecting authorities of VERs, and elim-
1167 inates the need to reset users’ access authorities due to
1168 changes in cooperation targets.

1169  3) Participation or withdrawal of an enterprise does not
1170 change the existing management model of resource ac-
1171 cess, thus significantly reducing administrative cost and
1172 complexity.

1173 The results of this paper may help VEs solve the chal-

1174 lenges of resource management and sharing among enterprises.
1175 Resource management and sharing will become increasingly
1176 complicated in the future owing to the requirement of strong
1177 information transparency. The proposed formal VEAC model
1178 solves AC and VE resource sharing challenges.

1179  However, this paper has some deficiencies. For instance,
1180 the non-RBAC model, and integration of its access policies,
1181 has not been explored. An enterprise that adopts non-RBAC
1182 models and other access policies must perform additional
1183 model-transferring process to transform the models to RBAC
1184 to integrate them into the proposed PBAC model. This paper
1185 does not consider the possibility that the user might share a

TABLE VIII
VER—FT—A LIST

VER Performed Functional Tasks
veri S, fas fhe

veri Jhu fiug, fis

veris fti2, fl11n

1186
1187
1188

resource with unauthorized users, for example, by copying it,
after legally acquiring the resource. The works in future are
listed as follows.

1189
1190
1191
1192
1193
1194
1195

1) An enterprise might adopt a non-RBAC-based scheme.
Therefore, integrating different AC schemes or policies
should be a focus for future works.

An enterprise should ideally retain its original AC model
when joining a VE. Hence, a “plug-and-play” AC inte-
gration mechanism should be developed.

Because an enterprise might participate in several com-
peting VESs, preventing the leaking of key technology or 1196
data should be considered. 1197
Distributed security infrastructure including distributed 1198
heterogonous security architecture and collaborative VE 1199
policy management approaches should be completely 1200
designed for implementing the VEAC system. 1201

2)

3)

4)
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APPENDIX I
TABLE IX

L1ST OF FUNCTIONS RELATED TO THE VEAC MODEL

Function Domain Co-domain Description
VE-EM-Aen(ve) VE 2fM a ve to a set of EMs that participate in this ve
VE-EM-A(em) EM SVE an em to a set of VEs that involve this em
VE-P-A(p) P VE a project p to a VE that performs this p
) a VE ve to a set of Projects that are performed by this
VE-P-A,(ve) VE 2 ve
P-VER-Ay(ver) VER P a ver to a project p that involves this ver
P-VER-A(p) P SVER a project p to a set of VERs that are assigned to this p
P-FT-Ag(p) P oFT a project p to a set of F'T’s that are involved in this p
P-FT-Ay(fi) FT P a fi to a project that involves this f#

VER-FT-Ay (/1) FT SVER a fi to a set of VERs that perform this fi
VER-FT-Ag(ver) VER 2 a ver to a set of FTs that are performed by this ver
EM-U-Ay(em) EM 2U an em to a set of Us that are employees of this em

EM-U-Ay(tt) U EM a user u to an £M that involves this u
NEM-U-A,(nem) NEM U a nem to a set of Us that are employees of this nem
NEM-U-Agen(tt) U NEM a user u to a NEM that involves this u
) a nem to a set of EMs with tasks are supported by this
EM-NEM-A,,(nem) NEM 2EM nem
) an em to a set of NEMs that support some tasks of
EM-NEM-Aucn(em) EM 2V this em
R-VER-A(ver) VER R a ver to a set of Rs that play this ver
R-VER-Aqei(r) R JVER arole r to a set of VERs that this » plays
FT-PublicP-Ayuiic o(f1) FT pfublict a f1 to a set of PublicPs over all stages
FT-PublicP-Ag(public_p) PublicP SFT a public_p to a set of FTs over all stages
FT-PrivateP-Aygme (/i) FT Privater a fi to a set of PrivatePs over all stages
FT-PrivateP-Ag(private_p) | PrivateP 2 a private_p to a set of FTs over all stages
o susier prvaer | @ ft to a set of Permissions (including private and
FT-Permission-A(ft) FT 2 public permissions) over all stages
FT-PublicP-Aq(st) Stage oFT a stage st to a set of FT5
a stage st to a set of Public-Ps,
ior Public_Permission(st) S {public_p:
Stagepwiic p(st) Stage 2me (FT-PublicP-As(st), public_p) € FT-PublicP-A},
which can change with st
a stage st to a set of FTs, Functional_Task(st) = {ft:
N N FT (FT-PublicP-As(st), public_p) € FT-PublicP-A},
Stagea(st) Stage ? which can alter with sz
Correspondenceq,g(fi) FT FT a pre-version FT f7 to its post-version FT
Correspondencey(ft) FT FT a post-version FT f7 to its pre-version FT
FTWowenfi) FT ST an action FT f7 to a set of its event FTs
FTWfion(f0) T oFT an event FT ff to a set of its action FTs
. a role r to a set of Rs, which are the senior roles of
RH genion(1) R 2 the r
arole 7 to a set of Rs, which are the junior roles of the
RHjunion(r) R 2R »
. a project p to a set of Ps with which the p has a
PRuvsep) P 2 subset relation
) a project p to a set of Ps with which the p has a
PRyersion(p) P 2 version relation
. a project p to a set of Ps with which the p has a
PRireference(P) r 2 reference relation
. a project p to a set of Ps with which the p has a
PRyrocess(P) P 2 process relation
a project p to a set of Ps with which the p has a
PRexctusive(P) Jid 2 exclusive relation
ek a ver to a set of VERs that cooperate with the ver by
CM(ver) VER 2" using dependent single-task mode
. a ver to a set of VERs that cooperate with the ver by
CMam(ver) VER 27K using multi-task mode
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APPENDIX II

TABLE X
EXAMPLE OF PACP FOR THE DEVELOPMENT OF CYLINDER HEAD OF A CAR ENGINE

<PACP Version= “version 1.1.1” Policy-no.= “N00233” Update-time= “5/15/2007” State= “active”>
<VEACPVE-name= “ve;;” objective= “cylinder head design” Update-time= “5/15/2007" State= “active”>
<RuleSet>
<RuleCombiningAlgorithm>permit-overrides </RuleCombiningAlgorithm >
<Rule Type= “rule-kind” Name= “rule-ve;;-001” Action= “active”>
<Target>
<SubjectSet>
<Subject>Company-A</Subject>
<Subject>Company-B</Subject>
<Subject>Company-C</Subject>
</SubjectSet>
<ActionSet>
<Action>read</Action>
</ActionSet>
<ObjectSet>
<Object>know-what to cylinder head design</Object>
<Object>know-what to car engine</Object>
<Object>know-what to cylinder</Object>

</ObjectSet>
<Environment> date>=5/20/2007 and date<=10/20/2008 </Environment>
</Target>
<Condition>ft;(oil filler cap design) and ft; > (cylinder head design) are being
executed</Condition>
<Effect>permit</Effect>
</Rule>
<Rule Type= “rule-kind” Name= “rule-ve;;-002" Action= “active”>
<Target>
<SubjectSet>

<Subject>Company-A</Subject>
<Subject>Company-B</Subject>
<Subject>Company-C</Subject>
</SubjectSet>
<ActionSet>
<Action>write</Action>
<Action>read</Action>
</ActionSet>
<ObjectSet>
<Object>all resources assigned to ft;;</Object>
</ObjectSet>
<Environment> date>=5/20/2007 and date<=10/20/2008</Environment>
</Target>
<Condition> anyone of ft;;;(oil filler cap design), ft;1» (cylinder head design) and ft;;3 (stopper
design) are being executed</Condition>
<Effect>permit</Effect>
</Rule>
</RuleSet>
</VEACP>

<EACP Company-1D= “em;” Company-name— “Company-A” Responsibility= “oil filler cap design”
Update-time= “5/16/2007” State= “active”>
<RuleSet>
<RuleCombiningAlgorithm>permit-overrides </RuleCombiningAlgorithm >
<Rule Type= “rule-kind” Name= “rule-em-001” Action= “active”>
<Target>
<SubjectSet>
<Subject>Company-B</Subject>
<Subject>Company-C</Subject>
</SubjectSet>
<ActionSet>
<Action>read</Action>
</ActionSet>
<ObjectSet>
<Object>R&D knowledge related to oil filler cap design</Object>
</ObjectSet>
<Environment> date>=11/20/2007 and date<=10/20/2008</Environment>
</Target>
<Condition>f}; is completed</Condition>
<Effect>permit</Effect>
</Rule>
</RuleSet>
</EACP>

</PACP>
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. A Formal Virtual Enterprise Access Control Model

2 Tsung-Yi Chen, Yuh-Min Chen, and Chin-Bin Wang

3 Abstract—A virtual enterprise (VE) refers to a cooperative
4 alliance of legally independent enterprises, institutions, or single
5 persons that collaborate with each other by sharing business
6 processes and resources across enterprises in order to raise enter-
7 prise competitiveness and reduce production costs. Successful VEs
8 require complete information transparency and suitable resource
9 sharing among coworkers across enterprises. Hence, this investi-
10 gation proposes a formal flexible integration solution, named the
11 formal VE access control (VEAC) model, based on the role-based
12 AC model, to integrate and share distributed resources owned by
13 VE members. The formal VEAC model comprises a fundamen-
14 tal VEAC model, a project AC policy (PACP) language model,
15 and a model construction methodology. The fundamental VEAC
16 model manages VE resources and the resources of participating
17 enterprises, in which various project relationships are presented to
18 facilitate different degrees of resource sharing across projects and
19 enterprise boundaries, and cooperative modes among VE roles are
20 presented to enable collaboration among coworkers in a VE. This
21 PACP language model features object—subject-action—condition
22 AC policies that jointly determine user access authorizations. In
23 addition, the methodology supplies a systematic method to identify
24 fundamental elements of the VEAC model and to establish assign-
25 ments between elements and relations.

26  Index Terms—Access control (AC), resource sharing, role-based
27 access control (RBAC), virtual enterprise (VE).

28 1. INTRODUCTION

29 IRTUAL enterprise (VE) is regarded as one of the most
30 promising business strategies to enhance the global com-
31 petitiveness of enterprises [1]. VEs integrate the processes,
32 activities, and resources from different enterprises through en-
33 terprise alliances to respond quickly to customer expectations.
34 Frenkel et al. [2] defined a VE as a collaborative group of
35 existing autonomous enterprises, which selectively share their
36 expertise, skills, and resources to accomplish a common prod-
37 uct or service. In practice, a VE is generally implemented
38 with a distributed and collaborative business process, in which
39 individuals from different enterprises cooperate on business-
40 related activities or processes by remote coordination, com-
41 munication, and control [1]. To attain VE goals and support
42 each other’s functionalities, enterprises in a VE must share and
43 exchange information, knowledge, and resources. The features
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that determine the access level to the local information of every 44
enterprise, when considering the competitive and cooperative 45
relationships among enterprises, include the degree of trust 46
between two enterprises, the function of the enterprises in the 47
VE, and contractual agreements [2], [3]. Lu ef al. [4] proposed 48
a trust-based privacy preservation method for P2P data sharing. 49

A collaborative engineering environment allows multiple en- 50
gineers to work simultaneously with individual assembly parts. 51
Some manufacturing industries, e.g., the automotive sector, 52
use VEs to maintain business relationships with their suppliers 53
and corporate customers, enabling manufacturers to collaborate 54
on the design, production, assembly, and marketing of new 55
products. For instance, designing and developing a new car is a 56
complex and lengthy process; during product R&D, engineer- 57
ing and design drawings can be shared over secure network 58
among the contracting firm, testing facility, marketing firm, 59
and downstream manufacturing and service companies [5]. 60
Information concerning the design for a new product at various 61
segments of the VE has to be visible to all members of the VE 62
at any time. Consequently, the information must be managed 63
properly, with appropriate access control (AC) models, strict 64
policies, discipline, and daily monitoring. Development of a 65
new car model by a VE might involve approximately 20000 66
designers and engineers from hundreds of divisions and de- 67
partments, some of which belong to different enterprises in 68
different countries. One sub-VE in the car-manufacturing VE 69
performs car design, which contains four subprojects, namely, 70
engine design, cool system design, transmission case design, 71
and framework design. Engine designers in the engine design 72
subproject collaboratively develop an engine for the new car 73
model. Information related to the engine, such as drawing and 74
engineering data, is generated and shared in real time to workers 75
in the subproject and other subprojects. Therefore, the success 76
of a VE depends wholly on transparent and effective sharing 77
of information resources, including information, application 78
systems, and knowledge, throughout the business cycle [1]. Not 79
all business partners are equally trusted in today’s complex 80
business environment. Today’s partners could become tomor- 81
row’s competitors. Hence, enterprises do not generally like 82
sharing information. Consequently, a VE or related business 83
strategy, such as allied concurrent engineering or virtual team, 84
is likely to fail. Therefore, VE urgently needs secure and trust- 85
worthy AC model, approach, and mechanism that can manage 86
distributed resources across enterprises and share them with 87
collaborative workers. To secure information sharing, competi- 88
tive and cooperative relationships among enterprises should be 89
considered when using the proposed model to evaluate a user’s 90
authorization to access resources. 91

Secure resource management and sharing across organiza- 92
tional boundaries have seldom been addressed. AC for VEs 93
is difficult for the following reasons: 1) enterprise members 94
in a VE may change frequently; 2) each enterprise member 95

1083-4427/$25.00 © 2008 IEEE
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96 (EM) typically has many roles and users; 3) a VE often has
97 many EMs with complicated interrelationships—for example,
98 members may cooperate and also compete with one another;
99 4) organizations within a VE may be dynamic and perform
100 unpredictable activities; and 5) VE resources may be Internet
101 based, distributed, and heterogeneous. Few studies have ex-
102 plored control of access to knowledge, which is one of the most
103 important assets for an enterprise. Therefore, developing an
104 AC mechanism for knowledge protection has been recognized
105 as a vital research topic in knowledge management [6]-[8].
106 Although role-based models have been adopted successfully
107 for resource management within an enterprise, collaborative VE
108 systems using role authorization management approaches have
109 not been widely investigated. In contrast to conventional AC
110 models, AC for a VE does not specifically assign rights to each
111 role or user in advance because of the dynamic characteristics
112 of VE organizations, such as flexibility and mobile resource
113 sharing. To our knowledge, no studies have developed models
114 for resource sharing management that support collaborative
115 and cooperative business activities across organizational bound-
116 aries. Before achieving secure resource sharing in a VE that in-
117 creases corporate global competitiveness, several requirements
118 for trust management, such as scalability, flexibility, dynamic
119 security, decentralization, and mutual trust, must be addressed
120 [9]. Hence, VEs require an appropriate AC model.

121 Based on the conceptual AC model in VEs [10], [11],
122 this investigation develops a formal VEAC model to solve
123 the problem of authorization management and to secure AC
124 among organizations within a VE. The formal VEAC model
125 comprises a fundamental VEAC model, a project AC policy
126 (PACP) language model, and a model construction method-
127 ology. The proposed fundamental VEAC model comprises a
128 [project-based access control (PBAC)] model for managing
129 public resources within VE and a role-based AC (RBAC) model
130 for managing the sharing of an individual enterprise’s private
131 resources with VE members. Public resources are generated,
132 used, modified, and owned by VE activities and are stored or
133 implemented in a VE or its partners. And, private resources are
134 owned by partners and shared with other workers who could
135 be from different partners. This PACP language model features
136 object—subject—action—condition AC policies that jointly deter-
137 mine user access authorizations. Moreover, the methodology
138 supplies a systematical method to identify fundamental ele-
139 ments of the VEAC model and establish assignments between
140 elements and relations. The proposed formal VEAC model pro-
141 vides VE workers with efficient management and easy access to
142 relevant resources and up-to-date information, thus eliminating
143 information delay and enhancing information transparency.

144 II. RELATED WORKS

145 AC systems and technologies are required to protect such
146 resources and information from illegal access. This section
147 surveys a number of studies related to the aims of this paper,
148 including AC, VE, and AC policy.

149 A. AC

150  AC protects the computing system against unauthorized ac-
151 cess or modification of information resources [12]. AC deter-

mines whether a user has rights to use a given resource; an AC 152
system governs when and how resources can be used by whom. 153
So far, many AC methods had been presented. 154

Early AC methods for resource management include AC lists 155
(ACLs) and the AC matrix (ACM). A simple ACM is an array 156
containing one row per subject in the system and one column 157
per object. Entries in the matrix specify the operation or access 158
each subject has to each object [13]. These methods are straight- 159
forward, intuitive, and only useful for small organizations [14]. 160
ACLs implement the ACM by representing the columns as lists 161
of users attached to a protected object. Each object is associated 162
with an ACL that stores all subjects and the subject’s approved 163
operations for a given object. Most AC models, including 164
mandatory AC, discretionary AC, RBAC, task-based AC, and 165
task RBAC [15]-[17], only consider authorization management 166
within a single organization. Furst er al. [18] investigated 167
distributed RBAC to delegate administration of resources to 168
individual departments within an enterprise. In RBAC, users are 169
assigned roles that are associated with approved permissions for 170
performing an operation on an enterprise resource (object) [19]. 171
Team-based AC 2004, derived from RBAC, enables users to 172
join team roles within an organization [20]. 173

B. VEs 174

A VE is defined as a cooperative alliance in which a group 175
of legally independent enterprises, institutions, and individuals 176
cooperate for a particular goal [21]. Ouzounis [22] defined 177
VE as a network of different administrative business domains 178
that cooperate by sharing business processes and resources 179
to provide a value-added service to customers. VE environ- 180
ments (Fig. 1) contain users (subjects/workers) from various 181
enterprises, such as EMs, partners, suppliers, customers, and 182
other VEs. VE-related activities are undertaken by users from 183
different enterprises using collaboration and concurrence. Such 184
a business environment results in complex AC problems. In 185
particular, all VE resources that may be stored on and owned 186
by different enterprises should be managed fully and should be 187
shared as much as possible. 188

1) Characteristics of VEs: Kanet et al. [21] decomposed the 189
life cycle of a VE into five phases, namely, identification, for- 190
mation, design, operation, and dissolution. Ouzounis [22] found 191
that the life cycle of a VE should include two major phases: 192
establishment and management. Based on the analysis of life 193
cycle and interactions, a VE has the following characteristics 194

[23]-[25]. 195
1) A VE may consist of several distributed VEs or 196
enterprises. 197

2) A VE’s participating members and business processes 198
may be changed during its life cycle. 199

3) A VE emphasizes professional division and dynamic 200
cooperation among a highly heterogeneous membership. 201
4) A VE conducts business processes of different stages 202
across enterprises, in which each stage has its own par- 203
ticipants, resources, and aims. 204
5) Various resources in a VE are shared and distributed over 205
all participating enterprises and used by their employees 206
(users). 207
6) A VE globally specifies members’ obligations, responsi- 208
bilities, and roles. 209
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Fig. 1. VE environment.
210 7) A change in a member’s role in a process should not affect
211 the obligations and responsibilities in its other assigned
212 roles.
213 8) Regulations do not constrain the selection of members in
214 participating enterprises’ partners.
215 9) Each member may own its enterprise resource manage-
216 ment policy and AC model.
217 10) Shared VE resources include private resources owned by
218 a participating enterprise and stored in its own reposito-
219 ries and also public resources belonging to the VE and
220 stored in a public repository.

221  The levels of resource sharing among partners depend on VE
222 characteristics, including levels of cooperation with partners,
223 degree of trust, distributed tasks, and contractual agreements.
224 When each participant in a VE brings information to the VE,
225 the participant will not want to share more proprietary informa-
226 tion than necessary with VE members because of information
227 security issues. Information in VEs can be divided into three
228 areas: 1) information of an individual partner brought to the
229 VE; 2) information generated by the VE; and 3) information
230 assets of the VE [26]. The information must be protected and
231 distributed in a secure manner among all participants.

232 2) Requirement Analysis for AC in VE: Based on the general
233 requirements of AC expressed in [27] and [28], this paper
234 identifies the following requirements for AC model design:
235 1) Only the security administrator should be permitted to
236 modify security attributes; 2) roles should be able to inherit
237 authority either fully or partially; 3) positive authorizations and
238 negative authorizations, as well as the principle of strict least
239 privilege, should be supported; 4) the fine-grained authority re-
240 quirements should be fulfilled; 5) access authority may change
241 with tasks or roles; and 6) the model should be able to manage
242 all users and resource objects in the enterprise [29]-[31].

243 Aside from the aforementioned requirements, according to
244 the characteristics of VE, additional requirements must be
245 considered when developing a VEAC model, as follows.

246 1) Since the organization structure of a VE is dynamic,
247 access rights and resource objects can be changed in
248 real time.

249 2) The model considers all users’ access rights because
250 resource administrators cannot predict who will access
251 which resources in a VE.

Virtual Enterprise (VE)

Certificate Authority
(Third Party)

3) As a VE is formed to achieve a certain goal in a limited 252
time frame, each VE has different goal and business 253
processes. A VE is always conducted as a project. There- 254
fore, project is an essential element of AC in VE. 255

4) Since each enterprise has a legacy AC system, the VEAC 256
model should be easily integrated with various AC mod- 257
els or policies. 258

5) The VE manages and shares resources collaboratively. 259

6) To facilitate trust among enterprises, the access policy in 260
VE is planned and managed together by administrators of 261
all participating enterprises. 262

7) The VE can maintain the consistency of policies and man- 263
age the conflicts between VE access policy and members’ 264
own access policies. 265

C. AC Policy 266

A significant shortcoming of existing AC systems is that 267
they were developed by using a specific AC policy, which 268
was defined by Lorch er al. [32], regarding how services can 269
be utilized. AC policies are typically represented as follows: 270
1) constrained logic programs that support specific policy op- 271
tions; 2) constrained checks; and 3) administrator queries [33]. 272
AC policy can restrict the use of services to suitably qualified 273
principals and specify constraints that must hold when a service 274
is invoked [19]. 275

Recent development of AC policy framework includes lan- 276
guages and graphical approaches that specify different AC poli- 277
cies in a single framework [34]. A graph transformation-based 278
security policy framework was proposed by Koch et al. [12] 279
that included negative and positive constraints. The negative 280
constraints specify graphs not contained in any system graph, 281
and positive constraints specify graphs explicitly constructed in 282
a system graph. By combining a formal framework and a logic- 283
based language, Jajodia et al. [35] developed the authentication 284
specification language that can be used to identify different AC 285
policies that can coexist within the same system and be en- 286
forced by the same security server. Moreover, security assertion 287
markup language is an XML framework identified by OASIS 288
security services to exchange authentication and authoriza- 289
tion information. For AC across enterprises, Belokosztolszki 290
and Moody [36] proposed metapolicies. Hada and Kudo [37] 291
proposed XML AC Language, an XML-based language for 292
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Fig. 2. Fundamental VEAC model.

293 provisional authorization, which articulates the security poli-
294 cies to be enforced for specific access to XML documents
295 and provides XML with a sophisticated AC mechanism that
296 enables an initiator to securely browse XML documents and
297 securely update each document. Boella and van der Torre [38]
298 studied normative multiagent systems for secure knowledge
299 management based on AC policies.

300 III. FUNDAMENTAL VEAC MODEL

301  This section introduces the proposed fundamental VEAC
302 model, and its basic elements (Fig. 2), which has been derived
303 from the requirements of AC for VE and characteristics of VE.
304 It includes two submodels: one PBAC model for managing
305 public resources stored on VE and one RBAC model for
306 managing private resources stored on individual EMs [10]. In
307 the model, the solid-line and the dashed-line circles are used
308 to represent the elements in the RBAC and PBAC models,
309 respectively. The six kinds of associations are proposed to
310 indicate the various relationships among elements. Assignment
311 is a well-known relationship in RBAC to continue using in the
312 model. Aggregation is a grouping of other elements, which is
313 also called a has-a association. For example, a VE is a group of
314 EMs. Composition is an inclusion of other elements, which is
315 also called a contains-a association. If the containing element
316 is destroyed, the elements that it contains are also destroyed.
317 Element relation is an interacting mode of other independent
318 elements, which is further decomposed into various relations to
319 facilitate resource sharing. Sequence of workflow is the order
320 in which elements follow one another. Correspondence is a
321 version mapping relation of a functional task (FT) in other
322 project.
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A. RBAC Model 323

This paper slightly adjusts the basic RBAC model [39]-[41] 324
and seamlessly integrates it with the PBAC model. In the 325
adjusted RBAC model, as shown in the bottom layer of Fig. 2, 326
each element is described straightforwardly as follows. 327

1) User (U) represents a human or agent in an enterprise, 328
which includes direct users, indirect users, and nonmem- 329
ber users. 330

2) Role (R) represents a functional job or responsibility. 331

3) Private object (PrivateO) denotes a resource in an enter- 332
prise associated with private privileges. Private objects 333
are generally classified into three levels, which are public, 334
proprietary, and protection. The public classification can 335
be provided to the partners in a VE. 336

4) Private permission (PrivateP) is an approval of a particu- 337
lar mode of access to one or more private objects. 338

5) Session (.S) maps a user to one or more roles. 339

6) U—R—A C U x R represents a many-to-many user to 340

role assignment relation. 341
7) R—PrivateP—A C R x PrivateP represents a many-to- 342
many role to PrivateP assignment relation. 343

8) Rie ={(z,y):z,y € R,z # y, and = conflicts with y} 344
signifies that role = conflicts with role y, and = and y 345
cannot be both assigned to the same user. 346

9) Run={(z,y): 2,y € R,z #y, and x is a superior of y} 347

indicates that role x is a senior to role y, and x inherits 348

the PrivatePs of y. 349

U-R—A,(r): R — 2Y, a function mapping a role 7 to 350

a set of users that can play this role. 351

U—R—A,(u): U — 2, a function mapping a user u to 352

a set of roles that can be played by this user. 353

10)

1)
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354 12) R—PrivateP— A, (private_p) : PrivateP — 2%, a function

355 mapping a PrivateP, private_p, to a set of roles that is
356 authorized to access this PrivateP.

357 13) R—PrivateP—Apivate_p(r) : R — 2F1VatP 3 function
358 mapping a role r to a set of PrivatePs that allows to be
359 accessed by this role.

360 B. PBAC Model

361 The top portion of Fig. 2 shows the PBAC model. The
362 core concept of model development, elements, and relations in
363 the PBAC model are introduced and defined in the following
364 sections in order.

365 1) Core Concept of the PBAC Model: A VE can perform
366 several projects (P) simultaneously, but a project can only
367 be performed by one VE. A project includes management-
368 level and operational-level tasks. The management-level tasks
369 control and manage the project’s progress and output according
370 to the project timestamp, whereas the operational level com-
371 prises FTs supervised and controlled by the project schedule.
372 Different project relations (PRs), such as subset, exclusion, and
373 reference, exist among projects to facilitate resource sharing
374 (refer to Section IV). Activities within a project can be divided
375 into several FTs, each of which has access to certain public
376 objects (PublicOs), which is public permission (PublicP) of the
377 FT. FTs involved in a project are constructed for performing VE
378 activities in the VE formation stage. The FTs are assigned to VE
379 roles (VERSs) that are virtual roles created based on division of
380 labors. It is required to meet certain conditions to start or end
381 an FT. According to the goal and task requirements, an FT can
382 be divided into different stages by timestamp or FT. Users are
383 given different privileges depending on the project stage and
384 FTs. A VE is composed of several real EMs, each of which
385 can participate in more than one VE. Non-EMs (NEMs) are
386 enterprises that do not participate directly in the activities of
387 VE but participate in the activities of an EM which performs
388 directly the activities of the VE. All VE participants, including
389 three user types (direct, indirect, and nonmember users), are
390 generally called users (U) which may play a different role (R)
391 in a different session. Each role has access to private resources,
392 called a PrivateP. A superior role can inherit the privileges of
393 inferior roles through role hierarchy (RH). The EM plays a VER
394 through a user or role to obtain the privilege of sharing public
395 resources in the VE and carry out practically the obligations of
396 a given VER and to achieve the VE goals. PACP is designed
397 to identify the resource sharing rules in a project. Through
398 constructing relations among projects and a PACP, users can
399 share resources among projects. The rules of sharing can be
400 modified at any time.

401 To simplify the complex assignment and facilitate resource
402 sharing across domains, some relations are gained by exploring
403 the three viewpoints of project, VE, and enterprise. From the
404 project viewpoint, PRs including subset, version, reference,
405 process, and exclusive relations (defined in Section IV) are
406 found out depending on the features of project, facilitating shar-
407 ing among projects. From the VE viewpoint, cooperative rela-
408 tions including dependent single-task, dependent multitask, and
409 independence (defined in Section V) are found out depending
410 on the information requirements of interaction and cooperation
411 among workers in VE, facilitating sharing among enterprises

involved in a VE. From the enterprise viewpoint, relations 412
proposed by RBAC [39], [40], including role hierarchy, static 413
separation of duty, and dynamic separation of duty, are used 414
herein to facilitate sharing among roles in an enterprise. 415

2) Fundamental Elements: This section concisely intro- 416
duces the fundamental elements of the PBAC model, each of 417
which is represented as follows. 418

1) VE = {ve: ve represents a dynamic Internet organization 419
consisting of EMs executing a project to achieve one 420
common business goal}. 421

2) EM = {em: em can be a substantive enterprise organi- 422
zation, a VE, or an individual, and it is a VE member 423
with at least one worker participating directly in the VE 424
activities}. 425

3) NEM = {nem: nem can be a substantive enterprise or- 426
ganization, a VE, or an individual, but it is not a VE 427
member; a nem has at least one worker participating 428
directly in the activities of EMs, and the activities have 429
direct relations with the FT of the VE}. 430

4) Project (P) = {p: p denotes the set of FTs, projects, and 431
subprojects performed by a VE}. 432

5) FT = {ft: ft is a set of VE activities, which have a 433
common objective and are undertaken by several VERs}. 434

6) VER = {ver: ver represents a virtual role formed to 435
enable professional division within VE, which is assigned 436
to perform more than one FT}. 437

7) Object (O) = {o: o denotes an information resource in- 438
cluding public and private resources which can be a data- 439
base, entity, attribute, tuple, document, XML document, 440
application, software component, or knowledge}. 441

8) PublicO = {public-o: public-o represents a subset of 442
objects owned by a VE, stored in a VE’s repository, and 443
implemented in a VE’s platform}. 444

9) Operation = {op: op is a set of access authorities, such as 445

write, read, and execute}. 446

PublicP = {public-p: public-p represents a permitted 447

mode of access to a PublicO}. 448

Permission = {z: z € PublicP U PrivateP}. 449

PACP: PACP identifies which project resources are pro- 450

tected and shared according to the relations among 451

projects and the shared rules and which activities are 452

forbidden in the VE scope. Each project involves a 453

PACP, which can be performed automatically by the 454

VEAC system. The PACP can be dynamically created, 455

enforced, and modified by administrators when the VE 456

environment changes. The main rules described in PACP 457

include the following: 1) rules of resource sharing among 458

projects, describing the resource sharing strategy and 459

relations among projects; 2) rules of resource usage in 460

a project, including constraints on VERs, FTs, PublicPs, 461

and assignments between elements; 3) rules of resource 462

sharing of various cooperation modes, identifying the 463

level of resource sharing according to the cooperation 464

mode between VERSs; and 4) rules of exception handling, 465

which can be classified into rules of permitted exception 466

handling and rules of forbidden exception handling. A 467

PACP language model used to construct the PACP is 468

shown in detail in Section VI. 469

3) Assignments and Relations: The following sections de- 470
fine the concept of assignments and relations between two 471

10)

11)
12)
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472 elements involved in the model based on the concept of a
473 product set (refer to Definitions 1 and 2). Some functions
474 relating to all elements in the VEAC model are defined and then
475 applied to the following sections. These functions are shown in
476 Appendix 1.

477 Definition 1: Given two sets A and B, the product set or
478 Cartesian product of A and B, called the assignment of A and
479 B in AC domain, is A x B = {(a,b) : a € A, and b € B}.

480  Definition 2: Given sets A and B, a binary relation R from
481 Ato Bisasubsetof A x B,ie., RC A x B.

482  4) Foundational Assignments: According to Definitions 1
483 and 2, the various assignment relations among elements are
484 defined as follows.

485 1) FT—S—Public—A C FT x S x Public—A, triple assign-
486 ment among three elements: FT, S, and PubicP,
487 FT—S—Public— A represents the set Re—s_publicp—a =
488 {(ft, st, public-p): ft € FT, ste Stage, public-p& PublicP,
489 the public-p is assigned to ft in stage s}.

490 2) P—VER—A C P x VER, one-to-many P to VER as-
491 signment, is denoted by R, _ver—a = {(p, ver):p € P,
492 ver € VER, and p involves ver}. The relation describes
493 which VERs are included in project p.

494 3) VER—FT—A C VER x FT, a many-to-many VER to
495 FT assignment, is represented by Rye,—f—n = {(ver, ft):
496 ver € VER, ft € FT, and ver performs ft}. This relation
497 describes which FTs are undertaken by which VERs.

498 4) VE—EM—A C VE x EM, a many-to-many VE to EM
499 assignment, is denoted by Rye_em—a = {(ve, em): ve €
500 VE, em € EM, and em is a member of ve}.

501 5) VE—P—A C VE x P, one-to-many binary assignment
502 from a VE to P, is represented by Rye—p—a = {(ve, p):
503 ve € VE, p€ P, and ve performs p}. This relation
504 records which project is performed by a VE.

505 6) EM—NEM—-A C EM x NEM, many-to-many EM to
506 NEM assignment, is represented by Rem—nem-—a = {(em,
507 nem): em € EM, nem € NEM, and nem supports em
508 to perform some tasks of the VE—EM— A, (em)}. This
509 relation holds the assignments between EMs and its part-
510 ners (NEMs) to support the tasks of a VE.

511 7) FT workflow (FTWf) C FT x FT, many-to-many binary
512 relation on FT, is denoted by Rerws = {(ft;, ft;) : ft;,
513 ftj € FT, p;, p; € P, ft; C p;, ftj C pj, 275], ft; is an
514 event FT of the action FT ft;} that indicates that ft;
515 is authorized to use the PublicPs of ft; when ft; is
516 accomplished.

517 8) Correspondence C FT x FT, one-to-one binary relation
518 on FT, is represented by Rcorrespondence = {(ft;, ft;) : ft;,
519 ftj € FT, Pis Dj € P, ft; C Dis ftj C py, ) 7é j, ft; is the
520 preversion offt;, whereas ft; is the postversion offt; }.

521  5) Assignments Across Models: This section defines the
522 assignment relations across models in order to establish the
523 combination relations of relevant elements among two AC
524 models. These relations are as follows.

525 1) EM—U—-A C EM x U, one-to-many EM to U assign-
526 ment, is represented by Rem-—u-a = {(em,u): em €
527 EM, weU, and em have an employee u}. If
528 d emy Rem_u_alt1, €MoRem w_alla, emp,emy € EM,
529 and uq,us € U, then ~F emo Rey—y_all1-

530 2) NEM—U—A C NEMx U, one-to-many NEM to U as-

531 signment, is denoted by Ryem—u—n=1{(nem,u): nem €

NEM, w € U, and nem have an employee wu}. If 532
d nemy Rpem—u—att1, N€Mo Ry em_u_allo, NEMy, nemy € 533
NEM, and u1, us € U, then -3 nemo Ryemn—u_alll- 534
3) R—VER—A C R x VER, many-to-many R to VER as- 535
signment, is represented by R;_ver—o = {(r, ver): r € R, 536
ver € VER, and r is assigned to play ver}, then VER ver 537
can be assigned to different roles, whereas one role can 538
play different VERSs at the same time. 539

IV. PRs 540

A PR (R;) indicates the level of information exchange 541
and reuse and also the situation of cooperation between two 542
projects. Various PRs describing the relation between two 543
projects can propagate the authorizations of an FT to other 544
FTs. Different PRs may occur between two projects and may 545
alter with time based on project management and share re- 546
quirements. While a VEAC-based AC platform is implemented, 547
administrators construct the project resource access strategy in 548
a PACP to indicate the level of resource sharing of each type 549
of PRs. In the project life cycle, the PRs and the PACP can 550
be modified at any time to respond to the demands of resource 551
sharing. Resource sharing or reusing is determined based on 552
five attributes of each FT: 1) FT state (Agtate) holds the status 553
of the FT being performed; 2) FT stage (Agtage) records the 554
current timestamp of an FT for appropriate resource sharing 555
according to its states; 3) allowed reference (A,.r) decides 556
whether the FT can be referred by relative FT in a postversion 557
project; 4) allowed subproject (Agyb—p) determines whether the 558
FT can be referred by its subprojects; and 5) allowed main 559
project (Amain—p) decides whether the FT can be referred by 560
its main project. 561

To introduce the PRs, given a set Project (P) and z, y € P, 562
a binary relation PR (R},) on P is a subset of P x P, which is 563
distinguished into five subrelations presented in the following 564
sections. For convenience in the following discussion, two 565
inherited functions applied in the following sections are defined 566
to indicate varying degrees of privilege inheritance. 567

1) Strong-inherited function Inhergrong (ft) is defined as all 568

permissions assigned to the ft are inherited, including 569
read (to retrieve data), update (to modify data), insert (to 570
write new data), and create (to create an object). 571
2) Weak-inherited function Inhery..x (ft) is defined as only 572
read permission from the ft is inherited. 573

A. Subset Relation 574

Subset relation (R),s) describes the relation between a main 575
project and its subproject. The relation simplifies a large num- 576
ber of assignments. For instance, an FT called announcement 577
shows information about the progress of a project. Through the 578
subset relation, all workers in the main project and subprojects 579
of the project are permitted to look up the progress of the 580
project. The set of pairs of projects between which have subset 581
relation is represented by =R,y = {(z,y) : z,y € P,x # y, 582
and x “is a subset of” y}. A main project is permitted to 583
access the resources of its subproject, but an administrator 584
may set or disable the capability by changing the status of the 585
allowed main-project attribute of its each FT. Fig. 3 shows an 586
example of the subset relation to demonstrate these constraints, 587
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Fig. 3. Example of subset relation.

588 where Project p; involves three subprojects p11, p12, and pi3,
589 and project pi; is further decomposed into subprojects pii;
590 and p112. Owing to p13Rpsp1, PublicPs, such as public-ps and
591 public-ps, are assigned to p; and p;3 via FTs, whereas EMs,
592 such as em; and ems, are permitted to participate in ve;; and
593 vei11. Two functions privilege,,;,_,(ft) and privilegeg;,_(ft)
594 are defined, respectively, in (1) and (2), shown at the bottom
595 of the page, for propagating user’s privilege from the main
596 project and subproject, respectively, where variables are intro-
597 duced as follows. Function (1) indicates that the privileges of
598 ft1; involve the PublicP and PrivateP assigned to the ft;; and
599 fto;(1 < j < n) when the conditions shown in the equation
600 hold; otherwise, the privileges of ft;; only have the PublicP
601 and PrivateP from fty;. Due to the limited space, function (2)
602 shows the propagation of user privileges from subproject, which
603 is similar to function (1) and is not further introduced in detail.
604 pp is the main project of po that is the subproject of p;, fty;’s
605 are the FTs involved in pq, 1 < ¢ < m, and fty;’s are the FTs
606 involved in p2, 1 < 5 < n. Several constraints are applied to
607 use a subset relation: 1) A main project may have more than
608 one subproject; 2) a subproject is only involved in one main
609 project; 3) an EM may participate in the main and subprojects;
610 and 4) a PublicP is only permitted to be assigned to different
611 projects with subset relations.

612 B. Version Relation

613  Version relation (R, ) describes a project y called a postver-
614 sion project that is extended from a project x called preversion
615 project and planned with reference to the preversion project.
616 Therefore, the pre- and postversion projects have similar tar-
617 gets, FTs, and participants. The relation helps support version-
618 dependent authorizations by enabling the reuse of resources for
619 a new product, thus reducing its time to market. Because the
620 pre- and postversion projects have similar targets, activities, and

participants, the postversion FT in the postversion project corre- 621
sponds to the preversion FT in the preversion project. While the 622
postversion FT is performed, the privileges owned by the pre- 623
version FT are inherited by the postversion FT using the weak 624
inheritance. The set of pairs of projects between which have 625
version relation is represented by xRy = {(z,y) : z,y € 626
P,z # vy, and x “is the preversion of” y}. Fig. 4 shows an 627
example of the version relation, which demonstrates that project 628
p1 is the preversion of project ps. Project p; for developing 629
a car engine consists of FTs ft;; and fty», whereas po for 630
developing a new engine based on the engine developed by p; 631
comprises ftaq, ftao, and fteog. FTs fty; (requirement analysis) 632
and fty5 (conceptual design) correspond to fty; (requirement 633
analysis) and ftyo (conceptual design), respectively, whereas 634
ftog (primary design) is created for another task, which is not 635
extended from p; . Therefore, while the fty; performed, workers 636
must refer significantly to information owned by ft;;. Due to 637
p1Rpvp2, each FT in project ps is performed by VERSs, which 638
are allowed to refer to PublicPs of corresponding FTs in p; 639
if the attribute allowed reference of corresponding FT is true. 640
As shown in Fig. 4, a user u; is assigned to perform the fty; 641
through (uy,71), (r1,vera1), and (versy, fto1); in addition to 642
the public-po; and public-pes, u1 may refer to the public-p;1, 643
public-p;2, and public-p;3. Function (3) shown at the bottom 644
of the next page is presented to indicate that the privileges of 645
fto; involve the PublicP and PrivateP assigned to the fty;, and 646
partial PublicPs of the corresponded FT ft;; of fty; through the 647
use of weak inheritance function when the conditions shown 648
in the function hold; otherwise, the privileges of fty; only 649
have the PublicP and PrivateP from fty;. p; is the preversion 650
project of ps that is the postversion project of py, fty;’s are the 651
FTs involved in p;, and fty;’s corresponding to fty;’s are the 652
FTs involved in ps. Several constraints are applied when using 653
the version relation to support resource sharing between two 654
projects: 1) A postversion project has less than one preversion 655

FT—Permission— A
FT—Permission— A
FT—Permission—A
FT—Permission—A

privilege i, p (fti;) = { fty;

o~ o~ —

privilege,y, ,(ftzj) = { fta,;
J

ft1;) U FT—Permission— A(fty; )

)
)

fto;) U FT—Permission— A(fty;)
)

if 4 lePSpQ VAN Amainfp of ftgj = “true” (1)
otherwise

if 3p1 Rpspa A Agub—p of fty; = “true”
otherwise

2)
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656 project contrariwise; 2) an FT has less than one corresponding
657 FT; and 3) an EM may participate in pre- and postversion
658 projects simultaneously.

659 C. Reference Relation

660  Reference relation (R, ) describes a project x called refer-
661 ring project referring to resources in other project y that is
662 called the referred project. The reference relation indicates that
663 the same users and enterprises can participate in both the refer-
664 ring and referred projects. If two projects have a reference rela-
665 tion, then users in the referring project can refer to the resources
666 of the referred project. While the value of attribute allowed ref-
667 erence of an FT equals true, then the FT can be referred. The set
668 of pairs of projects between which are referred by each other is
669 represented by xRy = {(z,y) : x,y € P,z # y, x refers to
670 resources in y, and (-3 2 Rpey) A (—3 yRpex)}. Project £ may
671 refer to y if and only if the following conditions hold: R,; N
672 Ry;, EMg,, NEMy,, FT, NFTy;, PublicP,, N PublicP,,,,
673 and PrivateP. N PrivateP,; permit unequal ¢, where Rg;,
674 EM,,,,,, FT;;, PublicP,,, and PrivateP,. are associated with
675 project w, and Ry ;, EMy,, FT;, Public-P,,,, and Private-P, ¢
676 are associated with project y. That is, roles, EMs, FTs, PublicP,
677 and PrivateP may be assigned to p; and p. Fig. 5 shows an ex-
678 ample of the reference relation, which indicates that project p;
679 can refer to project ps through the reference relation pi Ry, ps.
680 Role r3; is assigned to perform VERs ver;; and vers;, verip

(ft23,pp24) P /

performs FTs ft;; and fty5 in project p;, and vers; performs 681
fto1 in project p,. Therefore, user ug; may utilize the public- 682
P11, public-p12, public-p;3, public-ps;, and public-pys through 683
(us1,731). The following constraints are applied when using the 684
reference relation: 1) A project may be assigned to more than 685
one project for resource sharing, and 2) a project may refer to 686
more projects simultaneously. 687

D. Process Relation 688

Process relation (Rp,) describes the executive sequence 689
of two subprojects from the time view and can deter- 690
mine the time for sharing project resources. A process re- 691
lation can be applied to determine the executive sequence 692
of all subprojects of a project. The set of pairs of projects 693
between which have process relation is represented by 694
using zRppy = {(z,y) 1 2,y,2 € Pyx #y # 2z,(3 xRpsz) N 695
(3 yRpsz), and z “must be achieved, then start" y}. While 696
the relation is built on two projects, the administrator must 697
specify the sequences of related FTs across the project bound- 698
ary. This relation can support process-dependent authorization 699
propagation when executing an action FT that can use the 700
resources of the event FTs in event project. Fig. 6 shows an 701
example of a process relation, in which project p; denotes the 702
event project of action project py; p; performs ft;; and ft;, and 703
po performs ftsq, ftog, and ftog; and fty; denotes an event FT 704
that triggers the fto; and ftos (called action FTs). When fto; is 705

priVilegeversion (ft2j )

{

FT—Permission— A(fty;) otherwise

FT—Permission— A(ft;) U Inheryeax (FT—PublicP—Apupiic_p(ftis))

it 3p1 Rpvpa A Ayer of fty; = “true”

3
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Fig. 5. Example of reference relation.

706 triggered and performed, user u; obtains authorizations public-
707 p11, public-pye, and public-p;3 from fty;, and authorizations
708 public-p2; and public-pss from fto;.

709  Function (4) shown at the bottom of the page, showing
710 the propagation of user privilege by using process relation, is
711 presented to indicate that the privileges of ft,ction involve the
712 PublicP and PrivateP assigned to the ft,.tjon and also partial
713 permissions of the event FT fteyent Of the ftiction through the
714 use of the weak inheritance function when the conditions shown
715 in the function hold; otherwise, the privileges of ftaction Only
716 have the PublicP and PrivateP from ft,.tjon. p1 is the action
717 project of ps that is the event project of p1, ftaction 1S the action
718 FT included in p1, and fteyent is the event FT included in po.
719 Using the process relation must obey the following constraints:
720 1) A process relation exists between two projects which must
721 have the subset relation; 2) an event project may trigger more
722 than one action project simultaneously; 3) an event FT may
723 trigger more than one action FT simultaneously; and 4) an
724 action project may be triggered if all of its event projects are
725 accomplished.

726 E. Exclusive Relation

727 Exclusive relation (Rp) identifies mutual conflict between
728 two projects, signifying that the resources of the two projects
729 cannot refer to each other. The exclusive relation is default.
730 That is, two projects are preset as exclusive relation if no other
731 relation exists between them. The set of pairs of projects that
732 conflict with each other is represented by xRpy = {(z,y) :
733 2,y € P,z # y,x “conflicts with" y, and (-3 zRpy) A
734 (- JyRprx) }. If two projects are exclusive, then all users, EMs,
735 FTs, and permissions in a project are exclusive with the other
736 project. That is, an enterprise is disallowed from participating
737 simultaneously in two projects with exclusive relation; attempts

(ftn,
(fti1,ppi3)

(Vs Lti2)

by users of the exclusive projects to use the same resources are 738
rejected. Using the process relation must obey the following 739
constraints: 1) A project may conflict with more than one simul- 740
taneously; 2) a PublicP may not be assigned to two exclusive 741
projects; and 3) an EM is not allowed to be assigned to two 742
mutual exclusive projects. 743

V. COOPERATION MODES AMONG TwoO VERS 744

This section introduces three cooperation modes among 745
VERs based on the resource sharing requirements of collabo- 746
rative operations in the VE. 747

Cooperation mode (R.) describes interactions among VERSs 748
according to the dependent level of their duties. Given a set 749
VER, z and y € VER, a binary relation cooperation relation 750
(R.) on VER is a subset of VER x VER, which is distinguished 751
into three cooperation relations. For convenience in the follow- 752
ing discussion, two items are first defined in terms of authority 753
inheritance. A VER in cooperative mode can inherit strongly or 754
weakly the privileges from the other VER. Strong inheritance 755
means that the privilege of a VER can be fully inherited by the 756
other VER, whereas weak inheritance means that the privilege 757
can only be partially inherited, such as only inheriting read 758
privilege. 759

1) Dependent single-task mode (Rcqs) is the most seamless 760

cooperative relationship between two VERs, working to- 761
gether to perform FTs, that have dependencies and share 762
resources with each other. The two VERS’ permissions 763
are inherited from each other via strong inheritance 764
(defined in Section IV). When two VERSs collaboratively 765
perform different FTs, the users playing the two VERs 766
obtain the same permissions from the FTs. The set of 767
pairs of VERs with R.qs is represented by using 768
IRcdsy: {(LE, y) L, yGVERv z#yv E'(SC, ftl)v (ya ftl) € 769

FT—Permission— A (ftaction) U Inheryeax (FT—Permission—A(ftevent ))

privuegepro cess (ftaction ) =

if A(p1 Rprp2) A (Astate Of ftovent = “achieved”) A (Arer of ftevent = “true”) )

FT—Permission— A(ft,ction) Otherwise
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Fig. 6. Example of process relation.

VER—FT—A — FT—PublicP—A,ypiic_p({VER —FT —
A_ft(x) : (x,ft) € VER—FT—A}) are inherited strongly
by VER y, and FT—PublicP—Apupiic_p({VER—FT—A_
ft(y) : (y,ft) € VER—FT—A}) are inherited strongly
by VER z, and (-3 2Rcamy) A (—3 yReamz) A
(=3 zR.iy) A (-3 yReix)} means that VERs z and y
cooperate to perform an FT ft; and have the same access
privilege to all its resources.

2) Dependent multitask mode (R.q) indicates that two
VERs interact when performing different FTs. For in-
stance, the results of an FT performed by a VER affect
those of an FT performed by another VER. The two VERs
inherit each other’s permissions via weak inheritance.
The set of pairs of VERs with R4y, is represented by
using Reamy = {(z,y) : x,y € VER, z # y,V(x, ft,),
(y, ft,)eVER—FT—A — FT—PublicP-A,ybiic_p {VER—
FT—Ag(x) : (z,ft,) € VER—FT—A}) are inherited
weakly by VER vy, and FT—PublicP—Apupiic_p
({VER—FT—Ag(y) : (y,ft,) € VER-FT—A}) are
inherited weakly by VER z, and (-3 zRcgsy) A
(=3 yReast) A (-3 zRqy) A (-3 yRex)}. Hence,
VERs x and y perform related FTs separately, and that
outputs of the FTs are referred to each other.

3) Independent mode (R,;) indicates that two VERs inde-
pendently perform their FTs, disregarding the outputs
generated by other FTs. The relation is applied to pro-
tect business secrets when companies that compete with
each other perform VERs. If the two VERs work inde-
pendently, then they are not permitted to perform the
same FTs and have each other’s access privileges for FTs
performed by them. The set of pairs of VERs bet-
ween which have R.; is represented by Ry = {(z,y):

: '(lpz,ftZQ prag

Action-functional task

z,y€ VER, z # y, T—PublicP— A biic_p ({VER—FT— 802
Age(z) : (x,fty) € VER—FT—A}) are not inherited by 803
VER y, and FT—PublicP— Apupiic_p({ VER—FT—Ag (y): 804
(y,fty) € VER—FT—A}) are not inherited by VER z, 805
and (_‘El $Rcdsy) A (_‘El yRcdsx) A (_'El chdmy) /\ 806
(73 yRedm®) }- 807
The use of cooperative relations is constrained by the follow- 808
ing rules. 809
1) #{y: (z1,y) € Re,x1,y € VER}) > 0 means that a 810
VER z; is permitted to have different cooperation modes 811
with other VERs. 812

2) #({(z1,y1) : (x1,11) € Re, 21,31 € VER}) <1 signi- 813
fies that only one cooperation mode is permitted between 814
two VERs. 815

VI. PACP LANGUAGE MODEL

Based on the VEAC model, the PACP language model for 817
VEs designed in this paper, as Fig. 7 shows, is represented in 818
class model of Unified Modeling Language (UML) and mainly 819
targets contents of information text. This model features an 820
object—subject—action—condition AC policy consisting of multi- 821
ple sets of authorization rules that jointly determine user access 822
permissions. Therefore, regarding specific resource (object), 823
authorization (action) to execute certain resource is granted to 824
certain users (subject) under certain restrictions (conditions). 825

The PACP language model for VEs has been proposed in this 826
section for the following reasons: 1) to provide a method that 827
effectively describes resource AC policy for VEs; 2) to reduce 828
costs and complexity in resource AC; 3) to improve flexibility in 829
managing access permission; and 4) to make the management 830
of resource access permission adaptive to changing needs in a 831

816
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Fig. 7. PACP language model.

832 business environment in a timely manner. The PACP language
833 model has the following main components.

834 1) PACP. A PACP consists of one VEAC policy (VEACP)
835 and many enterprise AC policies (EACPs), which are sets
836 of rules.

837 2) VEACP, a set of rules, describes the regulation and con-
838 straint on resource AC and sharing in a VE to manage the
839 VE’s resource.

840 3) EACP, consisting of a series of rules, describes rules and

841 conditions for enterprise resource AC for each EM. Its

842 rules shall not be in conflict with the VEACP it belongs
843 to and must comply with the sharing rules agreed upon
844 by VE so to make available resource in need of sharing.
845 4) Rule element is the most basic unit of policy and corre-
846 sponds to the conventional concept of authorization. The
847 principal components of rule have a target, effect, condi-
848 tion, and rule combining algorithm. Each rule permits or
849 denies one or more subjects to performing actions on one
850 or more objects under some conditions.

851 5) A target element involved in a rule defines the set of
852 objects, subjects, and actions to which the rule or policy
853 applies.

854  6) Object may be data, information, and knowledge owned
855 by the VE or one of its EMs.

856 7) A subject is an actor whose attributes may be referenced
857 by a predicate. Actor may be a user, role, enterprise,
858 or VER.

859  8) An action is an operation on resource.

860 9) A condition element represents additional constraints that

861 further refine rule applicability.

862 10) Rule combining algorithm compresses the output from
863 the embraced rules. The PACP language model has four
864 rule combining algorithms: deny overrides, permit over-
865 rides, first applicable, and only-one-applicable. Based on

the selected combining algorithm, an authorization deci- 866
sion can be permit, deny, not applicable, or indeterminate. 867
11) Effect is the intended consequence of a satisfied rule— 868
either Permit or Deny. 869

VII. VEAC MODEL CONSTRUCTION METHODOLOGY 870

The proposed formal VEAC model can efficiently manage 871
and share information resources in the VE life cycle. To as- 872
sist the administrators of VEs and their EMs to successfully 873
implement the proposed fundamental VEAC model and to use 874
the PACP language model appropriately for VE information 875
resource security and sharing, this section develops a VEAC 876
model construction methodology based on the five phases of 877
VE life cycle, namely, identification, formation, design, oper- 878
ation, and dissolution phases. The methodology provides the 879
security administrators of the leader and partners of VEs with a 880
systematic method for the following reasons: 1) to identify the 881
fundamental elements of VEAC model, such as P, VER, FT, 882
U, R, PublicP, and PrivateP; and 2) to establish assignments be- 883
tween elements, PRs between projects, and cooperation modes 884
between VERs. The VEAC model applied for certain VE 885
is initially planned at the formation phase, all elements and 886
assignments of the VEAC model are designed at the design 887
phase, and the constructed VEAC model is implemented at 838
the operation phase. Thus, information resources are managed 889
at the operation and dissolution phases. The goal, procedure, 890
inputs, outputs, and related method and technologies of each 891
phase of the methodology are separately introduced in the 892
following sections. 893

A. Identification and Formation Phases 894

Fig. 8 shows the first two phases in the proposed method- 895
ology, namely, identification and formation phases, which are 896
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Fig. 8. Identification and formation procedures of a VE.

897 introduced simply as follows.
898 1) Identification phase numbered A1l defines the boundaries

899 of a VE to analyze whether the goals, technologies, and
900 cost of the VE are acceptable; to evaluate the complexity
901 of the VE; and to establish procedures for supporting
902 later VE activities. The leader of a VE generally analyzes
903 historical transaction data or carries out market research
904 to find out a valuable and feasible market opportunity and
905 then to form a VE. To achieve the aims of the identifica-
906 tion phase, the following seven numbered actions (the left
907 of Fig. 8) should be undertaken in order or repetitively:
908 (A11) searching and recognizing market opportunities;
909 (A12) assessing the size, scope, and complexity of the op-
910 portunity; (A13) determining the competences required
911 by the opportunity; (A14) estimating costs and revenues;
912 (A15) analyzing the feasibility of the opportunity; (A16)
913 assessing the need of opportunity decomposition; and
914 (A17) decomposing the opportunity into small sub-VEs
915 to perform the decomposed opportunities, thus establish-
916 ing R, between the main and subprojects. The final
917 output of the phase is a practical and valuable opportunity.
918  2) Formation phase numbered A2 selects suitable partners
919 against alignment factors for their skills, experiences,
920 and capabilities; identifies each member’s responsibil-
921 ities explicitly; ensures that every member of the VE
922 understands his own individual roles and responsibilities;
923 and allocates project resources, including people, service,
924 facilities and equipment, supplies and materials, and
925 money. To accomplish this process at the formation
926 phase, the following six numbered actions (the right of
927 Fig. 8) should be executed in order or repetitively: (A21)
928 creating the scope statement, alternatives, and feasibility
929 of a VE; (A22) generating a potential candidate part-
930 ner list and their interests; (A23) selecting appropriate

931 partners for the VE and its sub-VEs and measuring the
932 possible risk from the partners; (A24) identifying the VE
933 manager and work team of each partner; (A25) negotiat-

A2: Formation phase

\ 4
A21: Create a scope statement, alternatives,
and feasibility

!

A22: Generate an potential candidate
partner list and their interests

\

A23: Select appropriate members and
measure the risk of the opportunity

A24: Identify the manager and the work
team of each member

!

A25: Negotiate and contract with the
selected members

A26: Establish the VE initiative plan and
management procedure

A3: Design phase

ing and contracting with the selected partners for sharing 934
and using resources; and (A26) establishing the initiative 935
plan and management procedure of a VE and its sub-VEs. 936
The final outputs of achieving the six actions include a 937
certain VE organizational structure model and contracts 938
for cooperation among all EMs. The design phase is then 939
executed based on this model. 940

B. Design Phase 941

The design phase in the proposed methodology is a signif- 942
icant phase for constructing a real VE based on the proposed 943
VEAC model, since it is relative mostly to the plan and de- 944
sign, and resource use and assignment of VEs (Fig. 9). The 945
actions involved at the phase are achieved collaboratively by 946
the security administrators of the VE leader and all partners 947
for managing public and private resources and VE user au- 948
thorizations. The design phase numbered A3, which includes 949
three subprocedures A31, A32, and A33, is described as 950
follows. 951

1) Subprocedure A31—Plan and Design VE: The subproce- 952
dure models a VE in terms of organization, business, process, 953
and activity perspectives. The detailed organizational structure 954
model, business and resource sharing regulations, VE process 955
model, and activity models of each EM are produced at the end 956
of subprocedure A31. The subprocedure involving six actions 957
is numbered and described below. 958

(A311) Identify all participators of each partner. Each partner 959
in the VE is assigned certain tasks or responsibilities at the 960
formation phase. The subprocedure starts with action A311 961
from the organizational view, in which each partner has to 962
choose suitable employees or teams to perform enterprise- 963
assigned tasks, according to employees’ skills, experiences, 964
and capabilities. At the time, partners must offer a list of 965
employees who participate directly or indirectly in the VE 966
and are permitted to access the VE resources. The employees 967
involved in the list become user elements in the VEAC model. 968
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A31: Plan and design virtual enterprise

A32: Estimate usable resources and create a
resource use plan

Sub-procedures

A33: Construct the VEAC model & policies

——————— e it T e i Ao
Actions | 1 v
v v :
. L A321: Estimate usable resources and pa1ETdently VER s based Gnl thie/VE
—» A311: Identify participators of each partner i . .. ] organization model
expectable outputs during each activity

¢ execution

_— A312: Ifientify initigl business,} TosOurte ¥ A332: Transform tasks into functional tasks
using and sharing regulations - -
A322: Create plans for using and sharing
i resources i
A313: Design core processes of VE & intra- A333: Identify permissions based on the
> > : ;
processes of partners plans for resource using and sharing
A314: Plan schedule A334: Specify assignments between all
elements
i . A3: Design phase : ¢ .
A315: Decompose activities into A335: Specify cooperative relations between
manageable tasks VERs

— A316: Estimate the activity models — — A336: Construct PACP

Fig. 9. Design procedure of a VE based on the VEAC model.

969 (A312) Identify initial business and resource using and
970 sharing regulations. From a business perspective, action A312
971 identifies regulations regarding usage and sharing of resources
972 to restrict the behavior of partners and specify each participa-
973 tor’s responsibility and obligations. In the VE organizational
974 structure model, every participator in a VE is assigned certain
975 tasks, which are performed and restricted by the regulations.
976 The regulations are then converted into VEACP and EACPs
977 by A336.

978  (A313) Design the core processes of VE and the intraenter-
979 prise processes of partners. Based on the planned VE process
980 at A2, a VE leader at the phase designs the core processes of
981 the VE project represented by a project evaluation and review
982 technique chart. The core processes are composed of many
983 activities to accomplish VE’s goal. Each activity in the core
984 process is assigned to certain partners to perform. Each partner
985 must then spread up and perform its assigned activities and
986 integrate them into its intraenterprise processes. Finally, PRs
987 Ry, Rpr, Rpp, and Ry, can be established at action A313 if
988 they are needed.

989  (A314) Plan schedule. According to the core VE processes
990 designed by A313, the VE leader at the action negotiates and
991 communicates with partners to plan the start and end times of
992 each activity in the core VE and intraenterprise processes, and
993 the activity prerequisites.

994  (A315) Decompose activities into manageable tasks. The
995 activities involved in the core VE and intraenterprise processes
996 are further decomposed into tasks until every task can represent
997 a manageable amount of work that can be planned, scheduled,
998 and assigned. A work breakdown structure, comprising a hierar-
999 chical decomposition of project, activities, and tasks, is planned
1000 at this point. The decomposed tasks are then further decom-

posed or combined into manageable tasks in terms of resource
AC. The priority of every manageable task is determined from
the start and end times of the original tasks, the information
flow between tasks and task outputs.

(A316) Estimate the activity models. An activity model is
composed of some partially ordered tasks that are conducted
to achieve the actions to be performed within a VE. Action
A316 estimates the duration of every task and changes the
baseline based on reasonable estimations. The following factors
should be addressed: 1) the resources that should be used;
2) the amount of time required; 3) how many people are needed;
4) the skills that are necessary; and 5) the tasks that need to
be completed before other tasks are started. Subprocedure 2 is
executed after all tasks are estimated.

2) Subprocedure A32—Estimate Usable Resources and Cre-
ate a Resource Use Plan: Subprocedure A32 estimates the
usable VE resources and builds a resource use plan for the entire
life cycle of a VE. The plan is adopted to restrict assignments
between elements and to build the PACP.

(A321) Estimate usable resources and expectable outputs.
The first action of this subprocedure estimates usable VE
resources according to the activity models outputted by A316. 1022
These resources include public and private resources, which are 1023
supplied or shared with partners to facilitate the execution of 1024
VE tasks. In addition, the administrator has to expect possible 1025
outputs during the execution of each task and know whom the 1026
outputs will be shared with. Some shared outputs should be 1027
specified by specific data containers, which are then converted 1028
into permissions and assigned operations permitted on them 1029
at A333. 1030

(A322) Create plans for using and sharing resources. Based 1031
on the regulations created by A312, the result of A321, and 1032

1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
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Fig. 10. Engine R&D project.

1033 the activity models of A316, the action forms a resource using
1034 and sharing plan, which describes which users, activities, and
1035 partners can use or share which resource.

1036 3) Subprocedure A33—Construct the VEAC Model and
1037 Policies: Subprocedure A33 identifies the elements, assign-
1038 ments, relations, and policies involved in the VEAC model
1039 according to the outputs at subprocedures A31 and A32.

1040  (A331) Identify VERs based on the VE organizational
1041 model. VERSs can be identified by using two different methods:
1042 decomposing the VE’s goal or decomposing the VE’s orga-
1043 nizational structure. In the first method, the aim of a VE is
1044 decomposed into little goals that can be completed by a single
1045 individual or team. Each of these little goals is then transformed
1046 into a VER. In the second method, the organizational structure
1047 of a VE is decomposed hierarchically into different levels of
1048 element, namely, EM, department, team, role, and user. Several
1049 elements in the same level are then chosen to form a VER
1050 if they can be assigned to different workers; they have the
1051 same authorizations, and they do not have resource security
1052 problems resulting from sharing or collaboration. Finally, those
1053 single elements that cannot be assigned to different workers are
1054 converted into VERs.

1055 (A332) Transform tasks into FTs. Action A332 trans-
1056 forms the manageable tasks in activity models into FTs,
1057 whose properties must be filled in. If the resources of a
1058 manageable task simultaneously allow and disallow sharing,
1059 then the manageable task must be decomposed into two or
1060 more FTs.

1061 (A333) Identify permissions based on the plans for resource
1062 using and sharing. Action A333 combines resources and as-
1063 signs operations on the resources to form PublicP and PrivateP.
1064 The PublicPs are identified by a VE leader administrator, and
1065 the PrivatePs are identified by every partner’s administrator.
1066  (A334) Specify assignments between all elements. All el-
1067 ements involved in the VEAC model have been identified at
1068 previous actions. This action specifies all assignments between
1069 two elements, such as VE—P—A, P-VER—A, VER—FT—A,
1070 FT—PublicP— A, and R—VER—A.

1071 (A335) Specify cooperative modes between VERs. The co-
1072 operative modes between two VERSs are specified here accord-
1073 ing to the resource usage and sharing plan.

(A336) Construct PACP. Based on the proposed PACP lan- 1074
guage model, the action utilizes the business regulations and 1075
the resource using and sharing plan to build the PACP of the 1076
VE, including a VEACP and several EACPs. The VEACP is 1077
built by the administrator of the VE leader, and the EACPs of 1078
partners are built by their administrators. 1079

C. Operation and Dissolution Phases 1080

1) Operation phase first sets up the real VEAC model mod- 1081
eled in the third phase. The VEAC system can then 1082
manage VE information resources and generate user au- 1083
thorizations, and monitor, control, and report progress 1084
against goals, schedule, and milestone of the VE. 1085

2) Dissolution phase assesses successes or failure at the 1086
conclusion of the VE, and its results pave the experience 1087
for the next new VE. The PACP established at the design 1088
phase of a real VE must be modified to comply with the 1089

resource sharing rules after the VE dissolution. 1090
VIII. EXAMPLE OF PRACTICAL VE APPLYING 1091
THE VEAC MODEL 1092

This section utilizes the automobile industry as an example 1093
to verify the feasibility of the proposed fundamental VEAC 1094
model and the PACP language model. Fig. 10 shows a new 1095
car engine R&D project (p;) performed by VE ve;. In Fig. 10, 1096
only parts of the projects are shown; some elements and as- 1097
signments regarding the project and its three subprojects are 1098
shown in detail in the following tables. The engine R&D 1099
project has three subprojects: cylinder head design (pi1), 1100
cylinder block design (p12), and crankshaft design (p13). p11 1101
is associated with p;5 by using process and reference relations 1102
(p11Rppp12 and p11Rprp12); pi2 is associated with pqq via 1103
process and reference relations (p12Rppp11 and p1aRpep11); 1104
p13 is exclusive to pi1 and pio via p11 Rpepi3 and p1aRpepi3, 1105
and p; is exclusive to pia via p;Rpepi2. According to these 1106
definitions, p1; and p;o have stronger requirement for resource 1107
sharing, whereas pi2 and p;3 are independent. This example 1108
focuses on trust evaluation between the four projects and trust 1109
evaluation between three VERSs (veq1, veio, and ve;3) involved 1110
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TABLE 1
VE—P—A AND P—VER—A LISTS
Performed N .
VE Name Proi Involved VERs Objectives of the Project
roject
o ) Designing a car engine (displacement:
vey: engine R&D s veris, veriz 2000cc., and horsepower >140 Hp)
veyp: cylinder head veriy, verin, - . .
desion Pl veris Designing the cylinder head of the engine
veyy: cylinder versi, verin, Designing the cylinder block and the timing
block design P2 ver|s,vering gear cover of the engine
vej3:  crankshaft Veris1, veris, Designing the crankshaft and connecting rod
design P Veriss, veri, of the engi
[ gine
veri3s, verise
TABLE 1II
COMPANY LIST
Company Company Number of Company .
No. Name Employees Address Core Capacities
em) Company-A 100 ;rfal nan Block, Internal Combustion Engine
aiwan
Taipei .
emy Company-B 20 Taiwan Cooling System
Beijing .
ems Company-C 200 China Cylinder
eny Company-D 1200 Dgtsrglt Cylinder
- TaichungT  Internal and External Combustion
ems Company-E 5 . L
aiwan Engines
Tokyo . . o
emg Company-F 13 Main Bearing, Vibration Damper
Japan
em Company-G 100 Shangha Flywheel, Crankshaft, Cam
7 China ’ i

1111 in p171; hence, some elements or assignments are ignored in the
1112 following tables.

1113  Table I, the VE—P—A and P—VER— A lists, shows the VE
1114 name, project performed by the VE, the VERSs involved in the
1115 VE, and the project objectives. For example, ve; involves two
1116 VERs, ver;; and ver;o, and performs project p; whose aim is
1117 to develop a 2000 cc car engine with at least 140 hp.

1118 Table II lists the detailed information for each company
1119 participating in the four VEs.

1120  Table III, the VE—EM— A list, shows all EMs in each VE;
1121 for instance, the companies participating in ve;; are emp, ems,
1122 and ems.

1123 Table IV lists the attributes of FT's that are associated with the
1124 four projects, including the number, name, allowed reference,
1125 allowed subproject, and allowed main-project attributes.

1126 Table V lists the P—FT—A with project names, the number
1127 of FTs assigned to the projects, and the FTs involved in the
1128 projects.

1129  Table VI lists the executed sequence of FTs involved in the
1130 two projects (p11 and p12) between which a process relation is
1131 held. Consequently, when the event FT fty;; is achieved, the
1132 action FT ft;9; is triggered. According to the process relation
1133 definition, ftio7 will hierarchy all or part of the privileges
1134 assigned to ft;1; when ft;2; is executed.

1135 Table VII, FT—PublicP— A, lists each FT and PublicPs as-
1136 signed to each FT.

1137 Table VIII shows the VER—FT— A list, in which only VERs
1138 involved in ve;; are considered and listed.

1139 In the aforementioned example, ve;; (cylinder head design)
1140 is used as an example to construct PACP for managing re-

TABLE 1II
VE—EM—A LIST

VE Name Enterprise Members
vey eny, emy, ems, ema, ems, e, em;
ver emy, emy, ems
vel ems, emy, €ms
vels emg, ems

sources that belong to vej;, as shown in the Appendix II. 1141
With the objective of cylinder head design of a new car en- 1142
gine, this VE consists of three EMs, i.e., Company-A (em;), 1143
Company-B (ems ), and Company-C (ems ), responsible for oil 1144
filler cap design, cylinder head design, and stopper design, 1145
respectively. 1146

In this PACP (see Appendix II), only part of the rules in 1147
the VEACP and part of the rules in the EACP of Company-A 1148
are listed. According to VEACP rule-ve;1-001, when two 1149
tasks ft;q; and fty;0 are being executed from May 20, 1150
2007 to October 20, 2008, all Company-A, Company-B, and 1151
Company-C personnel may read knowledge of know-what 1152
about cylinder head design, car engine, and cylinder. The EACP 1153
rule-em;-001 for Company-A dictates that, from November 20, 1154
2007 to October 20, 2008, all Company-B and Company-C 1155
personnel may read R&D knowledge related to oil filler cap 1156

design. 1157
IX. CONCLUSION AND FUTURE WORK 1158
The results and contributions of this paper are as follows. 1159

1) The formal VEAC model, including the fundamental 1160
VEAC model, PACP language model, and construction 1161
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TABLE IV
ATTRIBUTE LIST OF FTs
Attributes
FT No. FT Name Allowed- Allowed- Allowed-
reference sub-project main-project
fin Sub-project progress T T T
management
firs Sub-project progress T T T
management
firs Sub-project progress T T F
management
ftia Bulletin T T T
fH Qil filler cap design T T F
i Cylinder head design T T F
fhis Stopper design T T F
ftio1 Cylinder liner design T T F
. Cylinder head knock pin
Jha design T T F
fi123 Clutch housing design T T F
ft124 Engine rear bracket design T T F
1tz Crankshaft design F F F
Crankshaft bearing upper
fon metal design F F F
fti3s Lower oil ring design F F F
TABLE V TABLE VII
P—FT—ALIST FT—PublicP—A LIST
Project Name Number of FTs Functional Tasks FT Public Permissions
P 4 Shu, fhio, fhis, fha Ji public-p
Pl 4 St ftan fluz, s Jiz public-p;
P12 5 Sz, flian, fhiza, fhos, fliza Ji public-p3
P13 4 Jhs, fiizn fhio, fliss Sha public-py
Jhn public-ps
Jh public-pg
S TABLE \]/;I i public-p7
EQUENCE LIST St public-p7, public-pg
Event-Functional Task Action-Functional Task Y {122 public-p 6’.p, ublic-ps
- 7 ftios public-py
f?lll f.121 fiioa publicp1o
Jhai o S public-py, public-pi3
St Jhi fi public-p1a
Sz VEE fhiz public-p\s

1162 methodology, is proposed to facilitate VE resource man-
1163 agement and sharing across organizations.

1164  2) The fundamental VEAC model is designed to adapt to
1165 changes in VE members, both individuals and organiza-
1166 tions, without affecting authorities of VERs, and elim-
1167 inates the need to reset users’ access authorities due to
1168 changes in cooperation targets.

1169  3) Participation or withdrawal of an enterprise does not
1170 change the existing management model of resource ac-
1171 cess, thus significantly reducing administrative cost and
1172 complexity.

1173 The results of this paper may help VEs solve the chal-

1174 lenges of resource management and sharing among enterprises.
1175 Resource management and sharing will become increasingly
1176 complicated in the future owing to the requirement of strong
1177 information transparency. The proposed formal VEAC model
1178 solves AC and VE resource sharing challenges.

1179  However, this paper has some deficiencies. For instance,
1180 the non-RBAC model, and integration of its access policies,
1181 has not been explored. An enterprise that adopts non-RBAC
1182 models and other access policies must perform additional
1183 model-transferring process to transform the models to RBAC
1184 to integrate them into the proposed PBAC model. This paper
1185 does not consider the possibility that the user might share a

TABLE VIII
VER—FT—A LIST

VER Performed Functional Tasks
veri S, fas fhe

veri Jhu fiug, fis

veris fti2, fl11n

1186
1187
1188

resource with unauthorized users, for example, by copying it,
after legally acquiring the resource. The works in future are
listed as follows.

1189
1190
1191
1192
1193
1194
1195

1) An enterprise might adopt a non-RBAC-based scheme.
Therefore, integrating different AC schemes or policies
should be a focus for future works.

An enterprise should ideally retain its original AC model
when joining a VE. Hence, a “plug-and-play” AC inte-
gration mechanism should be developed.

Because an enterprise might participate in several com-
peting VESs, preventing the leaking of key technology or 1196
data should be considered. 1197
Distributed security infrastructure including distributed 1198
heterogonous security architecture and collaborative VE 1199
policy management approaches should be completely 1200
designed for implementing the VEAC system. 1201

2)

3)

4)
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APPENDIX I
TABLE IX

L1ST OF FUNCTIONS RELATED TO THE VEAC MODEL

Function Domain Co-domain Description
VE-EM-Aen(ve) VE 2fM a ve to a set of EMs that participate in this ve
VE-EM-A(em) EM SVE an em to a set of VEs that involve this em
VE-P-A(p) P VE a project p to a VE that performs this p
) a VE ve to a set of Projects that are performed by this
VE-P-A,(ve) VE 2 ve
P-VER-Ay(ver) VER P a ver to a project p that involves this ver
P-VER-A(p) P SVER a project p to a set of VERs that are assigned to this p
P-FT-Ag(p) P oFT a project p to a set of F'T’s that are involved in this p
P-FT-Ay(fi) FT P a fi to a project that involves this f#

VER-FT-Ay (/1) FT SVER a fi to a set of VERs that perform this fi
VER-FT-Ag(ver) VER 2 a ver to a set of FTs that are performed by this ver
EM-U-Ay(em) EM 2U an em to a set of Us that are employees of this em

EM-U-Ay(tt) U EM a user u to an £M that involves this u
NEM-U-A,(nem) NEM U a nem to a set of Us that are employees of this nem
NEM-U-Agen(tt) U NEM a user u to a NEM that involves this u
) a nem to a set of EMs with tasks are supported by this
EM-NEM-A,,(nem) NEM 2EM nem
) an em to a set of NEMs that support some tasks of
EM-NEM-Aucn(em) EM 2V this em
R-VER-A(ver) VER R a ver to a set of Rs that play this ver
R-VER-Aqei(r) R JVER arole r to a set of VERs that this » plays
FT-PublicP-Ayuiic o(f1) FT pfublict a f1 to a set of PublicPs over all stages
FT-PublicP-Ag(public_p) PublicP SFT a public_p to a set of FTs over all stages
FT-PrivateP-Aygme (/i) FT Privater a fi to a set of PrivatePs over all stages
FT-PrivateP-Ag(private_p) | PrivateP 2 a private_p to a set of FTs over all stages
o susier prvaer | @ ft to a set of Permissions (including private and
FT-Permission-A(ft) FT 2 public permissions) over all stages
FT-PublicP-Aq(st) Stage oFT a stage st to a set of FT5
a stage st to a set of Public-Ps,
ior Public_Permission(st) S {public_p:
Stagepwiic p(st) Stage 2me (FT-PublicP-As(st), public_p) € FT-PublicP-A},
which can change with st
a stage st to a set of FTs, Functional_Task(st) = {ft:
N N FT (FT-PublicP-As(st), public_p) € FT-PublicP-A},
Stagea(st) Stage ? which can alter with sz
Correspondenceq,g(fi) FT FT a pre-version FT f7 to its post-version FT
Correspondencey(ft) FT FT a post-version FT f7 to its pre-version FT
FTWowenfi) FT ST an action FT f7 to a set of its event FTs
FTWfion(f0) T oFT an event FT ff to a set of its action FTs
. a role r to a set of Rs, which are the senior roles of
RH genion(1) R 2 the r
arole 7 to a set of Rs, which are the junior roles of the
RHjunion(r) R 2R »
. a project p to a set of Ps with which the p has a
PRuvsep) P 2 subset relation
) a project p to a set of Ps with which the p has a
PRyersion(p) P 2 version relation
. a project p to a set of Ps with which the p has a
PRireference(P) r 2 reference relation
. a project p to a set of Ps with which the p has a
PRyrocess(P) P 2 process relation
a project p to a set of Ps with which the p has a
PRexctusive(P) Jid 2 exclusive relation
ek a ver to a set of VERs that cooperate with the ver by
CM(ver) VER 2" using dependent single-task mode
. a ver to a set of VERs that cooperate with the ver by
CMam(ver) VER 27K using multi-task mode
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APPENDIX II

TABLE X
EXAMPLE OF PACP FOR THE DEVELOPMENT OF CYLINDER HEAD OF A CAR ENGINE

<PACP Version= “version 1.1.1” Policy-no.= “N00233” Update-time= “5/15/2007” State= “active”>
<VEACPVE-name= “ve;;” objective= “cylinder head design” Update-time= “5/15/2007" State= “active”>
<RuleSet>
<RuleCombiningAlgorithm>permit-overrides </RuleCombiningAlgorithm >
<Rule Type= “rule-kind” Name= “rule-ve;;-001” Action= “active”>
<Target>
<SubjectSet>
<Subject>Company-A</Subject>
<Subject>Company-B</Subject>
<Subject>Company-C</Subject>
</SubjectSet>
<ActionSet>
<Action>read</Action>
</ActionSet>
<ObjectSet>
<Object>know-what to cylinder head design</Object>
<Object>know-what to car engine</Object>
<Object>know-what to cylinder</Object>

</ObjectSet>
<Environment> date>=5/20/2007 and date<=10/20/2008 </Environment>
</Target>
<Condition>ft;(oil filler cap design) and ft; > (cylinder head design) are being
executed</Condition>
<Effect>permit</Effect>
</Rule>
<Rule Type= “rule-kind” Name= “rule-ve;;-002" Action= “active”>
<Target>
<SubjectSet>

<Subject>Company-A</Subject>
<Subject>Company-B</Subject>
<Subject>Company-C</Subject>
</SubjectSet>
<ActionSet>
<Action>write</Action>
<Action>read</Action>
</ActionSet>
<ObjectSet>
<Object>all resources assigned to ft;;</Object>
</ObjectSet>
<Environment> date>=5/20/2007 and date<=10/20/2008</Environment>
</Target>
<Condition> anyone of ft;;;(oil filler cap design), ft;1» (cylinder head design) and ft;;3 (stopper
design) are being executed</Condition>
<Effect>permit</Effect>
</Rule>
</RuleSet>
</VEACP>

<EACP Company-1D= “em;” Company-name— “Company-A” Responsibility= “oil filler cap design”
Update-time= “5/16/2007” State= “active”>
<RuleSet>
<RuleCombiningAlgorithm>permit-overrides </RuleCombiningAlgorithm >
<Rule Type= “rule-kind” Name= “rule-em-001” Action= “active”>
<Target>
<SubjectSet>
<Subject>Company-B</Subject>
<Subject>Company-C</Subject>
</SubjectSet>
<ActionSet>
<Action>read</Action>
</ActionSet>
<ObjectSet>
<Object>R&D knowledge related to oil filler cap design</Object>
</ObjectSet>
<Environment> date>=11/20/2007 and date<=10/20/2008</Environment>
</Target>
<Condition>f}; is completed</Condition>
<Effect>permit</Effect>
</Rule>
</RuleSet>
</EACP>

</PACP>
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