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Design and Implementation of Multimedia Streaming Forensics
System 1n a Gigabit Passive Optical Network
— The Case Study of SIP Phone Applications

Student: Cheng-Wei Hung Advisors:  Dr. Guang-Ming Wu
Dr. Hui-Kai Su

Department of Information Management
The Graduated Program
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ABSTRACT

With the mature development of video and audio streaming applications,
the multimedia session streaming services have become one of the popular
internet services. While using the session service, the session control channel
is fixed and using a well-known port, but the data channel is using select a
dynamical and unknown port. The data channel would be decided in the
control messages. For SIP (Session Initiation Protocol) applications, the voice
data channel would be aware from the SDP (Session Description Protocol)
information of SIP messages. Therefore, it’s difficult to implement a digital
forensics system for multimedia session streaming services. Because of the
rapid development of network architecture, the speed and quality of networks
1s increasing continually, such as from traditional dial-up access networks to
fiber optic networks. The malicious attack from internet becomes difficult to
tracking and record the illegal network behavior. Many network security
problems are spread. Thus, it has to be redrawn by using digital forensics
system to diagnose and recover the security events. Digital forensics is also

called computer forensics. The network situation and behavior of the security
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events would be replayed by using computer forensics technology. The
network packets are captured in OLT (Optical Line Termination) by using a
traditional network forensics for GPON (Gigabit-capable Passive Optical
Networks). Due to the symmetrical network speed with 2.5Gbps, the forensics
task could not be handled in the high-speed situation. Some packets could be
lost and the forensics is incomplete. This thesis proposed a two-tier
architecture of forensics system with distributed loading. The system
components were developed: Snooping Agent, Analyzing Server, and Media
Processing Server. The System is design for GPON environment. Snooping
Agent on the ONU (Optical Network Unit) deals with the packet capturing of
SIP control channel, and the captured SIP packets are sent to the back-end
component (Analyzing Server). The port numbers of the data channels will be
figured out by Analyzing Server. According the port numbers, the audio and
video packets will be captured and delivered to Media Processing Server. All
of the session information and users data is stored in database and presented
with web interface for event search. This thesis presented the two-tier
structure of forensics system with distributed loading can reduce the loading
of the centralized analyzer and data storage. The most packets are filtered in

each ONU, and only the captured packets would be analyzed or stored.

Keyword: Gigabit Passive Optical Network, multimedia streaming,

Session Initiation Protocol, Session Description Protocol, digital forensics
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3| SIP Registrar 3 &pF > € 38 UA fedrg & =% T3>

#  # UA % Location Server &* # s FHLE # 2. F3 o
2 * Registrar Server & & 2 # 5 T K2t K 2
# # % o i ¥ Registrar Server ¢ ¥ Proxy Server &
Redirect Server % & -

% PPLE (Location Servers) :

3% RFC 2543 #74|%_> Location Servers # #-U A 5 * K&}

% UA 2 URLs F 3 ~IPAddress it~ &4 T2 45is...

FFM2FTHE -SIPUA 7 iv E 55 P~ Location Server 3

i% i Proxy Server ~ Redirect Server ~ & &#_ Register Server

BH F o
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l.

SIP register 3T

Location Server

- - - O-81epdng - - -

@
@
.
T
oD
@
I
&
©
@
‘B
e
Y]

[ | UA (SIP1)
SIP Proxy Server 192.168.1.100

B 2.2.3 SIP i 7 531y 42 H

SIP % T 382 iLp A AEACH] 223 Ao f # 7 X F
2 @Y IPAddress PFIf FREFLP 275 - FR* F 7

> UA € %38 Register 3 4 i 5= Proxy Server i£ {3
3P 2 {7 5 0§ Proxy Server 4l L fs 0 ¢ ikyyp UA
T k2 332 [P Address ~ SIP URL ¥2 Proxy Server
Z_ [P Address i#:i%¥ 3 Location Server izéfo :if = 74 (S »
Location Server ¢ ¥ % OK %t i I Porxy Server - %
UA #:4c3)d Proxy Server #7% 112 200 OK 3t 4 % >

kot SIP RRRTFLAM @ =S o
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2. Session call setup ¢ ki 5E =

Location Server

SIP1@192.168.1.100 SIP2@192.168.2.100

SIP/2.0 200 OK SIP/2.0 200 OK

—
SIP Proxy Server
ACK

B 224 ¢} FE2 - Proxy Mode

GPON

T Location Server

%[P Redirct Serverl SIP Redirect Server2

SIP1@1%2 SIP2@192.168.2.100
=
I
INVITE
|
I INVITE
1
1 302 Redirect
|
| INVITE
1
1 INVITE
|
1 200 OK
1
1 200|0K
|
200 @K
1
1 AICK
I
L -
| b L | 1

1\

Bl 2.2.5 ¢ 3k 52 = - Redirect Mode

SIP ¢ 3= 5 s 4335 > &~ %5 1) Proxy Mode ~ 2) Redirect
Mode » H 2= = jife 4B 2.24 - B 2.2.5° % SIP1 Z & % SIP2
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3.

> > SIPL ¢ # 40 INVITE 4 0 % Proxy Server {2 3|
6 i{ ¢ » Location Server # 33 SIP2 2 F %% i=n I % 5 3 i¥
INVITE 3t 4 % SIP2; % SIP2 Jc3|3: A i3 ¢ g5 INVITE 3t
L ordd 2 SDP T8 d 3RS gl kBB
& = R EL/Z3 91 SIP2.0 200 OK % SIP1+ 4 SIPI fc¥| 200
OK {5 ¢ %@ ACK 3 4% SIP2> Tk & SIP § a2+ %
A o

@ Proxy Mode £ Redirect Mode 2z % %] %&** Proxy Mode 2z
INVITE =t % % d Proxy Server i 5 % i¥;m Redirect Mode 2
INVITE =t % ®.d SIPl p 7€ 378 % -

GPON

| Location Server
SIP Redirect Server2
SIP2@192.168.2.100

SIP Redirct Serverl

SIP1@192. iﬁS.‘l_]\Jq

200 OK

[y

|
I
|
|
I
: BYE
|
1
|
I

B 2.2.6SIP § 3% 4T A I H

A AR AR 2260 FH MY hH P - 3 g
( ¢ SIPl s &id3z) SIPl ¢ % ¥ BYE
SIP2 4|3 & /5 ¢ # & 200 OK 3 4, -

—
w
(\®)
=1
e f"“
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B GPON 2 &7 5~ S B BE Az OLT ¥ #4773 4t¢ F
MANGET A FRE? > d 3 GPON B2 HEn g 5.3 7 i
2.5Gbps » wF B A G2 A FRFE B AT 2 FEL o d AT SRR N
¢ 3% 2 Control Channel Port Number Z ¢ #r#5. (Well-Known Port) »
Data Channel 3 #£¢ 4rig . (Unknown Port) > s AF 73K — & & 34 4
A2 4R XY GPON * Z25 ONU ~ #* Snooping Agent
A Z SR8 5 g 2k2 Control Channel » ¥ 4]#* UDP Tunnel #f%3#
xS AR} STk 32 Analyzing Server 0 (5 d  Analyzing Server
A7 g 4 orié * 2. Data Channel Port Number » ¥ 4 % Snooping Agent

BHEA TN L RS R B HE 0 £ 9% UDP Tunnel % 4tieid

¥ 3 (s AFT T PTK 3 2. Media Processing Server » % i € 2R R R4
AR
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AESFIBREALAGZ Y 2 AE A B - AR ARG T

AEABEH O AR L S AR ERP AL L RERY TR R
E

Server

s ‘00 [GRONMmmiA|  Rrmmn

Snooping

fsgus  Media Processipg
A Server

Y EREE R
UDP Tunnel for

Control Messages

>

SIP User

UDP Tunnel for
Media Data

BackBone
Streaming

Bl 311k SL7E 4l
R TR K A HEEACR] 3.0 Ak 5 GPON 2 R % fh
Hoe* 2 A BRER PTG

5 B A OLT &% 232t ONU >
#T3K 3" 2 Snooping Agent ~ *FEP~E fLifs > OLT & ONU & ~ 22
B % kA BE 6e 5 A kR Splitter B 45 (558 5 WA n B

4

Fs k2 7 A3 TR 32 Analyzing Server ~ Media Processing

Server ~ FALE ~ B Foim FE T2 Kk AL o
1. OLT (Optical Line Termination) : & 4 2 & =% OLT *c ¥ >t % >
% ¥ GE (Gigabit Ethernet)

ERE

oo R RERRIFE R BB G

AdRF % EB X E2 B FHndr 23 ONU Pz %1 o
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2. ONU (Optical Network Unit) @ & 5% gz * =% ONU 1 & g * ¢
FRER T VEed OLT #t# 2 RS 2 4l & 4 o
TR AP R A D 3 ONU &% & g ¥ o & Rt @0
M MEAY B BT T2 B omY I ONU &% 2 fF
2 H P BiE > iem 3 OLT &£ ONU R 3@ FH#EF -

3. POS (Passive Optical Splitter) : 4% &+ ;% &4 £ B POS H 7 5t &5 i &
B OLT 2&2% == ONU 2 & 7 Rk # > %51 Splitter 7 #-%
- A kEgEN 21 64 kR §T Al (4 OLT 1
ONU) ‘5§ Splitter p¥ » £ 4k € 3%5:F Splitter #5—@%?]?%&&\ S
A T_é‘fléia?l (ONU Z OLT) k% Splitter F¥ - Splitter ¢ :kﬁ—@ﬁ%]
FTALE® b id o Splitter { V iR T REHTT ARG 0T
B R saE

32 miEkt
Aol ERA S AR AR R A 2@ 7 GPON 3% kP-4
¢ 2_ Snooping Agent > 3™ {é 2% kst ® & 47 Control Channel 2. Analyzing

Server ~ 4 47 8 /it € ¥4t 2 Media Processing Server ~ k& &4 47 F 2

Fr‘}'}i"liﬁ:x*" ?I‘” %L o

3.2.1 Snooping Agent

A TR T 20k BLZE fE - Snooping Agent A 3K 3Rt R 2oy
ONU > £ € 3% A s #-AFT 3 #7F 2 41 ¢ §3i% 3 1238 Analyzing Server >
Z NI ool S VR &/ # - Bl4-® 3.2.1
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Snooping Agent

[ UDP/IP Tunnel Encapsulation

Embedded System

Uiy Co-Processor

TunnelPackets
Session Classifier
| RAM | SIP Packets
Ethernet Switch

Ethernet Interface E E E

GPON Interface FEthernet Switch EthemetTaterface

GPON ONU

GPON PHY

®] 3.2.1 Snooping Agent ~ i 7& H [l

* % %3t GPON ONU 41 #* 4 » 5% % % EP80579 7 i* Snooping
Agent ~ %A it L% k¥ SIP RE 7 EETE &K (Snooping) 1 iF
B2 A4 B FRT o R Ay irE 2 SIP BN g it i
P~4F #l » i%5:iF Snooping Agent ¥ Encapsulation 353t 2K 5
UDP &% % {84 Analyzing Server & {74 4727575 o

% SIP 3¢ jRiE* @3 ONU PF > ¢ i i 2 ONU i & 2
Snooping Agent > ¢ % Snooping Agent B Exizi:H-3% (promiscuous) @ =
sriR G2 4té g CPU ¥ i (7 EFMP o Ak~ 17 % SIP # in g
% 2. Control Channel Port Number = Well-Known Port » @ Data Channel
Port % Unknown Port » # /g L i& {7 Control Channel z_ & #7{s 4 i ¥ 3]
Data Channel F 3t o

% 3t # s~ Snooping Agent 2. Ethernet interface s > % Pcap Lib
AR B 2 AR * € K A Eg 2 2 V02 Session Classifier £ {7 ¥+ SIP
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Control Channel Port Number & 2~ - 4 CPU #P~3t¢ {8 » Snooping
Agent #-4|* Encapsulation # it #-& 4~3f¢ % UDP Tunnel (- 47
m % 4c b IP Header ¥2 UDP Header % %= UDP #f¢ ) @i > '&d &
GPON ONU *#74p:i# 2. Ethernet Switch 4 GPON %tz 3k 4 @ i# 01 ¥
#i% 3 15 =4 Analyzing Server i {74 47 > 45 1% 5 Unknown Port 2
Data Channel -

% {4 #¥ Analyzing Server 15 I} Data Channel Port {s - i #- Port
Number 2 Control Message i#% i UDP Tunnel #&:i¥ 2 Snooping Agent >
4 & Snooping Agent ¥ ik P& 7 {¥ 3|2 Port Number & SIP 2 ¢ /i ¢
HE M T RATREP~2 31 ¢ 4 UDP Tunnel #f ZHjFiZ I (523

Media Processing Server B & &% 75 ©
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3.2.2 Analyzing Server

Analyzing Server

SIP Control Message

User Information
ID URI

IP address

SDP Media Information

Audio/Video Information

\, J
r '
UDP/IP Tunnel Decapsulation
\ J

8] 3.2.2 Analyzing Server # it = 3. ]

2 PR 3H 2. Analyzing Server H fU* - Ak F Al AT ER 2
3ot PIRE - H i > BURBlAc B 3.2.2 - Analyzing Server i * 3t A
+7 Control Message » ¥ 45 11 ¢ /it ¢ 3% 2 Data Channel Port -

% Analyzing Server Jc 3| SIP #t¢ p% » 7 L ¢ 54 Decapsulation
#H 24t B R 2 R4s2 SIP #te ¥ A3t e pF > BB A5 Session
Description Protocol (SDP) F 7 #2418 /i ¢ 3 #7# * 2 Data
Channel Port Number - ¥ L 11 i€ * 5 T3l o § » 17 =% = (& > Analyzing
Server ¢ #7132 Port Number ¥ &% 4 Snooping Agent ™ B~ ¢

PR e T HATEI LR Y X T AL ST AEEITRES
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T g g I % ki Web Interface sV R IR F I o

3.2.3 Media Processing Server

Media Processing Server

SIP Media Data

.
Audio Video

. Data .%.

. J

[ UDP/IP Tunnel Decapsulation )

8] 3.2.3 Media Processing Server # sc > 5. ]

M 2 P73k 32 Media Processing Server & f* T fHA K2
SuRE e T PIRE > H o 2 BBl 4c B 3.2.3 - Media Processing
Server = * k4 47d Snooping Agent FFB~2 ¢ P it o RBRHAP F
A G F M E M (Audio Data) ~ 11 2 ik F A (Video Data) » I 7 #4457
g2 p FRBHEENWANBE I FTMAEY > BFH IR 2 Web
Interface & IR F 3L ©

Media Processing Server 7 -+ ¢ i% i Decapsulation # i #-d
Snooping Agent T3] UDP Tunnel 3% @:i%2 & X P /idte f24f >
Bd Rds SIP 3¢ %@t @ 52 SIP #4¢ BE N 5 A BAFTNT 2
BRI Fte o B F w2 #e #F* SIP Control Message - %_ Port

Number 7éi%:E RTP @ﬁ%} °
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Digital Forensics Management GUI

Linux OS

Audio/Video Stream
Management

Apache
Web Server

GNU C

Bl 3.2.4 B @ I ks

Ahv TR LB EHFIL LA BT X 46 (Digital
Forensics Management GUI) & ﬁ!&*? Linux ®% %32 PPREF > 2 HiF
v PHP #7237 - A# K FPREPRE AR KR g

R FRE M o AR B2 F g > BB R] 3.24
I

-~ S

B aikv fe g Y F kB THEr g
F - F o Ak 52 Linux (Ubuntu) 83 5 52T 5 5 A# > %53 GNU
C ~ Apache HTTPd/PHP £ MySQL---% Open Source B #EEE % 1 #k
B #R g I % $i2. Web Application e
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P TR A B 5

LR F AR BB Ao B 3.2.50 300t Bl
Lo BEEEY 1 & N Z - 52 B

user_prof Fil#4 ¥ session FALE 2 BB L > - lﬁ?@i“;é-ﬁ
f@:%g—;—g”ﬁ 5 i 3R > & user_prof £ session i - ¥ 5 2

B % 5 @ session FAl#& 2 media FAHAZF L - gl g
oA fE G B SY (REE S ) 0 & session ¥ media i - ¥

52 B % o
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2. SIP i3 3R 48 0 75 R

user prof

‘ user URI |user71P7address| user_ID |

PK EK

session

session ID call_ID caller_ID | callee_ID | audio_BW ‘ video BW ‘caller_IP_address |callee_IP_address ‘
PK FK

| caller_audio_port | callee_audio_port ‘ caller_wvideo_port | callee_video_port |

‘ duration |connection_sta.rt_time| session_start_time |connection_end_time | session_end_time |

media

media ID call_ID caller_audio_attributes | callee_audio_attributes | caller_wvideo_attributes |
PK

\ callee_video_attributes | receive_RTP_IP_address

file_name ]

Bl 3.2.6 SIP i 2t 358 B 7 48 BE 55 R
SIP i F B F AR B Bl 4B 3.2.6 77 > B¢ k7 PK
(Primary Key) 2. #f = % 1 % 314¢ > 5 5 FK (Foreign Key) 2.
Wi o

fmbat o

-ﬂ\:].
‘-ﬂF

SlgE s AFHELEA L 3 ERTHA T HE

2.1 user_prof F#L# ¢ »user URI Z & * -ﬁ’é »irsedi2. LA

;’,EQ,E\_"’S\:'EI——'H" j\?%ﬁi%,l'zﬁbj%ifé Fl‘f %;‘?sfﬁ"%

B

* 2 IP izab (user_IP_address) »

—\

%’*"ﬁ“’“ﬁ%q’f.’; ID ¢
# (user_ID) > ¥ 12 user ID #f =5 *H38% 514E > &2 session
AL £ ¢ 2 caller ID ¥ callee ID & i Bf B o

2.2 session FAL#& P ssession ID G-k SRELZ A R l4E Bk
- TR A Y s - g e TR 4B G g
W2 %5 (call ID) ~ § 48 % (audio BW) ~ AL 5
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2.3

(video BW) ~ i@ 3= PFR (duration) ~ 2 B 4o S R 2 FRF
(connection_start_time, connection_end_time) ~ ¢ 3 FF 402 %
k 2. P R (session_start time, session_end time) ; @
user_prof £ session FAlA Z BB L - ¥ 5 T Lo - B
* jﬁ? At Ui}’é‘%jﬁﬁ if\i’é‘ﬁif’é\i’?&*ﬁ S EHFTR &
user prof FHL 4 ¢ 2 user ID #f = #-¥F k1 session F AL
#.z_ caller ID ¥ callee ID 3 Bf B4 o

media FA 4 P > media ID 5 i RSBz 1 % 3l4E > B
- TR A e TR Y ST B
B TR T o2 F AR S
(caller audio_attributes, caller video attributes) ~ % Ppﬁ A g
o2 F MBS % B M (callee audio attributes,
callee video attributes) ~ £ 4z RTP 2. IP address ¥ Port
Number (receive RTP_IP, receive RTP Port) ~ 12 % #7§#¥ 75 2.

thE ¢4 (file_name) ; session T # & media FofL#& 2 B

Bia - - o - EHEFF - L IHMFT R s session
FH AP 2 call ID % h28% 314 > ¥k T media T4 A
# 2_ call ID -
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AR EHEHFE SIP B E AR 2B E - N2 I ERFELE L
Fo ARy A~ Hp L PLZ SIP RFTH2 37 @ﬁ%liﬁﬁ.—‘i’ﬁiﬁ Wireshark
RIS @ %] AR TR FT T 2 A5V 8k ud 2 Y VMware fn FR S

PR H F TR o

41 SIP #3F ¢ FHmAEP

AT TR R BRI TER L& & 5 Snooping Agent (!4 Ubuntu
12.04 = ¥ )~ Analyzing Server (*4 Ubuntu 12.04 = ¥ ) ~ Media Processing
Server (/4 Ubuntu 12.04 £ % ) > SIP g T %47 * 2_ 348 5 Linphone
3.5.0 (i * ** Microsoft Windows 7 T %3 5) o

Time Source Destination Protocol Length Info

2.950313 192.168.2.1 192.168.2.110 SIP 372 Request: OPTIONS sip:sip2@192.168.2.110
2.954606 192.168.2.110 192.168.2.1 SIP 442 status: 200 OK

2.983419 192.168.2.1 192.168.2.110 SIP/SDP 811 Request: INVITE sip:sip2@192.168.2.110, with session description
2.986611 192.168.2.110 192.168.2.1 SIP 334 status: 100 Trying

2.986612 192.168.2.110 192.168.2.1 SIP 399 status: 101 Dialog Establishement
3.014066 192.168.2.110 192.168.2.1 SIP 363 Request: OPTIONS 5ip:192.168.2.1:5060
3.042685 192.168.2.1 192.168.2.110 SIP 414 status: 200 OK

3.093507 192.168.2.110 192.168.2.1 sIp 385 status: 180 Ringing

3.816703 192.168.2.110 192.168.2.1 SIP/SDP 704 status: 200 OK, with session description
3.832041 192.168.2.1 192.168.2.110 SIP 390 Request: ACK sip:s5ip2@192.168.2.110
5.214742 192.168.2.110 192.168.2. SIP 386 Request: BYE sip:sipl@192.168.2.1

B 4.1.1 SIP i3 53t~ @%Jmﬁj_

AFE 3 A8 1 Wireshark BL% SIP R T 353t e B850 48 0 4o Bl
411 #iom o d AEEIIEE kg o SIP FRTFE B  L R B
INVITE 4% 183> 2% 3 SDP 2 200 OK 3 &L F/r % § th#rid * 2
FRMEARNENE AR EE BYE UL R AW o ATy b
INVITE 3t & ~SIP 200 OK 3t & ¥ BYE 4= B4t 2i7air/my 4

—

¢OATE 2 T o T B manit AR AP A ML TR 2 T A o

N
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4.1.1 INVITE

0%
Eaim\

. Follow UDP Stream e =

-Stream Content

|INVITE sip:sip2@192.168.2.110 SIP/2.0

via: sSIP/2.0/UDP 192.168.1.102:5060; rport;branch=z9hG4bk1901
[From: "sipl" <sip:sipl@192.168.1.102>;tag=24718

|To: "sip2" <sip:sip2@192.168.2.110>

icall-Ip: 10210

[CSeq: 20 INVITE

/Contact: "sipl" <sip:sipl@192.168.2.1>

Content-Type: application/sdp

/Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, INFO
Max-Forwards: 70

|User-Agent: Linphone/3.5.0 (eXosip2/3.6.0)

|Subject: Phone call

Content-Length: 287

|

\v=0

lo=sipl 4089 4089 IN IP4 192.168.1.102
|s=Talk

|c=IN IP4 192.168.1.102

t=0 0

m=audio 7078 RTP/AVP 0 8 101
|a=rtpmap:0 PCMU/8000

|a=rtpmap:8 PCMA/8000
|a=rtpmap:101 telephone-event/8000
la=fmtp:101 0-11

m=video 9078 RTP/AVP 98
|a=rtpmap:98 H263-1998/90000
|a=fmtp:98 CIF=1;QCIF=1

i.Entire conversation (4811 bytes)

| End || saveas || pint |© Ascn  © EBCDIC  © HexDump  © CAmays  © Raw
Help | Filter Out This Stream | [ Close |
B 4.1.2INVITE 2 i p %
INVITE & 2. p F4r@ 4120 & INVITE 47 » 2 B34 ¢ 7 #5%5
—‘F'Tk'i’ %%’éﬁi ID~IP & URI~i 3 ID--- % ; & 85732 g »
FHRE o
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4.1.2 SIP 200 OK

-k
=
fum‘

[ Follow UDP Stream —— . —

=3 =

|

[ Eind | Saveas || pint |© Ascr

~Stream Content

SIP/2.0 200 OK
via: sIP/2.0/uUDP

192.168.1.102:5060; rport=5060; branch=z9hG4bkK1901; received=192.168.2.1

From: "sipl” <sip:sipl@192.168.1.102>;tag=24718
To: "sip2"' <sip:sip2@192.168.2.110>;tag=18467
call-IDp: 10210

CSeq: 20 INVITE

contact: "sip2" <sip:5ip2@192.168.2.110>
Content-Type: application/sdp

User-Agent: Linphone/3.5.0 (eXosip2/3.6.0)
content-Length: 287

v=0

o=sip2 1149 1149 IN IP4 192.168.2.110
s=Talk

c=IN IP4 192.168.2.110

t=0 0

m=audio 7078 RTP/AVP 0 8 101
a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:101 telephone-event,/8000
a=fmtp:101 0-11

m=video 9078 RTP/AVP 98
a=rtpmap:98 H263-1998,/90000
a=fmtp:98 CIF=1;QCIF=1

Entire conversation (4811 bytes)

© EBCDIC ) HexDump

© CArrays

m.

@ Raw

[ Filter Out This Stream ] [

Close

SIP 200 OK

=

B

FRAER] & TR TG 2 TAHER o

& 4.1.3 SIP 200 OK 3t

P\
WA 2P F4c® 4.1.3 0 SIP 200 OK

0%
E,um»
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2

-
E,u:h

¢ R B

LA RTP 2 TP~ #7# % 2. 3 B4R IEEL ~ 11 97 ¥

(\x,

-7
7 w7

~
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=
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[
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4.13 BYE 54

- Fc;llow UDP Stream e "W TE .. |E @._ &
Stream Content-
BYE sip:sipl@192.168.2.1 SIP/2.0 B

via: SIP/2.0/uUDP 192.168.2.110:5060; rport; branch=z9hG4bk7941
From: "sip2" <sip:sip2@192.168.2.110>;tag=18467

To: "sipl' <sip:sipl@192.168.1.102>;tag=24718

call-Ip: 10210

CSeq: 2 BYE

contact: <sip:sip2@192.168.2.110:5060>

Max-Forwards: 70 i
User-Agent: Linphone/3.5.0 (eXosip2/3.6.0) "
content-Length: 0 -
|Entire conversation (4811 bytes) E
| Eind || Saveas || Print |© ASCI © EBCDIC  © HexDump © CAmays © Raw
[ Filter Out This Stream ] [ Close ]
L — S— — S— -

Bl 414BYE L p %
BYE 42 P} % 4c@ 414> BYE ;47 » 3 B3P & 32 call-ID 2

& > 1% % Media Processing Server € k& 4 4 o

SIP1 (caller) SIP2 (callee)

INVITE "
. 100: Trying
- 180: Ringing
- 200 OK
ACK

BYE

200 OK

B 4.1.5SIP &3l @M

31



= &2 SIP g;.x; IQ%J\,” FheB 4.1.5° FHEEH L = B
AET o TR TRIEMIL L FREFTTAAM TR

T - ] A A R 3L VMware B 2 F 0T e

42 ‘k—]—'ggg /nLgtl Pg ,; ‘,:f‘u

A~

/

*> VMware g %

PR
SN

Pz RIGR IR B ML Z Y VMware mFRE OB A K SLATRR
%Liﬁ,jaiﬁéﬁﬁiﬁﬂﬁiﬁﬁiﬁj@ﬁmﬁoiﬁﬁ'
7 B4 2. 72 5 ! Snooping Agent ~ Analyzing Server ¥ Media Processing
Server = B~ & o

> Snooping Agent = i #-* 3t E BT ReELE P 2 SIP T
I At g gt @] RTP #t# ; A=~ 12 Ubuntu 12.04 =% -

> Analyzing Server - i*#-% 3t 4o 47 9rREB 2 SIP 4t¢ T T @
i# Control message & Snooping Agent ¥ Media Processing
Server ; &~ =~ £ 12 Ubuntu 12.04 = % -

» Media Processing Server v it * 3t #T 8 P2 RTP 3¢
I # RTP 4t ¢ 2 Payload # £:& R = ¥ #7302 § 2 AL
% ; &=~ Ubuntu 12.04 & % -

> A ik SIP R T %%/ * Linphone 3.5.0 i 7 3= 4048 -
* B RS #-% > Windows 7 TR ¢ o

" Snooping Agent it @ % o0 Ak ALATH B2 FLFE 0 2 e AR

HREREER T TR SIP €3#4te o ¥ BiX 3 (55 Analyzing Server 4 {7
A1 SIP $ept 7 35 ¢ #7i¢ * 2_% gy Data Channel Port Number » T #z d

Analyzing Server *7% i# 2. Control message’ & & ~ 2 ¥ 3 {c ¢ X #71% ﬁ%l
2. RTP #F& o FJpt» & % 5973k 352 Snooping Agent = 2 §1* tcpdump
“r 3% 2. Libpcap Simple Sniffer[4] % 4 45 ¥ $##8~4+ ¢ [5] > %4270 1Y
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Libpcap 5 A& > #Pn ST BB+ TR e 2 SIP $RT @
& > T RFEP2 4+ ¢ 518 UDP/IP Tunnel Encapsulation = ;% i# ¥ UDP
socket I Analyzing Server 4~ 17; % % 3ugtZ Libpcap & FFEP~3t7 o
d »> SIP phone fi?ﬁa?]{ffe’ * port 5060 & H o AR B ECATE B2 R

—=

+ /i o P € #4258 P peap_compile 2 filter 3K % % F port 5060 0 §
ATt (80 BB r e B2 @ B > ¥ 2 UDP/IP Tunnel
Encapsulation = ;% :#-4+¢ @:i%¥ 1 Analyzing Server i&{7 ¢ 3 T2 &4 47 ;
HFE 4@ 421 M AR BT o

Capture Loop

1) Initilialize 2) Set Filter #
Network Interface (port 3060 for SIP) - 0) Caplirs Facket

4) UDP/IP Tunnel
Encapsulation

. 3)Send to
7) Exit - 6) Close Interface Analyzing Server

B 4.2.1 Snooping Agent ~ iz 2 SIP & /o2 4%

/* Simple Raw Sniffer

*/

/* To compile: gce simplesniffer.c -o simplesniffer -Ipcap
*/

/* Run as root!

*/

#include <stdio.h>

#include <pcap.h>
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#include <sys/socket.h>

#define MTU_SIZE 1514

#define INTERFACE "eth(0"
#define DEST 1P "192.168.2.101"
#define DEST PORT 5001

typedef unsigned short int uint16;
typedef unsigned char uint8;
typedef unsigned int uint32;

/7% Z_P &k 2. IP address ¥2 Port Number
int end_info;
struct sockaddr in ma;
int end_len = sizeof(ma);
ma.sin_family = AF_INET;
ma.sin_port = htons(DEST PORT);
ma.sin_addr.s addr = inet addr(DEST _IP);
end info = socket(AF INET, SOCK DGRAM, 0);

connect(end info, (struct sockaddr *)&ma, end len);

int aa;

aa = send(end_info, packet, hdr.len, 0);
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int aa;

aa = send(end_info, packet, hdr.len, 0);

int main(void){
char errbuf[PCAP_ERRBUF_SIZE];

pcap _t *phandle;

char *dev;

struct bpf program fp;

char filter exp[50] = "port 5060"; //Set filter condition
bpf u int32 mask; //netmask

bpf u int32 net; //ip address

struct pcap pkthdr header ;

const u_char *packet;

printf("%d\r\n", sizeof(header));

dev = pcap lookupdev(errbuf);

if( dev == NULL){
printf("Can't get dev %s\r\n", errbuf);
return -1;

}

else printf("Our dev = %s\r\n", dev);

if( pcap_lookupnet(dev, &net, &mask, errbuf) == -1){
printf("Can't get mask %s\r\n", errbuf);

return -1;
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b
phandle = pcap open_live( dev, 1600, 1, -1, errbuf);
if( phandle == NULL){

printf("open device failed : %s\r\n", errbuf);

return -1;

if( pcap compile(phandle, &fp, filter exp, 1, mask) ==-1) {
printf("Paser filter failed %s:%s\r\n", filter exp,
pcap_geterr((pcap_t*)errbuf));

if( pcap_setfilter(phandle, &fp) ==-1){
printf("Install filter failed : %s\r\n", filter _exp);

b
pcap_loop(phandle, 0, FilterSIP, NULL);
pcap_close(phandle);
return 0;
}//End of Main

" Analyzing Server ~ it/ % o A KK FPFEEGE Ao AT A K
MRATF 2R W M E AR RREE T o® 3 B Session A 478 % 2
Brgld » ##-H ¢ “re 72 Control Message #:i¥ T Snooping Agent ¥?
Media Processing Server 1% 3 % SedpBedte 2.3 T F|P » A % 33

®
Analyzing Server P& > o 3t {8 % pcap = NP3 & Z BT R g
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Jz) #Jzd Snooping Agent #7i#i¥ 2. UDPsocket; § &~ ~ 2 jc 5|3t ¢ pF
% ¢ 418 UDP/IP Tunnel Decapsulation #-3te f2it > T 5 F 8 A 47
2.3 38 s 458 SIP ¥ SDP T3 > # 4 SDP ¢ #r¢ 7 2 Control
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Analyzing Server #i#%4cd Snooping Agent #i¥2 SIP 4te pF - ¢ L
fx UDP socket Server #it » § A2;% e 3|4t # {8 ¢ L 5 UDP/IP
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# 2 SIP #&* 4 F3L (4 : userlD, userIP, userURI-- -%) % SDP ##
ST A (o GHTR Y 2 F 3 SBT3 5 e
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control message 4 17 kté » ¢ £ %51 UDP/IP Tunnel Encapsulation -
;i#-3te B:¥ 3T Snooping Agent ¥ Media Processing Server @ 1/ # 3%
C A AP A ARN BT o H it gl AR Ao B 423 0
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2) UDP/IP Tunnel 3) Analyze: SIP 4) Save to
: - Information ‘
Decapsulation Database

and SDP

1) UDP Socker Server 5) UDP/IP Tunnel
{receive SIP packets) Encapsulation
(control message)

6) Send to Snooping

7) Exit - Agent & Media

Processing Server

B 4.2.3 Analyzing Server ~ i 2_3f & EJZ 4%

#include<stdio.h>
#include<string.h>
#include<stdlib.h>

#include<sys/socket.h>

#define UNKNOW 0
#define SIP_INVITE 1
#define SIP_OK 2
#define SIP_ BYE 3
#define SIP. UNKNOW 9
#define MAXBYTES2CAPTURE 2048

//3% i structure 573 Y74 5 2 F 3

struct data
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char aa[50];

char stok[7];
char state1[6];

char state[6];

// 12 UDP socket server = ;% SIP ##
si_me.sin_family = AF_INET;

si_me.sin_port = htons(PORT);

si_me.sin_addr.s addr = htonl(INADDR ANY);

//bind socket to port
if( bind(s , (struct sockaddr*)&si me, sizeof(si me) ) ==-1)
{

die("bind");
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/| &4t SIP ¢ ¥ 918 F 2= BEF AT
int msg_type = UNKNOW;

if( strstr(state,"INVITE"))

d
msg_type = SIP_INVITE;

}
else if( strstr(stok,"200 OK"))

{
msg type = SIP_OK;

else if(_strstr(state,"BYE"))

d
msg_type = SIP_BYE;

}

else

{
msg_type = SIP._ UNKNOW;

switch(msg_type)

/| &%t INVITE F 34 47
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case SIP_INVITE:
{
char callerIP[20]; /20130425 20->30
s1=strstr(sipheader,"Contact: ");
printf("\n%s\n",s1);
sl=strstr(s1,"@");
s2=strstr(s1,">");

printf("\n%s\n",s2);

break;
/I &%+ SIP 200 OK 7 3t 4 47
case SIP_OK:
{
char callerURI[50];
s1=strstr(sipheader,"From: ");
sl=strstr(s1,"<");
s2=strstr(s1,">");
memset(callerURI, 0x00, sizeof(callerURI));
strncpy(callerURI,s1+1,s2-(s1+1));
memset(se.callerURI, 0x00,
sizeof(se.callerURI));
strcpy(se.callerURI,callerURI);
printf("\n%s\n",se.callerURI);
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//172 UDP socket i#:¥ Control msg © Snooping Agent
int aa;

aa = send(end_info, se.control msg, 40, 0);

I TR A
mysql init(&my connection);
//session table
if (mysql _real connect(&my connection,
"localhost", "sip", "sip","sip",0,NULL,0))
{

printf("Connection success\n");

H
break;

/I &%+ SIPBYE F 3t 4 45
case SIP BYE:

{
char callID2[20];

s=strstr((char*)sipheader,"Call-ID: ");

sl=strstr(sl," ");
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s2=strstr(s1,"\n");

f
break;

case SIP. UNKNOW:
printf("\n0\n");

default:
printf("\n00\n");

close(s);

return O;

% Snooping Agent %% $ 4T j¥_ Analyzing Server ¥ i# 2_ Control

Message F¥ » &~ = i -1 UDP socket server = ;% 4z » #%iF UDP/IP
Tunnel Decapsulation = 3% #- Control Message f&3td) &k » 35 113% € X 97
i * 4322 § 2 2. Data Channel Port Number> ¥ #-38 553k = % filter # ;
% fEP~1) RTP it# {8 » #-H % :iF UDP/IP Tunnel Encapsulation 3= RTP
3¢ B:ix T Media Processing Server ; H fZ ;N 4T o & 1T ;N 4o

4272 -
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Capture Loop

2) UDP/IP Tunnel 3) Set Filter » 4) Capture RTP
Decapsulation ' {udp port for RTP) Packets w

1) UDP Socker Server
{receive control message)

5)UDP/IP Tunnel
Encapsulation

DExt < e J
Processing Server

B 4.2.2 #4z Control Message {s$iB~ RTP #f& rJdZin4%
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/* Simple udp server by Silver Moon  */
#include <stdio.h> //printf

#include <string.h> //memset

#include <stdlib.h> //exit(0);

#include <sys/socket.h>

#define BUFLEN 100 //Max length of buffer
#define PORT 5003  //The port on which to listen for incoming data

#define MTU_SIZE 1514

#define INTERFACE "eth0"
#define DEST 1P "192.168.2.103"
#define DEST PORT 5005

//4] * struct &4 1 control message
struct{

char callerIP[20];

char calleeIP[20];

char audio_port[10];

char vedio port[10];

char filter audio[50];

} se;
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int main(void)

{

Y

//% % control message I &7 I struct ¥

char *msg = strtok(buf, " ");
printf("\nSIP Control Message :");
sprintf(se.callerIP, "%s", msg);
msg = strtok(NULL, " ");
sprintf(se.calleelP, "%s", msg);
msg = strtok(NULL, " ");
sprintf(se.audio_port, "%s", msg);
msg = strtok(NULL, " ");
sprintf(se.vedio_port, "%s", msg);

printf("\nCallerIP : %s", se.callerIP);
printf("\nCalleelP : %s", se.calleelP);
printf("\nAudio Port : %s", se.audio port);
printf("\nVedio Port : %s\n", se.vedio_port);
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si_me.sin_family = AF_INET;

si_me.sin_port = htons(PORT);

si_me.sin_addr.s addr = htonl(INADDR ANY);

//bind socket to port

if( bind(s , (struct sockaddr*)&si_me, sizeof(si_me) ) ==-1)

{
die("bind");

return O;
//End of Main
}
close(s);

return O;

@ Media Processing Server = i #7i§ 18 7|2 F|EpLEL 5 doi@ BB
|z RTP 4t¢ Payload & & 2 ¥ #c2 fh% » T #-H + (78T 52 8
XA BRGTT T REATFTRSE o % Media Processing Server #: it | d
Snooping Agent *T i@ ﬁa?li UDP socket #t# pF » 2 L% UDP/IP Tunnel
Decapsulation #-3f¢ fZ4t= RTP 4t > I A& 45 RTP #-— i g3k ¥ #re
Z2. T FF BRI RTP payload B = % T fE3 & — 47 2
# % ; % Media Processing Server ; 4p M A28 # 40 > H 3¢ @ o SR A7 4e
B 4.2.4-
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2) UDP/TP Tunnel ‘ 3) Analyze RTP
| Decapsulation payload

1) UDP Socker Server 4) Save RTP
(receive RTP packets) Payload to File

; 5) Transform to
fig it « Media Files

B 4.2.4 Media Processing Server - i 2_ 4+ & joJ2 42

#include<stdio.h> //printf
#include<string.h> //memset

#include<stdlib.h> //exit(0);

[/er B gz 2. RTP p %
void dumpPacket(unsigned char *buf, int length){
int 1;

printf("Receive Length = %d\n", length);

for (i=0;1i<length; i++)
{
printf("%02x ",bufli]);
if ((+1)%16==0)
printf("\r\n");
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else if ((i+1)%8 ==0)
printf(" ");

b
printf("\n");

/18 2= &

FILE *fileOut;

fileOut = fopen("input.bin", "ba");
for (1=54;1<length;i++)

{
fprintf(fileOut, "%c", bufli]);
b
fclose(fileOut);

} //End of dumpPacket

int main(void)

{

struct sockaddr in si_me, si_other;

char *audio port =NULL ;

/| $c RTP 4¢

si_ me.sin_family = AF _INET;
si_me.sin_port = htons(PORT);
si_me.sin_addr.s_addr = htonl(INADDR ANY);
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//bind socket to port
if( bind(s , (struct sockaddr*)&si_me, sizeof(si_me) ) ==-1)

{
die("bind");

close(s);

return O;
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