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摘        要 

 
 
 

安全和效率是加密系統上關鍵的問題。許多研究致力了於這兩個

問題。但是, 大多協議是不安全或不是效率。因此, 在本文裡, 我們

建構了基於雙線性之高效率且班全 n 選 k 的模糊傳輸機制和在車載

隨意網路上通信安全機制。我們並且分析我們的計劃安全和效率。在

以後分析, 我們能推斷我們 OT 機制是不僅安全比所有這其他現有

機制在帶寬消耗量還更高效率而我們在車載隨意網路上通信機制是

第一個能抵抗中間人攻擊, KCI 攻擊, 平行攻擊, 和達到相互認證。 
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ABSTRACT 
 
 

Security and efficiency are crucial issues in cryptosystem. Many 

researches have devoted to these two issues. However, most of the 

protocols are insecure or not efficiency. Henceforth, in this paper, we 

construct an efficient secure k-out-of-n oblivious transfer scheme and a 

communication secure scheme on VANETS based on bilinear pairings. 

We also analyze the security and efficiency of our schemes. After analyze, 

we can conclude that our OT scheme is not only secure but also more 

efficient in bandwidth consumption than all of the other existing 

oblivious transfer schemes and our communication scheme in VANETS is 

the first scheme which can against man-in-middle-attack, KCI attack, 

parallel session attack, and achieve mutual authentication. 
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Chapter 1 Introduction 

 
Recently, computer networks and the amount of information 

increased fast and large. Hence, the technology of the cryptography also 

broadly applied in many areas such Oblivious Transfer (OT) and 

Vehicular Ad Hoc Networks. So, the cryptography protocol will become 

very important in the application area. Security and efficiency are crucial 

issues in cryptosystem. Many researches have devoted to these two issues. 

In this paper, we study some researches in OT and VANETs and we find 

some protocol are insecure or not efficiency. Henceforth, we construct an 

efficient secure OT scheme and a secure communication scheme on 

VANETs based on bilinear pairings. 

This paper is organized as follows. The introduction is presented OT 

and VANETs in Chapter 1.1 and 1.2. Preliminary is shown in Chapter 2. 

In Chapter 3, we review Li et al.’s scheme[9] and present their weakness. 

Then, we show our protocol in Section 4. In Section 5, we will analyze 

the security and performance of our protocol. Finally, a conclusion is 

given in Section 6 

 

1.1 Oblivious Transfer 

Oblivious transfer (OT) has become an important primitive for 

designing secure protocol. Because it has an important feature, the sender 

cannot know which part of the transmitted messages the receiver will 

receive and the receiver cannot obtain extra messages that he had not 

chosen in advance, that can be applied in privacy protection. The original 
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OT was proposed by Rabin [32] in 1981. In the scheme, Alice sends a bit 

to Bob and Bob only has 1/2 probability to receive the bit. Subsequently, 

there are many flavors for OT schemes such as 1-out-of -2 

OT( )[1,2,17,33,35], 1-out-of-n OT( )[18,36,37], k-out-of-n 

OT( )[6,11,12,15,16,28], adaptive [14,25], interactive OT and 

non-interactive OT[35,38,39]. In 1985, Even et al.[34] first proposed a 

general OT scheme, 1-out-of-2 OT( ), in which the sender sends two 

messages to the receiver, and the receiver can receive only one of them. 

In 1987, Crepeau [3] proved that  and Rabin OT are computationally 

equivalent. One extension of  is 1-out-of-n OT ( ) in which the 

sender sends n messages to the receiver, and the receiver can only receive 

one of them. The more general form is k-out-of-n OT ( ), in which the 

sender sends n messages to the receiver, and the receiver can receive k of 

them. In adaptive , the sender sends n messages to the receiver, and 

the receiver can learn k of them in an adaptive manner. Most previous 

 schemes cannot be easily used to construct . They need to be 

run k times to construct an  scheme. Another form of OT is 

non-interactive. It means that the receiver doesn’t need to communicate 

with the sender during an OT process. It is a variation of interactive OT 

scheme, since the receiver had chosen the wished message in advance in 

the setup phase. 

1
2OT 1

nOT

k
nOT k

nOT

1
2OT

1
2OT

1
2OT 1

nOT
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nOT
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nIn 2004, Wang et al.[6], presented an efficient  scheme which kOT
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can conceal all sender’s secrets and can greatly reduce the sender’s 

communication cost. In 2005, Huang et al.[12], also proposed an efficient 

t-out-of-n OT. They claimed that their scheme is efficient than all existing 

OT schemes. However, their scheme has three rounds. This means their 

scheme lacks the round efficiency. In the same year, Zhang et al.s’[16], 

proposed two efficient t-out-of-n OT. Their schemes are based on DDH 

assumption and have 2k+3 times modular exponentiations 

operations(ME), (k+3)log2q bits communicational bandwidth cost for the 

receiver and 3n times ME, 2nlog2q bits communicational bandwidth cost 

for the sender. Also, in 2005, Chu, et al[5] proposed two efficient 

k-out-of-n oblivious transfer schemes with adaptive and non-adaptive, 

respectively. Their schemes are mainly based on the discrete logarithm 

problem. They claimed that their schemes are more efficient than all the 

previous ones. However, their schemes also base on DDH assumption 

and have O(k) ME, k log2 q bits communicational bandwidth cost for the 

receiver and O(n) ME, n log2 q bits communicational bandwidth cost for 

the sender. In 2006, Parakh [1] proposed an  scheme based on 

Elliptic Curve Cryptography (ECC). They use a scalar that multiplies a 

base point on the elliptic curve as the secret which can be deduced by the 

received. But indeed, the receiver cannot deduce such a scalar due to 

ECDLP. In the same year, Kim, et al.[35] proposed a new secure 

verifiable non-interactive oblivious transfer protocol using RSA. They 

claimed their scheme have the function to authenticate the sender and let 

one can not deny what he has sent to the others. But we found their 

protocol is unable to protect against the impersonation attack. Since if an 

1
2OT
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adversary E intercepts the messages it sent from Alice and modifies XA  

to X’A(≡(X’0,X’1)), then sends (X’A,MA,CA) to Bob. Bob will verify him 

as being authentic by using his private key dB and the sender’s public key 

e

B

A to decrypt CA, obtaining MA. Because CA is the signature of MA 

encrypted with Bob’s public key and has no relationship with XA’. E can 

successfully impersonate Alice. Moreover, in their scheme, there are two 

modulus, nA and nBB.  If they are not properly used, for example, if nA>nB, 

it will incur the reblocking problem. Also, in 2006, Zhang et al.[15] 

proposed two efficient t-out-of-n oblivious transfer schemes. They claim 

that both of their schemes are efficient. However, it needs three rounds. In 

2007, Ghodosi et al.[11] analyzes the security of Naor-Pinkas’ distributed 

OT and found their scheme doesn’t protect both the sender and chooser in 

the theoretic sense.  

B

n n

Although, there are so many OT schemes proposed. However, all of 

them lack of the efficiency consideration of communication bandwidth 

consumption. Henceforth, in this paper, we focus on the general form of 

OT scheme, , to propose a bilinear pairing based  which not 

only is secure but also possesses the low bandwidth consumption. 

kOT kOT

 

1.2 Vehicular ad hoc networks 

Due to the rapid development in the hardware technology, vehicular 

networks would be widely deployed in the coming years and become the 

most important application of ad hoc networks products vehicular ad hoc 

networks (VANETs) and many services promise superb integration of 

digital infrastructure into many aspects of our lives. VANETs are formed 
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by vehicle to, vehicle, roadside devices, base stations, and so forth. In 

VANETs, vehicles should provide accesses to the internet, 

communications among themselves, and services such as traffic 

information, vehicle diagnostics, cooperative driving, and entertainment 

services. Yet, security and efficiency are crucial issues. For example, it is 

essential to make sure that life-critical traffic information cannot be 

modified or injected by an attacker. A number of researches have 

investigated the safety and efficiency on VANETs [4,8,9,13,21,22,23]. In 

2005, Yang et al. [8] proposed a secure and efficient authentication 

protocol for anonymous channel in wireless communications. However, 

we found that their protocol suffers form the known plaintext attack. For 

in their protocol, if an adversary E eavesdrops on the communication line 

between the two communicating parties VN and HN and knows IDVN and 

(IDVN,T2,D,E,F)kh,v. E can guess a secret key kh,v to decrypt the latter. If 

the secret key is correct, E will find IDVN in the decrypted 

(IDVN,T2,D,E,F)kh,v. This violates the anonymous property of their 

protocol. In 2007, Li et al. [9] proposed a secure and efficient 

communication scheme, they claimed their scheme is secure, but we 

found that their scheme suffers from both the parallel session attack and 

unsafty of each vehicle’s secret key. We will describe this in Section 3 

and improve it in Section 4. In the same year, Raya et al. [26] proposed a 

“securing vehicular ad hoc networks”. However, we found that when 

vehicle A sends {B|K|T}PuKB and SigPrKA[B|K|T] to vehicle B, we can 

easily use A’s public key to obtain the session key from SigPrKA[B|K|T]. In 

2008, Wang et al. [30] proposed a novel secure communication scheme in 

vehicular ad hoc networks. We also found the same weakness in their 

5



scheme. Because in the scheme, when vehicle A sends {B|SK|T}PuKB and 

SigPrKA[B|SK|T] to vehicle B, we can easily use A’s public key to obtain 

the session key SK from SigPrKA[B|SK|T]. Moreover, in both Raya et al.’s 

and Wang et al.’s schemes when a member leaves, it does not involve an 

updating process for the group key. Therefore, a left member can use the 

old group key to decrypt group messages. In other words, their protocol 

doesn’t have the forward and backward secrecy. Therefore, we propose a 

secure scheme in this area based on bilinear pairings to resolve the 

unsolved problems. 
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Chapter 2 Preliminary 

 
This section we briefly introduce some related work that are used 

through the paper. 

 

2.1 Bilinear pairings 

In 2001, bilinear pairings, namely the Weil pairing and the Tate 

pairing, defined on elliptic curves were proved and applied to 

cryptography. Since then, many protocols have been designed based on 

the Weil pairing [7,10,24]. In the following, we briefly describe the basic 

definitions and properties of bilinear pairings. 

 Let P be a generator of G1 that is a cyclic additive group whose order 

is a prime q ,and G2 be a cyclic multiplicative group of the same order q. 

It is assumed that the discrete logarithm problem (DLP) in both G1 and 

G2 is difficult. A bilinear pairing has the same security level as DLP [10] 

and is a map e: G1×G1→G2 with the following conditions. 

(1) Bilinear: , for any a,b∈Zabe(P,Q)e(aP,bQ)= q and P,Q∈G1. 

(2) Computability: There is an efficient algorithm to compute ( P, Q) for 

all, P,Q∈G1.   

(3) Non - degenerate: there exists P∈G1 and Q∈G1 such that 

. 1G∉e(P,Q)

After showing what is a bilinear map, we introduce the following 

problems in G1: 
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– Discrete Logarithm Problem (DLP): Given two group elements P 

and Q, find an integer n, such that Q = nP whenever such an integer 

exists. 

– Decision Diffie-Hellman Problem (DDHP): For a, b, c ∈ Zq* , 

given P, aP, bP, cP, decide whether c ≡ ab mod q. 

– Computational Diffie-Hellman Problem (CDHP): For a, b ∈ 

Zq*, given P, aP, bP, compute abP. 

– Decision Bilinear Diffie–Hellman Problem (DBDHP): Given P, 

aP, bP, cP for a, b, c  and z∈G2, decide whether z = e(P,P)*
qZ∈ abc.  

 

2.2 Blind Signatures from Pairings 

In 2002, Paterson [17] proposed an ID-based signature scheme from 

pairings on elliptic curves. In 2003, Wuu et al.’s [19] modified Paterson 

scheme to a blind signature protocol. In the following, we briefly describe 

their modification. 

Assume that Alice has a message m, she wants to ask Bob to sign on 

the message m blindly. Let Bob’s public key is QB=H1(IDB) and private 

key is DB=sQB. 

Step 1: Alice selects a random number t1∈Zq
*, computes m’=t1H2(m) 

then sends m’ to Bob. 

Step 2: After receiving m’, Bob selects a random number k∈Zq
*. He 

computes R1=kP, S1=k-1m’P and S2=k-1DB, then sends back 

R1,S1,S2 to Alice. 

8



Step 3: After receiving R1,S1,S2, Alice selects a random number t2∈

Zq
* and computes the signature (R,S) of m, by computing 

R=t2R1=t2kP,and S = t2
-1(t1

-1S1+H3(R)S2) = t2
-1(t1

-1k-1m’P+ 

H3(R)k-1DB)=t2
-1(t1

-1k-1t1H2(m)P+H3(R)k-1DB) 

= t2
-1(k-1(H2(m)P+H3(R)DB). 

To verify the signature (R,S) on message M, the verifier computes 

e(R,S) and compares the result to value e(P,P)H2(m)．e(Ppub,QB)H3(R). If these 

two values in G2 match, the signature is accepted, otherwise, it is rejected.  

The computation is shown as follows. 

e(R, S)=e(t2kP, t2
-1(k-1(H2(m)P+H3(R)DB)))= e(P, H2(m)P+H3(R)DB) =  

e(P, P)H2(m)．e(P, DB)H3(R) = e(P, P)H2(m)．e(PPub, QB)H3(R)
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Chapter 3 Li et al.’s scheme 

 
In 2007, Li et al. [9] proposed a secure and efficient scheme for 

vehicular ad hoc networks. But we found some flaws in their protocol. In 

the following, we first list the definitions of used notations then review 

the method. After that, we present our attack on their flaws. 

 

3.1 Definitions of used notations 

   In this section, we list the definitions of used notations in Li et al.s’ 

protocol as follows. 

TTP: a trusted third party. 

VIDi: the identity of vehicle i. 

RIDi: the identity of roadside device i. 

SIDi: the identity of service provider i. 

Vi : vehicle i. 

Rj : roadside device j. 

Si: service provider i. 

(PKSi,SKSi): a public and private key pair of service provider Si. 

VKi: Vi’s secret key. 

SPKSi: Si’s secret key. 

RKj: Rj’s secret key. 

tag#: an unique tag number for a request. 

hop: the number of hops a message can be transmitted. 

rl: the identity of roadway section l. 

10



ESi: an emergency signal issued by vehicle i. 

MAC: the message authentication code defined by MAC=H(K,m), where 

m denotes the message and K is the protection key. 

Mi: the receipt of a service access for user i to access the service that Si 

provides. 

AC: an authorized credential. 

H(.): a collision-free and public one-way hash function. 

♁: an exclusive OR operation. 

H(SK): the hash value of group secret key SK shared among all nodes in 

the network. 

t: a value whose bit length depends on the actual frequency of usage (i.e. 

if t’s length is set according to the months in a year, then t’s length 

would be 12) 

Ht(SK): an one-way hash chain represents that message m has been 

hashed t times. 

Ti: a timestamp of vehicle or roadside device i. 

a∥b: the concatenation of message a and b. 

EPKsi{x}: message x is encrypted with service provider Si’s public key 

PKSi. 

DSKsi{x}: message x is decrypted with service provider Si’s private key 

SKSi. 

 

3.2  Review Li et al.s’ protocol 

Li et al.’s non-interactive ID-based scheme uses of members’ IDs to 

establish a secure trust relationship between communicating vehicles, and 

11



a blind signature-based scheme for vehicle-to-roadside device 

communication which allows authorized vehicles to anonymously 

interact with their service roadside devices. Their scheme includes a 

pre-deployment phase and three communication scenarios: Scenario 1: 

secure communications between vehicles, Scenario 2: secure 

communications between vehicles and roadside devices, and Scenario 3: 

a secure and efficient communication scheme with privacy preservation 

(SECSPP). We briefly describe their protocol as follow: 

 

3.2.1 Pre-deployment Phase 

    Let n=p1*p2*p3*p4 and TTP’s public/private key pair be (e,d) 

satisfying ed=1 mod ψ (n). TTP first chooses four relative prime 

numbers pjs that (pj-1)/2 is prime, for j=1 to 4. Then TTP performs some 

actions to deal with three cases: (a) handling new vehicles, (b) handling 

new roadside devices, and (c) Handling new service providers. We 

describe each of them as follows. 

(a) Handling New Vehicles: 

TTP presets Vi’s identity as VIDi, the roadway section identity as rl, 

the group’s secret key Ht(SK) and Vi’s secret key VKi= e*logg(VIDi
2) 

modψ(n). Then, it sends them to Vi in the network through a secret 

channel. 

(b) Handling New Roadside Devices: 

TTP presets the Ri’s identity as RIDi, the roadway location identity 

as rl, the initial group secret key Ht(SK) and the length of t, and 

12



RIDi’s secret key RKi=e*logg(RIDi
2) modψ(n). Then, TTP sends 

them to Ri in the network through a secret channel. 

(c) Handling New Service Providers: 

TTP issues (SIDi, Ht(SK), rl, SPKSi=e*logg(SIDSi
2) modψ(n) ) and 

generates an asymmetric public/private key pair (PKSi,SKSi) for 

service provider Si. 

 

3.2.2 The three Scenarios 

After pre-deployment phase, Li et al.s’ protocol performs the 

following three scenarios. Here, we only demonstrate each 

scenario’s function. The details can be refered to [11]. 

Scenario 1: Secure Communications between Vehicles. 

It is a secure communication mechanism with mutual 

authentication between vehicular nodes Vs and Vd. 

According to this phase, Vs can discover the path to Vd 

and establish the session key. 

Scenario 2: Secure Communications between Vehicle and 

Roadside Device.  

It is a secure communication mechanism with mutual 

authentication between vehicular nodes Vs and roadside 

device Rj. According to this phase, Vs can discover the 

path to Rj and establish the session key. 

Scenario 3: A Secure and Efficient Communication Scheme 

with Privacy Preservation (SECSPP). 

In this phase, when a vehicle wants to access 

13



pay-services, he must first obtain the authorized 

credential and then use it to access services 

anonymously. The service provider can not link the 

authorized credential to the user’s identity. There are two 

phases in this scenario: (a) access authorization phase 

and (b) access service phase. In the following, we only 

briefly depict these two phases for illustrating their 

protocol weakness. 

(a)Access Authorization Phase: 

When Vi wants to anonymously access pay-services 

from Rj, he must get an authorized credential ACi from 

Si by presenting the receipt Mi as shown in Figure 1, 

where C=(SIDi
2)H(TVi)*VKi and C’=(VIDi

2)H(TVi)*SPKSi. 

 
Figure 1.access authorization phase 

(b)Access service Phase 

After phase (a), Vi uses the authorized credential to 
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access the pay-services without disclosing any 

information about his identity VIDi as shown in Figure 

2, where C=(SIDi
2)H(TRj)*RKj and C’=(RIDj

2)H(TVi)*SPKSi. 

 

Figure 2.access service phase 

 

3.3 Security Analysis of Li et al.’s protocol 

Although, Li et al. claimed that their protocol can achieve secure 

communication between any parties. However, we found some flaws 

in their scheme. We describe them as follows. 

(a) Violation of anonymous property insecure secret keys:  

For handling new vehicle Vi in the pre-deployment phase, TTP 

sets Vi’s secret key as VKi=e*logg(VIDi
2) modψ(n). A malicious 

group member can obtain VIDi by using the hashed group secret 

key Ht(SK) to XOR the message Ht(SK) ♁

15



(tag#,VIDs,VIDd,hop,TVs,rl,C ♁ (tag# ∥ VIDs ∥ VIDd ∥ TVs ∥ a) 

broadcast by Vi in Scenario 1 or the message Ht(SK)♁(ESi, VIDi, 

RIDj, TVi, rl, C♁(ESi∥VIDi∥RIDj∥TVi∥a) broadcast by Vi in 

Scenario 2. This violates the anonymous property. Moreover, if 

two malicious group members, Va and Vb, collude and share their 

secret keys, VKi and VIDi, for i∈{a,b}. For VKa=e*logg(VIDa
2) 

+k1ψ(n) and VKb=e*logg(VIDb
2) +k2ψ(n), they can compute 

(VKa-VKb)=( e*logg(VIDa
2)-e*logg(VIDb

2))+(k1-k2)ψ(n), where 

k1 and k2 are two integers. Since (VKa-VKb) and 

(e*logg(VIDa
2)-e*logg(VIDb

2)) are two fixed values. Let 

k3=(k1-k2), they can figure outψ(n) by setting k3 from 1 to a 

proper value whichψ(n) can be figured out. This makes the 

secret keys in the system insecure. Thus, the system is broken. 

(b) parallel session attacking: 

An adversary E can concurrently pretend both the user and server 

respectively in the communication line by operating two 

“windows” as shown in figure 3. In the figure, Vi sends access 

pay-service message (VIDi, SIDi, TVi, C♁(VIDi∥SIDi∥ACi’∥

Mi∥TVi)) to Si
* (E pretends S as Si*). After receiving the access 

pay-service message, E impersonates Vi as Vi* and forwards the 

message to Si immediately. Due to above communication, Si will 

verify the receipt Mi and ACi’ as valid and send C’♁(SIDi∥VIDi
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∥ACi’’∥TSi) back to Vi
 * which E pretends. After receiving {C’

♁(SIDi∥VIDi∥ACi’’∥TSi)} from Si, E forwards { C’♁(SIDi∥

VIDi∥ACi’’ ∥TSi)} to Vi immediately. Vi will verify { C’♁

(SIDi∥VIDi∥ACi’’∥TSi)} as valid. E can therefore success with 

a non-negible probability so long as the message is transmitted in 

time. E can then publish certain unreal message about S on his 

site to influence Vi making unproper decision. To solve this 

problem, we append each communicating party’s IP address to 

the transmitted message. For example, the source node can sign 

on his IP into the application layer of the transmitted packet. We 

will describe this in the following section.  

 
Figure 3.parallel session attack 
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Chapter 4 Proposed schemes 

 
In this section, we present our OT scheme in section 4.1 and 

communication scheme in section 4.2. 

 

4.1 Proposed k-out-of-n OT scheme 

In this session, we present a k-out-of n OT scheme based on bilinear 

pairing. Our scheme consists of two phases: (1) setup phase, (2) data 

transfer phase. The details of our protocol are executed as follows and 

also illustrated in Figure 4. 

(1) Setup phase 

Initially, there is a public system parameter set, {G1,G2,q,P,e,H}, 

where G1 be a cyclic additive group generated by P whose order is a 

prime q , G2 be a cyclic multiplicative group of the same order q, e is a 

bilinear pairing mapping e: G1×G1→G2 ,and H be a one-way hash 

function H:{0,1}*
→G1. R is the receiver and S is the sender. 

(2) Data transfer phase. 

(a). R randomly chooses n integers si (for i=1,2,…,n), t and w. He then 

computes Ai = wsiP, Bj = tsσjP (for j=1,2,…,k) and V=tP, where σj 

is the index of n random the integers ss chosen by R. Then R sends 

A1,A2,…,An,B1,B2,…,Bk and V to S. 

(b). S randomly chooses an integer r, computes Ci=mi♁H(e(Ai,V)r) 

and Dj=rBj. Then he sends Ci,C2,…,Cn,D1,D2,…,Dk to R. 
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(c). After receiving C1,C2,…,Cn,D1,D2,…,Dk , R computes mσj=cσ

j♁H(e(Dj,P)w) to obtain mσj. 

 

Figure 4. Our k-out-of OT 
 

4.2 proposed communication scheme 

For there still lacks a secure scheme in VANETs, in this section, we 

propose a novel secure protocol based on bilinear pairings. We first list 

the definitions of used notations in Section 4.2.1, and present our scheme 

in Section 4.2.2. 

 

4.2.1 Definitions of used notations 

In the following, we only list the definitions of used notations in our 

protocol which are not listed in Section 4.2.1. 

G1: a cyclic additive group with order q 

G2: a cyclic multiplicative group with order q 
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 P: a generator of G1

e: G1×G1→G2 be a bilinear pairing 

f : a public one-way hash function with arbitrary input length and fixed 

output length 

H1 :G1→{0,1}* 

H :G2→{0,1}* 

s: the private key of TTP 

Ppub(=sP): the public key of the TTP 

QVi(=H(VIDi)): the public key of Vi

SVi(=sQVi): the private key of Vi

QSi(=H(SIDi)): the public key of Si

SSi(=sQSi): the private key of Si

QRi(=H(RIDi)): the public key of Ri

SRi(=sQRi): the private key of Ri

hij(=H(Si,Qj)=H(Qi,Sj)): a common secret shared between node i and node 

j. 
 

4.2.2 Our proposed communication protocol 

 As in Li et al.s’ protocol, our scheme also contains a pre-deployment 

phase and three communication scenarios. 

 

(1). Pre-deployment Phase 

     TTP selects P as a generator of G1, s as his secret key and computes 

Ppub=sP as his public key. When a new vehicle Vi or new service 

provider Si joins, TTP computes their public/private key pairs as 
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QVi(=H(VIDi))/SVi(=sQVi) and QSi(=H(SIDi))/SSi(=sQSi), 

correspondingly. 

 

(2).  Scenario 1: Secure Communications between Vehicles 

For this scenario, we show our protocol as follows and 

also depict it in figure 5. 

Step 1: For initiating a route discovery process to 

establish a route, Vs generates a unique tag# and 

a random number a. He computes C 

=H(e(SVs,aQVd))andCs=♁(tag#||VIDs||VIDd||TVs), 

where TVs is Vs system timestamp. Then, Vs 

broadcasts the route discovery message (tag#, 

VIDs, VIDd, hop, TVs, rl, hVsVd♁(tag#∥VIDs∥

VIDd∥TVs∥Cs∥aQVs)), where hVsVd = H(e(SVs, 

QVd)) is the pre-computed secrecy shared 

between Vs and Vd. 

Step 2: When a vehicle receives the message, it checks 

to see if (hop--)≦0, if so the system drops the 

message; otherwise, it checks to see if itself is 

the destination VIDd. If this is not the case, the 

vehicle forwards the message (VIDs, VIDd, hop--, 

TVs, rl, hVsVd♁(tag#∥VIDs∥VIDd∥TVs∥Cs∥

aQVs)) to its neighboring nodes; otherwise, it(Vd) 

uses his hVSVd and XORs the received message to 
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obtain (tag#∥VIDs ∥VIDd ∥TVs ∥Cs ∥aQVs). 

Then he decrypts Cs by computing C’= 

H(e(aQVs,SVd)) and Cs♁C’ to obtain (tag#∥

VIDs∥VIDd∥TVs). Vd then selects a random 

number b and computes δ=H(e(aQVs,bSVd)), δd =δ

♁ (tag#||VIDs||VIDd||TVd) and the session key 

sk=f(δ||0). He then sends (tag#, VIDd, VIDs, hop, 

TVd, rl, hVsVd♁(tag#∥VIDd∥VIDs∥TVd∥rl∥δd 

||bQVd) to Vs along the backward path. 

Step 3: Vs uses hVsVd to decrypt the message, obtaining 

(tag#∥VIDd∥VIDs∥TVd∥rl∥δd ||bQVd). He 

then computes δ’=H(e(aSVs,bQVd)) to decrypt δd, 

obtaining (tag#∥VIDd∥VIDs∥TVd). Finally, he 

computes the session key sk= f(δ’||0). Vs and Vd 

can then use this session key to communicate 

with each other. 
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Figure 5. secure communications between vehicles 

 

(3). Scenario 2: Secure Communications between Vehicle and  

Roadside Device 

For this scenario, we show our protocol as follows and 

also depict it in figure 6. 

Step 1: Vi selects a random number a, computes 

C=H(e(SVi,aQRj)) and Ci=C ♁

(ESi||VIDi||RIDj||TVi). He then sends (ESi, VIDi, 

RIDj, TVi, rl, hViRj♁(ESi∥VIDi∥RIDj∥TVi∥rl || 

Ci ||aQVs) to Rj, where hViRj = H(e(SVi, QRj)) is a 

pre-shared secrecy shared between Vi and Rj. 

Step 2: On receiving the message from Vi, Rj first 

checks the validity of TVi to see if it is in time. If 
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it is, Rj decrypts the message by using hViRj, 

obtaining (ESi∥VIDi∥RIDj∥TVi∥rl ||Ci ||aQVi). 

He then checks the validity of VIDi. If it is valid, 

Rj selects a random number b, computes 

δ=H(e(aQVi,bSRj)),δj =δ♁(ESi||RIDj||VIDi∥TRj) 

and the session key sk=f(δ||0). Then, Rj sends 

(ESi, RIDj, VIDi, TRj, rl, hRjVi♁(ESi∥RIDj∥VIDi

∥TRj∥rl∥δj ||bQRj) to Vi,where hRjVi= H(e(QVi, 

SRj))= hViRj. 

Step 3: On receiving the message from Rj, Vi first 

checks the validity of TRj to see if it is in time. 

If it is, Vi uses hViRj to decrypt the message, 

obtaining (ESi ∥ RIDj ∥ VIDi ∥ TRj ∥ rl ∥ δj 

||bQRj). He then computes δ’=H(e(aSVi,bQRj)) 

and the common session key as sk= f(δ’||0). 
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 Figure 6. secure communications between vehicles and roadside devices 

 

(4). Scenario 3: A Secure and Efficient Communication Scheme 

with Privacy Preservation 

This scenario consists of two phases: (a) access 

authorization phase, and (b) access service phase. We 

describe them as follows and also depict them in 

figure 7 and figure 8 respectively. 

(a) Access Authorization Phase: 

For this phase, Vi and Si perform the following steps. 

Step 1: Vi selects a random number α and computes 

the authorized credential ACi as ACi = f(Mi∥  

VIDi). Then, he computes ACi
* = α*ACi ,  

σVi=H(e(f(IPVi)SVi, QSi)) and sends (f(IPVi), σVi, 
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ACi
*) to Si. 

Step 2: On receiving the message form Vi, Si check to 

see whether σVi=H(e(f(IPVi)QVi,SSi)). If it 

holds, Si selects a random number k, 

computes R1=kP, S1=k-1ACi
*P, S2=k-1SSi and 

σSi=H(e(f(IPSi)QVi,SSi)). Si then sends R1,S1,S2, 

f(IPSi) and σSi to Vi. 

Step 3: After receiving the message from Si, Vi checks 

to see whetherσSi =H(e(f(IPSi)SVi,QSi). If it 

holds, he computes (R,S), the signature of 

ACi, as R=αR1 and S=α-1(α-1S1+H1(R)S2) 

After step 3, any one can verify (R,S) by computing 

whether the equation e(R,S)=e(P,P)ACie(PPub,QSi)H1(R) 

holds. 
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Figure 7. access authorization phase 

 

(b) Access service Phase 

For this phase, Vi uses the authorized credential to 

access service anonymously and Si doesn’t need to 

provide the service to Vi anonymously. It performs 

the following steps. 

Step 1: When Vi wants to access the pay-service from 

the roadside device Rj, he selects a random 

number a, computes hViSi’=H(e(aSVi,QSi)) and   

σVi=H(e(f(aIPVi)SVi,QSi)). He then sends the 

request message hViSi’♁(Request, RIDj, ACi, 

ACi*, TVi, f(aIPVi), σVi), aQVi to Rj

Step 2: After receiving the message form Vi, Rj selects 

a random number b and forwards 

RIDj ,TRj ,hRjSi♁( hViSi’♁( Request, RIDj, ACi, 

R, S, TVi, f(aIPVi), σVi), aQVi, bQRj) to Si, where 

hRjSi=H(e(SRj,QSi)) is a pre-shared secrecy 

between Rj and Si. 

Step 3: After receiving the message form Rj, Si 

obtains bQRj then uses hRjSi to decrypt and 

computes hViSi’’=H(e(aQVi,SSi))=hViSi’ to 

decrypt the result, obtaining (Request,RIDj, 

ACi, R, S, TVi, f(aIPVi), σVi). Then he checks to 

see whether σVi=H(e(f(aIPVi)QVi,SSi). If it holds, 
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he verifies the validity of authorized credential 

by checking whether e(R,S) = 

e(P,P)ACie(Ppub,QSi)H1(R) holds or not. If it holds, 

Si selects a random c and computes the 

temporary service Tski=H(e(aQVi,bQRj)cs||ACi||0) 

and σSi=H(e(aQVi, f(IPSi)SSi)). Then, Si sends 

(f(IPSi), σSi, SIDi, TSi, hRjSi♁(permision,acQVi, 

ACi, TSi), hSjVi’♁bcQRj) to Rj. 

Step 4: After receiving the message form Si, Rj uses 

hRjSi to decrypt hRjSi♁(permision, acQVi, ACi, 

TSi). He then can obtain the temporary service 

key by computing Tski’= 

f(H(e(acQVi,bSRj))||ACi||0). After that, he 

selects a random number b2 and sends (f(IPSi), 

σSi, hSjVi’♁bcQRj, Tski’♁(RIDj,b2,TRj)) to Vi. 

Step 5: After receiving the message form Rj, Vi checks 

to see whether σSi=H(e(aSVi, f(IPSi)QSi)). If it 

holds, he uses hSiVi‘ to decrypt hSiVi’♁bcQRj, 

obtaining bcQRj. He then computes Tski’’ = 

f(H(e(aSVi,bcQRj))||ACi||0) to decrypt (Tski’♁

(RIDj,b2,TRj)), obtaining (RIDj,b2,TRj). Then, 

he computes MAC=f(Tski’’,b2+1) and sends 

MAC to Rj.   

Step 6: After receiving the message form Vi, Rj 
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checks to see whether MAC= f(Tski’,b2+1). If 

it hold, finally, Vi and Rj can use TSKi= 

f(H(e(aSVi, bcQRj))||ACi||0) for securing the 

subsequent data traffic in the access service 

phase. 

 

 

Figure 8.access service phase 
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 Chapter 5 Security and Performance analysis 

 
In this session, we analyze the security and performance of our OT 

scheme in section 5.1, analyze security and performance of our 

communication scheme in section 5.2. 

 

5.1 Security analysis  

In this session, we analyze the security of our scheme in Section 

5.1.1 and we also compare its communicational cost with the other 

related work in Section 5.1.2. 

 

5.1.1 Security Analysis of OT protocol 

In this section, we examine the security of our scheme by using the 

following dimensions. 

(1). Correctness:  

When receiving messages, Ci,C2,…,Cn,D1,D2,…,Dk, R can correctly 

decrypt Cσ1, Cσ2,…,Cσk to obtain the messages mσ1,mσ2,…,mσk, 

which he had chosen by computing mσj=Cσj♁H(e(Dj,P)w) = 

Cσj♁H(e(rBj,P)w) = Cσj♁H(e(rtsσjP,P)w) = Cσj♁H(e(wsσjP,tP)r) = 

Cσj♁H(e(Aj,V)r). 

(2). Assurance of the sender’s privacy:  

The sender sends message mi which is protected by XORing 

H(e(Ai,tP)r). If R wants to obtain extra messages which he didn’t 

choose, he need to know the number r. However, solving the random 
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number r from V is computationally infeasible due to the ECDLP 

assumption. 

(3). Assurance of the receiver privacy:  

The receiver’s k choices in the n random numbers ss, sσ1, sσ2,…, sσk, 

are enciphered in Ai (= wsiP) and Bj (=tsσjP). After receiving 

A1,A2,…,An,B1,B2,…,Bk and V(= tP) from R, S can not compute sσ1, 

sσ2,…, sσj in polynomial time due to the ECDLP assumption. 

Therefore, the sender can not know which k messages, mσj, for j=1 

to k, the receiver chose. 

(a). Against dishonest receiver: In our k-out-of-n OT scheme, if R is 

dishonest in computing Bj(=tsσjP, for i=1,…,k) or V=(tP), R can 

not obtain the correct mσj by computing mσj =Cσj♁H(e(Dj,P)w)= 

Cσj♁H(e(rBj,P)w)≠Cσj♁H(e(Aj,V)r) = Cσj♁H(e(wsσjP,tP)r) = 

Cσj♁H(e(rtsσjP,P)w).  

 

5.1.2 Security Analyze of Communication protocol 

In this session, we discuss the security of our protocol. We argue that 

our scheme can satisfy the following security requirements: (1) 

mutual authentication and preventing replay attack (2) against KCI 

attack (3) against man-in-middle attack.(4) against parallel session 

attack (5) anonymity. We describe them as follows. 

(1) Mutual authentication and preventing replay attack  

Our protocol can achieve mutual authentication in each case of (a) 

secure communications between vehicles, (b) secure 
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communications between vehicle and roadside device, and (c) a 

secure and efficient communication scheme with privacy 

preservation. 

(a).  secure communications between vehicles 

When Vs wants to communicate with Vd. Vs broadcasts the 

route discovery message (tag#, VIDs, VIDd, hop, TVs, rl, hVsVd

♁(tag#∥VIDs∥VIDd∥TVs∥Cs∥aQVs)), where hVsVd = 

H(e(SVs, QVd)) is a pre-shared secrecy shared between Vs and 

Vd , Cs=C♁(tag#||VIDs||VIDd||TVs) and C =H(e(SVs,aQVd)). If 

Vd can decrypt the message by using hVsVd, it represents Vs 

has the same pre-shared secrecy as his own. Similarly, after 

receiving the message form Vs, Vd sends (tag#, VIDd, VIDs, 

hop, TVd, rl, hVdVs♁(tag#∥VIDd∥VIDs∥TVd∥rl∥δd ||bQVd) 

back to Vs. If Vs can decrypt the message using hVsVd, he can 

verify that Vd has the same pre-shared secrecy as his own. 

Moreover, a is a random number selected by Vs and b is a 

random number chosen by Vd, both are used to assure every 

session key being fresh, and preventing from replay attack. 

Vd and Vs can compute the session key sk as 

f(H(e(aQVs,bSVd))||0)) and f(H(e(aSVs,bQVd))||0)), respectively. 

If Vs and Vd use sk to communicate, then they can implicitly 

authenticate each other. 

(b). secure communications between vehicle and roadside  

device 

          When Vi wants to communicate with Rj, he sends (ESi, VIDi, 
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RIDj, TVi, rl, hViRj♁(ESi∥VIDi∥RIDj∥TVi∥rl ||Ci ||aQVs) to 

Rj. If Rj can decrypt the sent message, he can verify that Vi 

has the same pre-shared secrecy as his own. Similarly, after 

receiving the message form Vi, Rj sends (ESi, RIDj, VIDi, TRj, 

rl, hRjVi♁(ESi∥RIDj∥VIDi∥TRj∥rl∥δj ||bQRj) back to Vi. 

If Vi can decrypt the sent message, he can verify that Rj has 

the same pre-shared secrecy as his own. Moreover, a is a 

random number chosen by Vi and b is a random number 

chosen by Rj, both are used to assure every session key 

being fresh and preventing from replay attack. They each (Rj 

and Vi) can compute the session key sk= f(H(e(aQVi,bSRj)||0)) 

and sk= f(H(e(aSVi,bQRj)||0)), respectively. If Vi and Rj can 

use sk to communicate, then Vi and Rj can implicitly 

authenticate each other. 

(c). a secure and efficient communication scheme with  

privacy preservation 

          When Vi wants to access the pay-service from the roadside 

device Rj, and Si has received and successfully decrypted the 

request message hRjSi♁(hViSi♁(Request,RIDj, ACi, R, S, TVi, 

f(aIPVi), σVi), bQRj) from Rj, Si can verify that both Si and Rj 

have the same pre-shared secrecy as his own. Moreover, b 

and c are two random numbers chosen by Rj and Si 

respectively to assure every session key being fresh and 

preventing from replay attack. After receiving (f(IPSi), σSi, 
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SIDi,TSi,hRjSi♁(permission, acQVi, ACi, TSi), hSiVi’♁bcQRj) 

from Si, Rj can verify that Si has the same pre-shared secrecy 

as his own if he can decrypt the message. Then, he randomly 

chooses b2 be to computed in the replied MAC made by Vi 

and uses his secret key to compute Tski’= 

H(e(acQVi,bSRj)||ACi||0). Rj then sends f(IPSi), σSi, hSiVi’♁

bcQRj, Tski’♁(RIDj,b2,TRj) to Vi. If Vi can successfully 

decrypt the message sent from Rj, he can verify that Rj has 

the same pre-shared secrecy as his own. He then uses his 

private key to compute Tski’’=H(e(aSVi,bcQRj)||ACi||0). If 

Tski’’ is equal to Tski’, Vi can implicitly authenticate Rj. 

Similarly, Rj can implicitly authenticate Vi.  

(2) Against KCI attack 

KCI means that when a node’s secret key has been compromised, 

an adversary can impersonate any other node to communicate 

with the compromised node. In the following, we describe how 

our protocol can resist to such a KCI attack in the following three 

cases. 

(a). Secure Communications between Vehicles 

Here, we assume that the private key SVd of Vd had been 

compromised to an adversary E. E can easily forge a valid 

route discovery message by computing hVsVd = H(e(QVs, SVd)) , 

C =H(e(QVs,aSVd)) and Cs=C♁(tag#||VIDs||VIDd||TVs). But he 

can not compute the valid session key for he needs to compute 
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e(aQVs,bSVd). However, he only knows SVd, he can not figure 

out b which has been protected by the encryption form bQVd, 

according to ECDLP assumption. Hence, E fails to generate a 

session key shared with Vd. Therefore, E can not successfully 

launch a KCI attack. 

(b). Secure Communications between Vehicle and Roadside  

Device 

    Here, we assume that the private key SRj of Rj had been 

compromised to an adversary E. E can easily forge a valid 

route discovery message by computing hViRj = H(e(QVi, SRj)) , 

C =H(e(QVi,aSRj)) and Cs=C♁(tag#||VIDi||RIDj||TVi). But he 

fails to compute the valid session key for he needs to compute 

e(aQVi,bSRj). However, he only knows SRj, he can not figure 

out b which is protected by the encryption form bQRj, 

according to ECDLP assumption. Hence, E fails to generate a 

session key shared with Rj. Therefore, E can not launch a KCI 

attack. 

(c). A Secure and Efficient Communication Scheme with 

Privacy Preservation 

    Here, we assume that the private key SSi of Si had been 

compromised to an adversary E who wants to impersonate Vi 

to communicate with Si. E can easily forge a valid route 

discovery message by computing hViSi = H(e(QVi, SSi)). But he 

can not compute the valid session key for he needs to 

compute e(aSVi,bcQRj)s. However, he only knows SRj, he can 
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not know SVi. Hence, E fails to generate a session key shared 

with Rj. Therefore, E can not launch a KCI attack. 

(3) Against man-in-middle attack (MIMA) 

This attack means that an adversary E who eavesdrops on the 

communication line between two communicating parties can 

make them believe that they were talking to the intended party. 

But, indeed, they each is talking E. According to Section 4.2.2, the 

transmit message is protected by hVsVd, E can not decrypt the 

message. Moreover, due to that a is protected by the encryption 

from aQVs and E can not know the private key of Vd , E can not 

compute the session key sk(=f(H(e(aQVs,bSVd))||0)). Similarly, in 

the other case, E can not compute the session key 

sk(=f(H(e(aQVi,bSRj))||0)) in the other direction. Therefore, E can 

not launch such a MIMA attack. 

(4) Against parallel session attack 

To resist against the parallel session attack we mentioned in 

Section 3.3, we append each communicating party’s IP address to 

the message he sends out. For example, in figure 7, Vi sends hViSi’

♁(Request, RIDj, ACi, R, S, TVi, f(aIPVi), σVi, aQVi to Rj and Rj 

forwards the message to Si. After receiving the message, Si 

checks to see whether σVi=H(e(f(aIPVi)QVi,SSi) holds or not. If it 

holds, Si can confirm that the message is from Vi. Hence, the 

parallel session attack doesn’t exist. 

(5) Anonymity 

        In the access authorization phase, Vi’s identity and Mi are 
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hashed together to form the authorized credential ACi, and ACi 

is protected by a blind factorα. After Vi receiving (R1,S1,S2), 

He computes (R,S), the signature of ACi, as R=αR1, S=α-1(α

-1S1+H(R)S2). Everyone can verify (ACi, R, S, QSi) by computing 

e(R,S)=e(P,P)ACie(PPub,QSi)H(R). In the access service phase, Vi 

sends a request message, hViSi’♁( Request, RIDj, ACi, ACi*, TVi, 

f(aIPVi), σVi), aQVi to Rj which is protected by 

hViSi’=H(e(aSVi,QSi)) and doesn’t disclose any information about 

his identity. Only the right service provider can compute 

hViSi’’=H(e(aQVi,SSi)) to decrypt the request message. Moreover, 

the service provider can not link the user identity from the 

authorized credential for ACi=H(Mi∥VIDi). 

 

5.2  Performance comparisons 

In this section, we first compare the efficiency in bandwidth 

consumption of our scheme with Chu et al.s’ [5], Zhang et al.s’[16] and 

Mu et al.s’ [38]. Then, we compare the computational cost of our scheme 

with theirs. 

If the computation in discrete log problem needs 1024 bits, the 

bilinear pairings only needs 160 bits to achieve the same security. Based 

on this fact, first, we compare the communicational cost of our scheme 

with the others by considering three factors, the number of needed rounds 

between S and R, the number of bits transfered from R to S, and the 

number of bits needed for transferring messages from S to R. We show 
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the result in Table 1. 

 

Table 1：comparisons of needed number of rounds and 

transferred bits 

 Our 

scheme 

Chu et al.s’[5] Zhang et 

al.s’[16] 

Mu et 

al.s’[38] 

Needed 

rounds  

2 2 3 2 

Bits needed 

from R to S 

(n+k+1)

*160 bits 

k*1024 bits (K+3)*1024 bits 2n*1024 

bits 

Bits needed 

from S to R 

(n+k)*16

0 bits 

(n+k+1)*1024 

bits 

2n*1024 bits n*1024 bits

 

From table 1, we can see that if we wish our scheme to be more 

efficient than the others such as [5], (n+k+1)*160 must be less than 

k*1024. That is (n+k+1)*160 ≦ 1024k. In other words, when n ≦ 5.4k-1, 

our scheme has the best performance in bandwidth consumption. Now, 

we compare the computational cost with the other three by using two 

factor: (1)the number of operations S needs to compute, and (2) the 

number of operations R needs to compute. We show the result in Table 2. 

TExp: the time of a modular exponentiation,1 (TExp ≅ 240 TMul)[29] 

TMul: the time of a modular multiplication 

TXOR: the time of a modular bit-XOR 

TEC_Mul: the time of a scalar multipling a paint on an elliptic curve Zp;(1 

TEC_Mul≅ 29 TMul )[29] 
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Tbp : the computation time of a bilinear pairing 

Thash: the computation time of a hash function 

Tenc: the computation time of an encrypted under DLP 

Tdec: the computation time of a decrypted under DLP 

Tasym: the time for an asymmetric encryption/decryption operation 

Tsym: the time for an symmetric encryption/decryption operation 

 

Table 2: comparisons of computational cost of various operations 

 Our scheme Chu et al.s’[5] Zhang et 

al.s’[16] 

Mu et 

al.s’[38] 

Receiv

er 

(2n+2k+1) 

TEC_Mul+k(Tbp+ 

TXOR) +kThash

2kTMul+2kTEx

p 

+kTXOR+2kTh

ash

2k+3 TExp 

+kTMul

kTExp+2kTMul

+kTdec 

or 

2kTExp+2kTM

ul

Sender n(Tbp+TXOR)+ 

k TEC_Mul+n 

Thash 

 

(n+k+1)TExp 

+nTXOR+(n+k

) 

Thash

3n TExp 
+3nTMul

 

2nTExp+nTMul

+nTenc

or 

3nTExp+nTMul

 

From Table 1 and Table 2, we can see that our scheme maybe less 

efficient in computation time. However, it is more efficient in bandwidth 

consumption than the other proposed schemes which play an important 

role in a busy commercial network for the end-of-day settlement. 

Then, we compare the computational cost of our communication 
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protocol with the other similar vehicle work. For in authorization phase of 

our scheme, Vi can pre-compute ACi = H(Mi∥VIDi), ACi
*=α*ACi ,σVi = 

H(e(H(αIPVi)SVi,QSi) and in the access phase, he can pre-compute 

hViSi’=H(e(aSVi,QSi)), σVi =H(e(H(aIPVi)SVi,QSi) before the communication 

taking place, we omit these pre-computed computations in table 3. 

 

Table 3: computational cost comparison of various communication 

schemes 

scheme 
phase 

Our scheme Li et al.’s 
scheme[9] 

Yang et 
al.’s 
scheme[8] 

He et al.’s 
scheme[31] 

Authorization 
Phase 

3Thash +4 
TEC_Mul +3Tbp

4 TXOR +3 
Thash +3 TExp 
+2 Tasym  

4 TXOR +4 
Tsym +13 
TExp  

2 Tasym + 
Thash  

Access 
Service 
Phase 

5TXOR +3 
Thash +8Tbp+2 
TEC_Mul

5 TXOR +6 
Thash +3 TExp 
+3 Tasym +2 
TMul

4 TExp +4 
Tsym  

4 Tasym +4 
Thash +2 Tsym
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 Chapter 6 Conclusion 

 
We propose a novel efficient and secure k-out-of-n oblivious 

transfer scheme and a secure communication scheme based on pairings. 

In our OT scheme, we reduce communicational cost for both sender and 

the receiver. Also, we analyze the security and efficiency of our scheme. 

After our analysis, we can conclusion that our scheme  is not only secure 

but also more efficient in bandwidth consumption than all other existing 

oblivious transfer schemes. In our communication scheme, according to 

our analysis in Section 5.2, our scheme is the first scheme which can 

against man-in-middle attack, KCI attack, parallel session attack and 

achieve mutual authentication. That is, up to how, our scheme is the first 

robust scheme in VANETs. 
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