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ABSTRACT

Security and efficiency are crucial issues in cryptosystem. Many
researches have devoted to these two issues. However, most of the
protocols are insecure or not efficiency. Henceforth, in this paper, we
construct an efficient secure k-out-of-n oblivious transfer scheme and a
communication secure scheme on VANETS based on bilinear pairings.
We also analyze the security and efficiency of our schemes. After analyze,
we can conclude that our OT scheme is not only secure but also more
efficient in bandwidth consumption than all of the other existing
oblivious transfer schemes and our communication scheme in VANETS is
the first scheme which can against man-in-middle-attack, KCI attack,

parallel session attack, and achieve mutual authentication.
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Chapter 1 Introduction

Recently, computer networks and the amount of information
increased fast and large. Hence, the technology of the cryptography also
broadly applied in many areas such Oblivious Transfer (OT) and
Vehicular Ad Hoc Networks. So, the cryptography protocol will become
very important in the application area. Security and efficiency are crucial
issues in cryptosystem. Many researches have devoted to these two issues.
In this paper, we study some researches in OT and VANETs and we find
some protocol are insecure or not efficiency. Henceforth, we construct an
efficient secure OT scheme and a secure communication scheme on
VANETs based on bilinear pairings.

This paper is organized as follows. The introduction is presented OT
and VANETs in Chapter 1.1 and 1.2. Preliminary is shown in Chapter 2.
In Chapter 3, we review Li et al.’s scheme[9] and present their weakness.
Then, we show our protocol in Section 4. In Section 5, we will analyze
the security and performance of our protocol. Finally, a conclusion is

given in Section 6

1.1 Oblivious Transfer

Oblivious transfer (OT) has become an important primitive for
designing secure protocol. Because it has an important feature, the sender
cannot know which part of the transmitted messages the receiver will
receive and the receiver cannot obtain extra messages that he had not

chosen in advance, that can be applied in privacy protection. The original



OT was proposed by Rabin [32] in 1981. In the scheme, Alice sends a bit
to Bob and Bob only has 1/2 probability to receive the bit. Subsequently,

there are many flavors for OT schemes such as 1-out-of -2
OT( ort, )[1,2,17,33,35], 1-out-of-n OT( OT. )[18,36,37], k-out-of-n
OT(0T¥)[6,11,12,15,16,28], adaptive OT)[14,25], interactive OT and
non-interactive OT[35,38,39]. In 1985, Even et al.[34] first proposed a
general OT scheme, 1-out-of-2 OT(OT,), in which the sender sends two

messages to the receiver, and the receiver can receive only one of them.

In 1987, Crepeau [3] proved that OT, and Rabin OT are computationally

equivalent. One extension of OT, is l-out-of-n OT (OT!) in which the

sender sends n messages to the receiver, and the receiver can only receive

one of them. The more general form is k-out-of-n OT (OTY), in which the

sender sends n messages to the receiver, and the receiver can receive k of

them. In adaptive OT*, the sender sends n messages to the receiver, and

the receiver can learn k of them in an adaptive manner. Most previous

OT! schemes cannot be easily used to construct OT*. They need to be

run k times to construct an OT* scheme. Another form of OT is

non-interactive. It means that the receiver doesn’t need to communicate
with the sender during an OT process. It is a variation of interactive OT
scheme, since the receiver had chosen the wished message in advance in

the setup phase.

In 2004, Wang et al.[6], presented an efficient OT* scheme which



can conceal all sender’s secrets and can greatly reduce the sender’s
communication cost. In 2005, Huang et al.[12], also proposed an efficient
t-out-of-n OT. They claimed that their scheme is efficient than all existing
OT schemes. However, their scheme has three rounds. This means their
scheme lacks the round efficiency. In the same year, Zhang et al.s’[16],
proposed two efficient t-out-of-n OT. Their schemes are based on DDH
assumption and have 2k+3 times modular exponentiations
operations(ME), (k+3)log,q bits communicational bandwidth cost for the
receiver and 3n times ME, 2nlog,q bits communicational bandwidth cost
for the sender. Also, in 2005, Chu, et al[5] proposed two efficient
k-out-of-n oblivious transfer schemes with adaptive and non-adaptive,
respectively. Their schemes are mainly based on the discrete logarithm
problem. They claimed that their schemes are more efficient than all the
previous ones. However, their schemes also base on DDH assumption
and have O(k) ME, k log, q bits communicational bandwidth cost for the

receiver and O(n) ME, n log, q bits communicational bandwidth cost for

the sender. In 2006, Parakh [1] proposed an OT, scheme based on

Elliptic Curve Cryptography (ECC). They use a scalar that multiplies a
base point on the elliptic curve as the secret which can be deduced by the
received. But indeed, the receiver cannot deduce such a scalar due to
ECDLP. In the same year, Kim, et al.[35] proposed a new secure
verifiable non-interactive oblivious transfer protocol using RSA. They
claimed their scheme have the function to authenticate the sender and let
one can not deny what he has sent to the others. But we found their

protocol is unable to protect against the impersonation attack. Since if an



adversary E intercepts the messages it sent from Alice and modifies X4
to X°A(E(X’,X’1)), then sends (X’4,M4,Ca) to Bob. Bob will verify him
as being authentic by using his private key dg and the sender’s public key
ea to decrypt C,, obtaining M,. Because C, is the signature of My
encrypted with Bob’s public key and has no relationship with X,’. E can
successfully impersonate Alice. Moreover, in their scheme, there are two
modulus, ny and ng. If they are not properly used, for example, if na>ng,
it will incur the reblocking problem. Also, in 2006, Zhang et al.[15]
proposed two efficient t-out-of-n oblivious transfer schemes. They claim
that both of their schemes are efficient. However, it needs three rounds. In
2007, Ghodosi et al.[11] analyzes the security of Naor-Pinkas’ distributed
OT and found their scheme doesn’t protect both the sender and chooser in
the theoretic sense.

Although, there are so many OT schemes proposed. However, all of
them lack of the efficiency consideration of communication bandwidth

consumption. Henceforth, in this paper, we focus on the general form of

OT scheme, OT), to propose a bilinear pairing based OT' which not

only is secure but also possesses the low bandwidth consumption.

1.2 Vehicular ad hoc networks

Due to the rapid development in the hardware technology, vehicular
networks would be widely deployed in the coming years and become the
most important application of ad hoc networks products vehicular ad hoc
networks (VANETs) and many services promise superb integration of

digital infrastructure into many aspects of our lives. VANETs are formed



by vehicle to, vehicle, roadside devices, base stations, and so forth. In
VANETs, vehicles should provide accesses to the internet,
communications among themselves, and services such as traffic
information, vehicle diagnostics, cooperative driving, and entertainment
services. Yet, security and efficiency are crucial issues. For example, it is
essential to make sure that life-critical traffic information cannot be
modified or injected by an attacker. A number of researches have
investigated the safety and efficiency on VANETs [4,8,9,13,21,22,23]. In
2005, Yang et al. [8] proposed a secure and efficient authentication
protocol for anonymous channel in wireless communications. However,
we found that their protocol suffers form the known plaintext attack. For
in their protocol, if an adversary E eavesdrops on the communication line
between the two communicating parties VN and HN and knows /Dy and
(IDyy, T>,D,E,F),,. E can guess a secret key &, to decrypt the latter. If
the secret key is correct, E will find IDyy in the decrypted
(IDyy, T5,D,E,F)i,,. This violates the anonymous property of their
protocol. In 2007, Li et al. [9] proposed a secure and -efficient
communication scheme, they claimed their scheme is secure, but we
found that their scheme suffers from both the parallel session attack and
unsafty of each vehicle’s secret key. We will describe this in Section 3
and improve it in Section 4. In the same year, Raya et al. [26] proposed a
“securing vehicular ad hoc networks”. However, we found that when
vehicle A sends {B|K|T}p,xp and Sigpa[B|K|T] to vehicle B, we can
easily use A’s public key to obtain the session key from SigpxA[B|K|T]. In
2008, Wang et al. [30] proposed a novel secure communication scheme in

vehicular ad hoc networks. We also found the same weakness in their



scheme. Because in the scheme, when vehicle A sends {B|SK|T}p.xp and
Sigpxa[B|SK|T] to vehicle B, we can easily use A’s public key to obtain
the session key SK from Sigp,x[B|SK|T]. Moreover, in both Raya et al.’s
and Wang et al.’s schemes when a member leaves, it does not involve an
updating process for the group key. Therefore, a left member can use the
old group key to decrypt group messages. In other words, their protocol
doesn’t have the forward and backward secrecy. Therefore, we propose a
secure scheme in this area based on bilinear pairings to resolve the

unsolved problems.



Chapter 2 Preliminary

This section we briefly introduce some related work that are used

through the paper.

2.1 Bilinear pairings

In 2001, bilinear pairings, namely the Weil pairing and the Tate
pairing, defined on elliptic curves were proved and applied to
cryptography. Since then, many protocols have been designed based on
the Weil pairing [7,10,24]. In the following, we briefly describe the basic
definitions and properties of bilinear pairings.

Let P be a generator of G, that is a cyclic additive group whose order
is a prime q ,and G, be a cyclic multiplicative group of the same order q.
It is assumed that the discrete logarithm problem (DLP) in both G; and

G, 1s difficult. A bilinear pairing has the same security level as DLP [10]

and is a map e: GxG— G, with the following conditions.

(1) Bilinear: e(aP,bQ)=e(P,Q)", for any a,b < 7, and P,Q< G,.

(2) Computability: There is an efficient algorithm to compute ( P, Q) for
all, P,O<=G,.

(3) Non - degenerate: there exists P& G| and Q < G such that
e(P,0)¢G,.

After showing what is a bilinear map, we introduce the following

problems in Gy:



— Discrete Logarithm Problem (DLP): Given two group elements P
and Q, find an integer n, such that 0 = nP whenever such an integer

exists.

— Decision Diffie-Hellman Problem (DDHP): Fora, b, ¢ € Z,*,
given P, aP, bP, cP, decide whether ¢ = ab mod q.

— Computational Diffie-Hellman Problem (CDHP): Fora, b &
Z,* given P, aP, bP, compute abP.

— Decision Bilinear Diffie—Hellman Problem (DBDHP): Given P,

aP, bP, cP for a, b, ce Z, and zE G2, decide whether z = e(P,P)™.

2.2 Blind Signatures from Pairings

In 2002, Paterson [17] proposed an ID-based signature scheme from
pairings on elliptic curves. In 2003, Wuu et al.’s [19] modified Paterson
scheme to a blind signature protocol. In the following, we briefly describe
their modification.

Assume that Alice has a message m, she wants to ask Bob to sign on
the message m blindly. Let Bob’s public key is Oz=H,(IDp) and private
key is Dg=sQp.

Step 1: Alice selects a random number ¢ EZq*, computes m =t H,(m)

then sends m " to Bob.

Step 2: After receiving m’, Bob selects a random number kEZq*. He

computes R;=kP, S;=k'm’P and ka'lDB, then sends back
R],S],Sg to Alice.



Step 3: After receiving R;,S,,S,, Alice selects a random number £, &

Zq>l= and computes the signature (R,S) of m, by computing
R=tR=tkP,and S = 6,"'(t/'S\+H3(R)S,)) = 6, ' (t,'k'm P+
HyR)K'Dp)=t," (1, k' t,Hy(m)P+Hy(R)k ' D)
=, (k' (H>(m)P+Hs(R)Dy).

To verify the signature (R,S) on message M, the verifier computes

e(R,S) and compares the result to value e(P,P)HQ(’") “e(Pyup, 05)™® 1f these

two values in G, match, the signature is accepted, otherwise, it is rejected.
The computation is shown as follows.

e(R, S)=e(L,kP, t,"' (k' (Hy(m)P+Hy(R)Djg)))= e(P. Hy(m)P+H;(R)Djp) =

e(R P)Hz(m) . e(R DB)H3(R) — e(P, P)HZ(m) . e(PPub; QB)H3(R)



Chapter 3 Li et al.’s scheme

In 2007, Li et al. [9] proposed a secure and efficient scheme for
vehicular ad hoc networks. But we found some flaws in their protocol. In
the following, we first list the definitions of used notations then review

the method. After that, we present our attack on their flaws.

3.1 Definitions of used notations

In this section, we list the definitions of used notations in Li et al.s’
protocol as follows.
TTP: a trusted third party.
VID;: the identity of vehicle 1.
RID;: the identity of roadside device i.
SID;: the identity of service provider i.
V. : vehicle 1.
R; : roadside device j.
Si: service provider i.
(PKs;,SK;): a public and private key pair of service provider S;.
VK;: Vi’s secret key.
SPKg;: Si’s secret key.
RK;: Ry’s secret key.
tag#: an unique tag number for a request.
hop: the number of hops a message can be transmitted.

r;: the identity of roadway section 1.

10



ES;: an emergency signal issued by vehicle i.
MAC: the message authentication code defined by MAC=H(K,m), where
m denotes the message and K is the protection key.
M;: the receipt of a service access for user 1 to access the service that S;
provides.
AC: an authorized credential.

H(.): a collision-free and public one-way hash function.
: an exclusive OR operation.

H(SK): the hash value of group secret key SK shared among all nodes in

the network.

t: a value whose bit length depends on the actual frequency of usage (i.e.
if t’s length is set according to the months in a year, then t’s length
would be 12)

H,(SK): an one-way hash chain represents that message m has been

hashed t times.

T;: a timestamp of vehicle or roadside device i.

a || b: the concatenation of message a and b.

Epksifx}: message x i1s encrypted with service provider S;’s public key
PK;.
Dggq{x}: message x is decrypted with service provider S;’s private key

SKi.

3.2 Review Li et al.s’ protocol

Li et al.’s non-interactive ID-based scheme uses of members’ IDs to

establish a secure trust relationship between communicating vehicles, and

11



a blind signature-based scheme for vehicle-to-roadside device
communication which allows authorized vehicles to anonymously
interact with their service roadside devices. Their scheme includes a
pre-deployment phase and three communication scenarios: Scenario 1:
secure communications between vehicles, Scenario 2: secure
communications between vehicles and roadside devices, and Scenario 3:
a secure and efficient communication scheme with privacy preservation

(SECSPP). We briefly describe their protocol as follow:

3.2.1 Pre-deployment Phase

Let n=p*p,*psxp, and TTP’s public/private key pair be (e,d)

satisfying ed=1 mod ¢ (n). TTP first chooses four relative prime

numbers p;s that (p,-1)/2 is prime, for j=1 to 4. Then TTP performs some
actions to deal with three cases: (a) handling new vehicles, (b) handling
new roadside devices, and (c) Handling new service providers. We
describe each of them as follows.
(a) Handling New Vehicles:
TTP presets V;’s identity as VID,, the roadway section identity as 7,
the group’s secret key H'(SK) and V;’s secret key VK= eslog,( VID;)

mod ¢ (n). Then, it sends them to V; in the network through a secret

channel.
(b)Handling New Roadside Devices:
TTP presets the R;’s identity as RID;, the roadway location identity

as r;, the initial group secret key H'(SK) and the length of ¢, and

12



RID;s secret key RK,=e+logy(RID;) mod ¢ (n). Then, TTP sends

them to R; in the network through a secret channel.

(c) Handling New Service Providers:

TTP issues (SID;, H'(SK), r, SPKSiZe*Zogg(SIDS,-Z) mod ¢ (n) ) and

generates an asymmetric public/private key pair (PKs;,SKs;) for

service provider S;.

3.2.2 The three Scenarios

After pre-deployment phase, Li et al.s’ protocol performs the

following three scenarios. Here, we only demonstrate each

scenario’s function. The details can be refered to [11].

Scenario 1: Secure Communications between Vehicles.
It is a secure communication mechanism with mutual
authentication between vehicular nodes V, and V.
According to this phase, V; can discover the path to V4
and establish the session key.

Scenario 2: Secure Communications between Vehicle and

Roadside Device.

It is a secure communication mechanism with mutual
authentication between vehicular nodes V and roadside
device R;. According to this phase, V, can discover the
path to R;j and establish the session key.

Scenario 3: A Secure and Efficient Communication Scheme

with Privacy Preservation (SECSPP).

In this phase, when a vehicle wants to access

13



pay-services, he must first obtain the authorized
credential and then use it to access services
anonymously. The service provider can not link the
authorized credential to the user’s identity. There are two
phases in this scenario: (a) access authorization phase
and (b) access service phase. In the following, we only
briefly depict these two phases for illustrating their
protocol weakness.
(a)Access Authorization Phase:
When V; wants to anonymously access pay-services
from R;, he must get an authorized credential AC; from

S; by presenting the receipt M; as shown in Figure 1,

where C:(SIDiZ)H(TVi)*VKi and Ca:(VIDi2)H(TVi)*SPKSi.

Vehicular user Vi Service provider 5;
1. Compute AC; = H{M;||VID;||a1)

2. Send (VID;, SID;, Ty,,C & (VID;||SID;||AC!| | M;||Tv: )

3. Compute
C & (VID;||STD;||ACY | M;||Tyv;) & 7
1'5_} _ 1{1.:"-H'° —ag* .-"I.r_,'f’l‘r""?'

Mark M, non-fresh

C' @ (SID;||VID;||AC"||Ts,)

4. (_‘:L'l!'[ll:llll{‘
C' & (SID;||VID||AC" ||Ts,) & C

A8 jag = AC* = ACT S

= ¥ ¥

Figure 1.access authorization phase
(b)Access service Phase

After phase (a), V; uses the authorized credential to

14




access the pay-services without disclosing any
information about his identity VID; as shown in Figure

2, where C=(SID)TRI™RKI apd C'=(RID;?)MTVI"SPKSI

Vehicular user V Roadside device ."{J, Service provider S

1. Send (Access_Service_Request)

2. Send C' @& (Access_Service_Reguest)

3. Reveal {Access_Service_Request,
R, AC,, ACT, Ty;)

Verify AC, . (AC?)PKs,

4. Send (SID,C" @ { Aecess_Permission,
s, b_ . g"l(:“ T"“: :I :I

5. Reveal (Access_Fermission, ag, by, AC:, Ts)
Send ::!IJ]: TSK, ® |:f[‘.|' 'f'},"‘-'ll}Z':'lr..f{_,J:I
6. Reveal (RID; by, Tr,)
Compute TSK;"
Send MAC = H{TSK;” by +1)

7. Verify by + 1 for freshness checking

Figure 2.access service phase

3.3 Security Analysis of Li et al.’s protocol

Although, Li et al. claimed that their protocol can achieve secure

communication between any parties. However, we found some flaws

in their scheme. We describe them as follows.

(2) Violation of anonymous property insecure secret keys:

For handling new vehicle V; in the pre-deployment phase, TTP
sets Vi’s secret key as VK=e*log,( VID;) mod ¢ (n). A malicious

group member can obtain VID; by using the hashed group secret

key H(SK) to XOR the message H'(SK)

15



(tag#,VID;,V]Dd,hop,TVg,I"[,C@ (tag# H VIDT H V]Dd H TVS H a)
broadcast by V; in Scenario 1 or the message H'(SK) ®(ES;, VID;,

RID;, Ty, 1, CO(ES; || VID; || RID; || Ty || a) broadcast by V; in
Scenario 2. This violates the anonymous property. Moreover, if

two malicious group members, V, and V, collude and share their

secret keys, VK; and VID,, for i€ {a,b}. For VK,~e*log,( VlDaz)
+k; ¢ (n) and VK,=e*log,( VID,?) +k; ¢ (n), they can compute

(VK -VKy)=( e*logy(VID,)-e*log(VIDy))+(k;-k;) ¢ (n), where
k; and k, are two integers. Since (VK,-VK,) and
(e*logg(VIDaz)-e*logg(V]DbZ)) are two fixed wvalues. Let

ks=(k;-k;), they can figure out ¢ (n) by setting k; from 1 to a

proper value which ¢ (n) can be figured out. This makes the

secret keys in the system insecure. Thus, the system is broken.
(b) parallel session attacking:

An adversary E can concurrently pretend both the user and server

respectively in the communication line by operating two

“windows” as shown in figure 3. In the figure, V; sends access

pay-service message (VID,, SID;, Ty, CHVID; || SID; || AC;’

M: || T)) to Si (E pretends S as S;*). After receiving the access

pay-service message, E impersonates V; as V;* and forwards the

message to S; immediately. Due to above communication, S; will

verify the receipt M; and AC;” as valid and send C"®(SID; || VID;

16



| AC;” || Ts;) back to V; which E pretends. After receiving {C’

B(SID; || VID; || AC;” || Tg;)} from S;, E forwards { C'®(SID; ||

VID; || AC;” || Ts)} to V; immediately. V; will verify { C'®

(SID; || VID; || AC;”

Ts;)} as valid. E can therefore success with

a non-negible probability so long as the message is transmitted in
time. E can then publish certain unreal message about S on his
site to influence V; making unproper decision. To solve this
problem, we append each communicating party’s IP address to
the transmitted message. For example, the source node can sign
on his IP into the application layer of the transmitted packet. We

will describe this in the following section.

(VID,SID, Ty, i
COMVID, || SID, | AC] [ M| T,)) | i} | (VID.SID,T,,
“| il | COVID[|SID[[ACT || M;[| Tyy)

C'@®(SID; || VID, || AC || Tg) C'®(SID, [[VID [|AC™ || Tg)

Figure 3.parallel session attack
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Chapter 4 Proposed schemes

In this section, we present our OT scheme in section 4.1 and

communication scheme in section 4.2.

4.1 Proposed k-out-of-n OT scheme

In this session, we present a k-out-of n OT scheme based on bilinear
pairing. Our scheme consists of two phases: (1) setup phase, (2) data
transfer phase. The details of our protocol are executed as follows and
also illustrated in Figure 4.

(1) Setup phase

Initially, there is a public system parameter set, {G,G,,q,P,e,H},

where G; be a cyclic additive group generated by P whose order is a

prime q , G, be a cyclic multiplicative group of the same order g, e is a

bilinear pairing mapping e: G;xG;—G, ,and H be a one-way hash

function H: {0,1} —G. R is the receiver and S is the sender.

(2) Data transfer phase.

(a). R randomly chooses n integers s; (for i=1,2,...,n), t and w. He then
computes A;= ws;P, Bj=ts,;P (for j=1,2,...,k) and V=tP, where o;
is the index of n random the integers s, chosen by R. Then R sends
AL A, ..,AB1,B,,....Byand V to S.

(b). S randomly chooses an integer r, computes C;i=m; D H(e(A;,V)")
and D=rB;. Then he sends C;,C,,...,C,,D;,D»,...,Di to R.
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(c). After receiving C;,C,,...,C,,D1,Ds,...,.Di, R computes msj=co

i©H(e(D;,P)") to obtain mo;

(1)

randomlychoosess .5 . t,w
computes

A =wsP for1=1..n

B,=ts P forj=1.k

A, A,... A, B.B,...B,.V

n

(2) < V=tP
randomly chooses r
computes
C,=m,®H(eA,.V))1=1.n -
. (3)
D =B, j=1k

C.C,....C,..D,.D,...D, computes

m =C, ®HeD,.P)")

g

=

Figure 4. Our k-out-of OT

4.2 proposed communication scheme

For there still lacks a secure scheme in VANETS, in this section, we
propose a novel secure protocol based on bilinear pairings. We first list
the definitions of used notations in Section 4.2.1, and present our scheme

in Section 4.2.2.

4.2.1 Definitions of used notations

In the following, we only list the definitions of used notations in our
protocol which are not listed in Section 4.2.1.
G: a cyclic additive group with order ¢

G,: a cyclic multiplicative group with order ¢
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P: a generator of G,

e: G XGr—@G:be a bilinear pairing

f: a public one-way hash function with arbitrary input length and fixed
output length

H,:G—{0,1}*

H:G,—{0,1}*

s: the private key of TTP

P,.,(=sP): the public key of the TTP

Ov(=H(VID,)): the public key of V;

Sy(=sQy;): the private key of V;

Osi{(=H(SID,)): the public key of S;

Ssi(=sQs;): the private key of S;

Ori(=H(RID))): the public key of R;

Sri(=sOr:): the private key of R;

h;i(=H(S;,Qy)=H(Q;,S;)): a common secret shared between node 1 and node

j

4.2.2 Our proposed communication protocol

As in Li et al.s’ protocol, our scheme also contains a pre-deployment

phase and three communication scenarios.

(1). Pre-deployment Phase
TTP selects P as a generator of G, s as his secret key and computes
P,.,=sP as his public key. When a new vehicle V; or new service

provider S; joins, TTP computes their public/private key pairs as
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On(=H(VID)))/Syi(=sOw) and Osi(=H(SID;))/Ssi(=sOs),

correspondingly.

(2). Scenario 1: Secure Communications between Vehicles
For this scenario, we show our protocol as follows and
also depict it in figure 5.
Step 1: For initiating a route discovery process to
establish a route, V; generates a unique tag# and

a random number a. He computes C
=H(e(Sys,aQya))andC=D (tag#||VID,||VIDq| | Tys),
where Ty, i1s V system timestamp. Then, Vi
broadcasts the route discovery message (tag#,

VIDS: VIDd: hopa TVS: ry, hVSVd@(tag#H VIDS H

VID, H Ty, H Cs H aQys)), where hygy, = H(e(Sys,

Ovy)) 1s the pre-computed secrecy shared
between V, and V.

Step 2: When a vehicle receives the message, it checks

to see if (hop--) =0, if so the system drops the

message; otherwise, it checks to see if itself is
the destination VID,. If this is not the case, the

vehicle forwards the message (VID, VID,, hop--,

TVs: ry, thVd@(tag# H V]DS H V]Dd H TVS H CS H

aQyy)) to its neighboring nodes; otherwise, it(Vy)

uses his /ysy; and XORs the received message to
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Obtaln (tag# H VID? H VIDd H TVs H Cv H aQVs)-
Then he decrypts C; by computing C'=

H(e(aQy,Syy)) and Cs @C’ to obtain (tag# ||

VID, || VID, || Ty;). V4 then selects a random
number b and computes 0=H(e(aQy;,bSy,)), 64 =0
® (tagt||VID,||VID4||Tys) and the session key
sk=£(0||0). He then sends (tag#, VID,, VID;, hop,
Tya, 11 hysva®(tagh || VIDg || VID; || Tra || 7|l 4

1bOy,) to V, along the backward path.

Step 3: V; uses Ay, to decrypt the message, obtaining
(tag# || VIDy || VIDs || Tyq || 71 1| 4 [1bQva). He
then computes 0 =H(e(aSy, bQy,)) to decrypt dy,

obtaining (tag# || VID, || VID, || Ty,). Finally, he

computes the session key sk= f(o’

0). Vi and V4
can then use this session key to communicate

with each other.
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vs (Q. 5o, = 50,.) vd(de- Syy = 5Quq)
(1)

tag#

aeRZq*

computes

C=H(e(S,,.aQ,))

C.=C(tag#[IVIDIVID,IIT,.)

tag# VID,, VID,, hop, T,,,
g S (tag#{VID, IIVID IIT JIclaQ,, )

(2)
be Z
If hop--zﬂ:
computes
C'=H(e(aQ,,.S,;))
& =H(e(aQ,, bS,,))

= tag#{|VID_|[VID ||T.
tag#, VID,, VID_, hop, Ty, fhy, © §£=ﬂ§5|€|%() FHAMPIVIBIT)

(tag#[VIDIIVID,IIT,4lIrll & 4 11bQ,)

(3) -
computes
§'=H(e(as,,.bQ,,))
sk=A 5 110)

Figure 5. secure communications between vehicles

(3). Scenario 2: Secure Communications between Vehicle and
Roadside Device
For this scenario, we show our protocol as follows and
also depict it in figure 6.

Step 1: V; selects a random number a, computes
C=H(e(Sya0x))) and Cc=C D
(ES||\VID|||RID}||Ty;). He then sends (ES;, VID,
RID;, Ty, ri, hygy(ES; || VID; || RID; || Ty || 1y ||
C; |laQys) to R, where hyz; = H(e(Sy, Ogy)) 1s a
pre-shared secrecy shared between V; and R;.

Step 2: On receiving the message from V;, R; first

checks the validity of T}; to see if it is in time. If
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it 1s, R; decrypts the message by using /yy;,
obtaining (ES; || VID; || RID; || T || 71 [|C; laQw).
He then checks the validity of VID,. If it 1s valid,
R; selects a random number b, computes
o=H(e(aQy, bSk))),0; =0 O (ES||RID]|VID:; || Tg))
and the session key sk=f(5||0). Then, R; sends

(ESi, R]Dj, VID,, T, Rjs V'l hRjVi@(ESi H R]Dj H VID,
H TRj H vy H 51' ||bQR]) to Vi,where hRjVi: H(E(QV,,

Sr))= hvigj.
Step 3: On receiving the message from R;, V; first
checks the validity of T%; to see if it 1s in time.

If 1t 1s, V; uses hyp; to decrypt the message,
obtaining (ES; || RID; || VID; || Tw || 7, || 6;
|lbOg;). He then computes o '=H(e(aSy;,bOx;))

0).

and the common session key as sk= f(o’
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(1)

aeply”

Computes
C=H(e(S,;,aQg))
C=C&(ES||VID|IRID||T,,)

ES, VID,, RID, Ty, T,
hvigg S(ES I VID I RID T, [ ] e 1l aQy)

(2)

b eRZq+

computes
C'=H(e(aQy;,Sgy))
& =H(e(aQ;,bSg;))

6,=6 D(ES|RID|VID|[[Tg)

Ngpi B(ES;, RID, VID;, Ty, 1, & ,bQgy)

(3)

computes
&'=H(e(aS,,,bQg))
sk'=A( &7]|0)

Figure 6. secure communications between vehicles and roadside devices

(4). Scenario 3: A Secure and Efficient Communication Scheme
with Privacy Preservation
This scenario consists of two phases: (a) access
authorization phase, and (b) access service phase. We
describe them as follows and also depict them in
figure 7 and figure 8 respectively.
(a) Access Authorization Phase:
For this phase, V; and S; perform the following steps.

Step 1: V; selects a random number a and computes

the authorized credential AC; as AC;= M, ||

VID;). Then, he computes AC = a-AC;,

ov=H(e(f(IPy;,)Sy;, Os:)) and sends (f{(IPy;), oy,
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AC)to S,

Step 2: On receiving the message form V;, S; check to
see whether ov=H(e(f(IP;;)O,Ssi)). If it
holds, S; selects a random number £,
computes R,=kP, Si=k'4C’P, S,=k'S,; and
os=H(e(f(IPs;))Qy:,Ss:)). S; then sends R,,S,S,,
f(IPs;) and og; to V..

Step 3: After receiving the message from S;, V; checks
to see whetheras; =H(e(f({Ps;)Sy;,Osi). 1If it

holds, he computes (R,S), the signature of
AC,, as R= @R, and S= "' (@ 'S1+H,(R)S,)
After step 3, any one can verify (R,S) by computing

whether the equation e(R,S)=e(P.P)*“e(Ppus )™
holds.

(1)

aeply”
computes
AC=AM; || VID)
AC™=a AC

a=H(e(AIP,;)S,Qg)

(3)

Checks g g =?H(e(f{IP5)Sy;.Qg))

Computes R=a R,
S=a W a 1S+, (R
AC, signature (R,S)

Anyone can Verify (R,S) by computing wether the equation e(R.S)=e(P.P)"‘Cie(Ppub.QSi)H'(RJ holds or not

AP oy, AGT

> (2)
checks g, =7H(e(A o IP;)Q;,Sg))
keZ,*
computes
R,=kP
S,=k1ACP
R, S, S, AIPg), oo  S:k'Sq
o s 75 g 5=H(e(fIP5)Q;.S4))

)S;)
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Figure 7. access authorization phase

(b) Access service Phase

For this phase, V; uses the authorized credential to
access service anonymously and S; doesn’t need to
provide the service to V; anonymously. It performs
the following steps.

Step 1: When V; wants to access the pay-service from
the roadside device R;, he selects a random
number a, computes hys; =H(e(aSy; Os;)) and
oy=H(e(f(alPy)Sy,Os;)). He then sends the

request message hys; D (Request, RID;, AC,

AC, Ty, falPy), oy, aQyi to R;
Step 2: After receiving the message form Vj, R; selects

a random number b and forwards
RID; ,Ty; ,hgisi® ( hyisi"® ( Request, RID;, AC,,

R, S, Ty, f(alPyy), o), aQy;, bOg)) to S, where
hgisi=H(e(Sk;, Osy)) 1s a pre-shared secrecy
between R; and S;.

Step 3: After receiving the message form R;, §;
obtains bQg; then uses hgi; to decrypt and
computes hyisi "=H(e(aQy;,Ss))=hvs;’ to
decrypt the result, obtaining (Request,RID,
AC, R, S, Ty, f(alPy), oy;). Then he checks to
see whether ay=H(e(f(alPy;)QOy;,Ss;). If it holds,

27



he verifies the validity of authorized credential
by checking whether e(R,S) =
e(]’,P)ACie(Ppub, 0s)™™ holds or not. If it holds,
S; selects a random c and computes the
temporary service Tsk=H(e(aQy;,bOr)"||AC}|0)
and as=H(e(aQy, f(IPs)Ss)). Then, S; sends

(f(IPs;), osi, SID;, Ts;, hgisi® (permision,acQy,

AC,, Ts;), hgyyi’®bcQp)) to R;.

Step 4: After receiving the message form S;, R; uses
hgisi to decrypt hgis;® (permision, acQy, AC,
Ts;). He then can obtain the temporary service
key by computing Isk; =
Sf(H(e(acQy;,bSg))||AC{|0). After that, he

selects a random number b, and sends (f(1Ps;),
Os;, thVi ’@bCQRj, TS‘k, ’@(RIDJ-,[)Z, TRj)) to Vi.

Step 5: After receiving the message form R;, V; checks
to see whether as=H(e(aSy, f(IPs;)Osy)). If it

holds, he uses Agy; “ to decrypt hg;y; D bcQg),
obtaining bcQy,;. He then computes 73k; "=
S(H(e(aSy,beQr)IIACH|0) to decrypt (Tok;®

(RID; b5, T))), obtaining (RID;,b,, Tk,). Then,
he computes MAC=f(1sk;”,b2+1) and sends
MAC to R;.

Step 6: After receiving the message form Vj, Rj
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checks to see whether MAC= f(Tsk; ", b, +1). If
it hold, finally, V; and R; can use 7SK;=
f(H(e(aSy, bcOg))||AC}||0) for securing the
subsequent data traffic in the access service

phase.

(1

aerZy

hyisi =Ale{aSy;, Qg ),
ow=He{flalR,)5, Qg )

Fys @ [ request,RID,AC,
RS TyiflalPy), 0y ) a0y

berZy,
RID; Tgy . NgeiB{ Myt @& (request, RID;
ACRS Ty, flalPy) o y)aQy blg)
(3
Puigi =H{e(a 0. 5g))
Verity a,="Hie(flalP,}Qy; 5g)
(R 5)7=e(P P e(P y,, Qg )it
¢ eR, gg=H(e(aQ,, ficlPglSy)
Tski=H{elal,.bQg)=)l|AC0]
SIPg). 05,510, Ty New @ (permision,
Qi AC Tyl ey & boR
f“p S\)\ Os 190 i i SJ- SV & boliR
Mgy BOCQR; Tsk B(RID; s, Try)
< (4]
(5) Teki= H{e(acQ,+bS,)}||ACi||0)
Check o g=7H{e(aSy, fIPg)0g) by erZy
Tk =flH{e(aS,+bc Qg 3| [ACIH]0)
MAC=H(Tsk", b+ 1) (6)
MAC Checks wether

MAC=(Tsk', by+1)

Figure 8.access service phase
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Chapter 5 Security and Performance analysis

In this session, we analyze the security and performance of our OT
scheme in section 5.1, analyze security and performance of our

communication scheme in section 5.2.

5.1 Security analysis

In this session, we analyze the security of our scheme in Section
5.1.1 and we also compare its communicational cost with the other

related work in Section 5.1.2.

5.1.1 Security Analysis of OT protocol

In this section, we examine the security of our scheme by using the
following dimensions.
(1). Correctness:

When receiving messages, C;,C,,...,C,,D,Ds,...,Dy, R can correctly

decrypt Cosy, Coo,...,Cox to obtain the messages moi,mos,..., Mok,

which he had chosen by computing ms=Cs®H(e(D;,P)")
CoiDH(e(rB;,P)") = C,®DH(e(rtsy;P,P)") = CoDH(e(wsgiP,tP)) =
Coi @ H(e(A;,V))).

(2). Assurance of the sender’s privacy:
The sender sends message m; which is protected by XORing
H(e(A,tP)). If R wants to obtain extra messages which he didn’t

choose, he need to know the number r. However, solving the random
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number r from V is computationally infeasible due to the ECDLP
assumption.

(3). Assurance of the receiver privacy:
The receiver’s k choices in the n random numbers S, Sg1, So2,-- -5 Scks
are enciphered in A; (= ws;P) and B; (=ts,;P). After receiving
ALA,,...,ALLB,B,,...,. By and V(= tP) from R, S can not compute sy,

Se2,--+» Soj 1N polynomial time due to the ECDLP assumption.
Therefore, the sender can not know which k messages, mo;, for j=1
to k, the receiver chose.

(a). Against dishonest receiver: In our k-out-of-n OT scheme, if R is

dishonest in computing Bi(=ts.;P, for i=1,...,k) or V=(tP), R can

not obtain the correct my; by computing my; =Cq; B H(e(D;,P)")=

Coi DH(e(rB;,P)") # Co; ®H(e(A;,V)) = Co®H(e(WseP,tP)) =

Cq D H(e(rts,;P,P)").

5.1.2 Security Analyze of Communication protocol

In this session, we discuss the security of our protocol. We argue that
our scheme can satisfy the following security requirements: (1)
mutual authentication and preventing replay attack (2) against KCI
attack (3) against man-in-middle attack.(4) against parallel session
attack (5) anonymity. We describe them as follows.
(1) Mutual authentication and preventing replay attack

Our protocol can achieve mutual authentication in each case of (a)

secure communications between vehicles, (b) secure
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communications between vehicle and roadside device, and (¢) a

secure and efficient communication scheme with privacy

preservation.

(@).

secure communications between vehicles
When V, wants to communicate with V4. V, broadcasts the

route discovery message (tag#, VID,, VID, hop, Ty, 1, hysa
 (tag# || VID; || VID, || Ty || Cs || aQyy)), where hygyy =
H(e(Sy,, Oyy)) is a pre-shared secrecy shared between Vi and
Va, C=CD(tag#||VID,||VID,||Tys) and C =H(e(Sys,aQya)). If

V4 can decrypt the message by using Ay, it represents Vi
has the same pre-shared secrecy as his own. Similarly, after

receiving the message form Vg, V4 sends (tag#, VID, VID;,
hop, Tva 11, hyavs® (tag# || VIDy || VIDy || Ty || 711 64 16Ova)

back to V. If V; can decrypt the message using /y,y,, he can
verify that V4 has the same pre-shared secrecy as his own.
Moreover, a is a random number selected by V; and b is a
random number chosen by V, both are used to assure every
session key being fresh, and preventing from replay attack.
Vq and V, can compute the session key sk as
J(H(e(aQys,b8r))||0)) and f(H(e(aSy, bQra))||0)), respectively.
If Vi and V4 use sk to communicate, then they can implicitly

authenticate each other.

(b). secure communications between vehicle and roadside

device

When V; wants to communicate with R;, he sends (ES, VID,,
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RID;, Ty, ri, hyr/®(ES; || VID; || RID; || Ty || 1/ ||C; ||aQys) to

R;. If R; can decrypt the sent message, he can verify that V;
has the same pre-shared secrecy as his own. Similarly, after

receiving the message form Vi, R; sends (ES;, RID;, VID,, Ty,
ry, hRle@(ES,' H RIDJ H V]D, H TRj H vy H 5]' ||bQR]) back to Vi.

If V; can decrypt the sent message, he can verify that R; has
the same pre-shared secrecy as his own. Moreover, a is a
random number chosen by V; and b is a random number
chosen by R;, both are used to assure every session key
being fresh and preventing from replay attack. They each (Rj
and V;) can compute the session key sk= f(H(e(aQy; bSg;)||0))
and sk= f(H(e(aSy;b0r)||0)), respectively. If V; and R; can
use sk to communicate, then V; and R; can implicitly
authenticate each other.
(c). asecure and efficient communication scheme with

privacy preservation

When V; wants to access the pay-service from the roadside

device Rj, and S; has received and successfully decrypted the

request message /g;s;D (hyisiD (Request,RID;, AC;, R, S, Ty,

falPy), ov), bOgj) from R;, S; can verify that both S; and R;

have the same pre-shared secrecy as his own. Moreover, b
and ¢ are two random numbers chosen by R; and §;

respectively to assure every session key being fresh and

preventing from replay attack. After receiving (f(IPs;), os;,
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SID;, Ts;, hyg;si D (permission, acQy, AC, Ts), hsiyi’® bcQOg))

from S;, R; can verify that S; has the same pre-shared secrecy
as his own if he can decrypt the message. Then, he randomly
chooses b, be to computed in the replied MAC made by V;

and uses his secret key to compute Tsk;’=

H(e(ach,bSRj)HAC,HO) RJ then sends f(]PS,), osi, hSiVi’@

bcQpr;, Tsk;’ D (RID;, by, Tg) to V. If V; can successfully

decrypt the message sent from R;, he can verify that R; has
the same pre-shared secrecy as his own. He then uses his
private key to compute Isk;"=H(e(aSy,bcOg)||ACi|0). If
I5k;” 1s equal to 73k;’, Vi can implicitly authenticate R;.
Similarly, R; can implicitly authenticate V;.
(2) Against KCI attack
KCI means that when a node’s secret key has been compromised,
an adversary can impersonate any other node to communicate
with the compromised node. In the following, we describe how
our protocol can resist to such a KCI attack in the following three
cases.
(a). Secure Communications between Vehicles
Here, we assume that the private key Sy; of V4 had been
compromised to an adversary E. E can easily forge a valid

route discovery message by computing A,y = H(e(Qys, Sya)) »
C =H(e(QysaSy,s)) and C=CD(tag#||VID,||VID,||Tys). But he

can not compute the valid session key for he needs to compute
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e(aQy,,bSys). However, he only knows Sy, he can not figure
out b which has been protected by the encryption form b6Qy,,
according to ECDLP assumption. Hence, E fails to generate a
session key shared with V4. Therefore, E can not successfully
launch a KCI attack.
(b). Secure Communications between Vehicle and Roadside

Device

Here, we assume that the private key Sk of R; had been
compromised to an adversary E. E can easily forge a valid

route discovery message by computing iz, = H(e(Qy, Sk)) ,
C =H(e(Qy,aSj)) and C=C® (tag#||VID,||RID}||Ty;). But he

fails to compute the valid session key for he needs to compute
e(aQy;, bSg;). However, he only knows Sg;, he can not figure
out b which is protected by the encryption form bQg;
according to ECDLP assumption. Hence, E fails to generate a
session key shared with R;. Therefore, E can not launch a KCI
attack.
(c). A Secure and Efficient Communication Scheme with

Privacy Preservation

Here, we assume that the private key Ss; of S; had been
compromised to an adversary E who wants to impersonate V;
to communicate with S;. E can easily forge a valid route
discovery message by computing 4y;s; = H(e(Qy;, Ss;)). But he
can not compute the valid session key for he needs to

compute e(aSy,bcQp)’. However, he only knows Sg;, he can
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not know Sy;. Hence, E fails to generate a session key shared
with R;. Therefore, E can not launch a KCI attack.
(3) Against man-in-middle attack (MIMA)
This attack means that an adversary E who eavesdrops on the
communication line between two communicating parties can
make them believe that they were talking to the intended party.
But, indeed, they each is talking E. According to Section 4.2.2, the
transmit message is protected by Ay, E can not decrypt the
message. Moreover, due to that a is protected by the encryption
from aQy, and E can not know the private key of V4, E can not
compute the session key sk(=f(H(e(aQy,bSy4))||0)). Similarly, in
the other case, E can not compute the session key
sk(=f(H(e(aQy;,bSg))||0)) in the other direction. Therefore, E can
not launch such a MIMA attack.
(4) Against parallel session attack
To resist against the parallel session attack we mentioned in
Section 3.3, we append each communicating party’s IP address to

the message he sends out. For example, in figure 7, V; sends Ay;g;’
&P (Request, RID;, AC,, R, S, Ty, f(alPy), oy, aQy; to R; and R;

forwards the message to S;. After receiving the message, S;
checks to see whether ay=H(e(f{alPy;)Oy;:,Ss;) holds or not. If it
holds, S; can confirm that the message is from V;. Hence, the
parallel session attack doesn’t exist.

(5) Anonymity

In the access authorization phase, V;§ identity and M; are
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hashed together to form the authorized credential AC;, and AC;

is protected by a blind factor . After V; receiving (R;,S51,S,),

He computes (R,S), the signature of AC;, as R=aR,, S=a™'(«a

'S\+H(R)S,). Everyone can verify (A4C;, R, S, Os;) by computing
e(R,S)y=e(P.P)"“e(Pp., Os)"™. In the access service phase, V;

sends a request message, hys; " ( Request, RID;, AC;, AC;*, Ty,

falPy), oy), aQy to R; which 1is protected by
hyisi’=H(e(aSy; Os;)) and doesn’t disclose any information about
his identity. Only the right service provider can compute
hyisi"=H(e(aQy;Ss;)) to decrypt the request message. Moreover,

the service provider can not link the user identity from the

authorized credential for ACi=H(M. // VID,).

5.2 Performance comparisons

In this section, we first compare the efficiency in bandwidth
consumption of our scheme with Chu et al.s’ [5], Zhang et al.s’[16] and
Mu et al.s’ [38]. Then, we compare the computational cost of our scheme
with theirs.

If the computation in discrete log problem needs 1024 bits, the
bilinear pairings only needs 160 bits to achieve the same security. Based
on this fact, first, we compare the communicational cost of our scheme
with the others by considering three factors, the number of needed rounds
between S and R, the number of bits transfered from R to S, and the

number of bits needed for transferring messages from S to R. We show
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the result in Table 1.

Table 1 : comparisons of needed number of rounds and

transferred bits

Our Chu et al.s’[5] | Zhang et Mu et
scheme al.s’[16] al.s’[38]
Needed 2 2 3 2

rounds

Bits needed | (ntk+1) | k*1024 bits (K+3)*1024 bits | 2n*1024
fromRtoS | *160 bits bits

Bits needed | (n+k)*16 | (n+k+1)*1024 | 2n*1024 bits | n*1024 bits

from Sto R | 0 bits bits

From table 1, we can see that if we wish our scheme to be more

efficient than the others such as [5], (ntk+1)*160 must be less than

k*1024. That is (n+tk+1)*160 = 1024k. In other words, when n = 5.4k-1,

our scheme has the best performance in bandwidth consumption. Now,
we compare the computational cost with the other three by using two
factor: (1)the number of operations S needs to compute, and (2) the
number of operations R needs to compute. We show the result in Table 2.
Tkexp: the time of a modular exponentiation,] (Tgx, =240 Ty)[29]

Ty the time of a modular multiplication

Txor: the time of a modular bit-XOR

Tec mu: the time of a scalar multipling a paint on an elliptic curve Z;(1

TEC_MuIE 29 Tymu )[29]
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Ty, : the computation time of a bilinear pairing

Thash: the computation time of a hash function

Tenc: the computation time of an encrypted under DLP

Tgec: the computation time of a decrypted under DLP

Tasym: the time for an asymmetric encryption/decryption operation

Tsym: the time for an symmetric encryption/decryption operation

Table 2: comparisons of computational cost of various operations

Our scheme Chu et al.s’[5] | Zhang et Mu et
al.s’[16] al.s’[38]
Receiv | (2n+2k+1) | 2KTpurt2K Ty | 2k+3 Ty KT+ 2K T
er Tec Mutk(Top™ | p FK Tvpur KT gec
Txor) *KThash | Tk Txor+2kTh or
ash 2Kk Tgxpt2k Ty
ul
Sender | n(Typy+Txor)t | (ntk+1)Tgy, 3n Teyp 20Tyt Tyl
+3nTwmy
k Tgc murtn +nTxort(ntk +0Tepe
Thash ) or
Thash 3nTeptnTyvy

From Table 1 and Table 2, we can see that our scheme maybe less

efficient in computation time. However, it is more efficient in bandwidth

consumption than the other proposed schemes which play an important

role in a busy commercial network for the end-of-day settlement.

Then, we compare the computational cost of our communication
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protocol with the other similar vehicle work. For in authorization phase of

our scheme, V; can pre-compute AC;= H(M; || VID;), AC;'= @ - AC; ,o;=

H(e(H( «IPy;)Sy;, Os;) and in the access phase, he can pre-compute

hyisi =H(e(aSy; Os), oyi=H(e(H(alPy;)Sy; Os;) before the communication

taking place, we omit these pre-computed computations in table 3.

Table 3: computational cost comparison of various communication

schemes
scheme | Our scheme | Lietal.’s Yang et He et al.’s
phase scheme[9] al.’s scheme[31]
scheme([ 8]

Authorization | 3T},q, +4 4 Txor 3 4 Txor 4 |2 Tagym +
Phase Tec mu T3 Top | Thash 3 Texp | Toym T13 Thash

+2 Tasym TExp
Access 5Txor 13 5 Txor 6 4 Ty T4 4 Tysym T4
Service Thash +8pr+2 Thash +3 TExp Tsym Thash +2 Tsym
Phase Tec Mu +3 Tasym T2

Tvul
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Chapter 6 Conclusion

We propose a novel efficient and secure k-out-of-n oblivious
transfer scheme and a secure communication scheme based on pairings.
In our OT scheme, we reduce communicational cost for both sender and
the receiver. Also, we analyze the security and efficiency of our scheme.
After our analysis, we can conclusion that our scheme is not only secure
but also more efficient in bandwidth consumption than all other existing
oblivious transfer schemes. In our communication scheme, according to
our analysis in Section 5.2, our scheme is the first scheme which can
against man-in-middle attack, KCI attack, parallel session attack and
achieve mutual authentication. That is, up to how, our scheme is the first

robust scheme in VANETs.
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