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ABSTRACT

Because most of information is public and acquired easily in this
network fast-devel oping world, people usually take many safety measures
to protect the important information. The password authentication and
key establishment are the two most common technologies. At first, in the
method of password authentication, Yang and Wang proposed password
schemes with smart card to assure legal users can login in and access the
resource of the server in 2005. But their schemes are vulnerable to an
active attacker who will take forgery attack. After authenticating the
identity, user then can make use of key establishment technology to
establish the session key for follow communication. Boyd and Mao
proposed key establishment protocols using €liptic curve pairings for
Internet protocols in 2003. However, their protocols are also vulnerable to
key-Compromise | mpersonation attack

We will take cryptanalysis of Yang—Wang schemes and Boyd-Mao
protocols and propose forgery attack algorithm for Yang—Wang schemes
and key-Compromise Impersonation attack algorithm for Boyd-Mao
protocols. Then we further improve the Yang—Wang schemes and make
them be able to against forgery attack.

Keywords. password authentication, key establishment, smart card,
forgery attack, key-Compromise | mpersonation attack
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Chapter 1 Introduction

Because most of information is public and acquired easily in this
network fast-devel oping world, people usually take many safety measures
to protect the important information. The password authentication and
key establishment are the two most common technologies. Password
authentication is that a legal user can be ensured logging in to a remote
server and accessing the authorized data. Recently, severa password
authentication schemes using smart card which has storage and
computation abilities have been proposed [2, 10, 13, 24, 25 26, 27].

In 1999, Yang and Shieh [25] proposed both of a timestamp-based
and a nonce-based password authentication schemes with smart cards
first. They claimed that their scheme not only needn’t to hold a verified
table of passwords but also alow the users to select or change passwords
freely. However in 2002, Chan and Cheng [4] found that their schemes
were vulnerable to both of the given-ciphertext and forgery attacks. But
in 2003, Sun and Yeh [10] indicated that Chan and Cheng’s attack was
unreasonable since the client’s ID forged did not exist in the ID table,
meanwhile they also showed that Yang and Shieh’s schemes were subject
to the forgery attack. Moreover, aso in the same year Chen and Zhong
[15] pointed out that the fundamental computation assumption in the
Yang and Shieh’s schemes were incorrect. After that, Jian and Pan [19]
made a further anaysis on Yang and Shieh’s protocols in 2004 and
deduce that their protocols are not secure. To overcome these problems,
in 2005, Yang and Wang [ 3] proposed password schemes with smart card

to resist the existing attacks. But we find that their schemes are
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vulnerable to an active attacker who will take forgery attack.

After authenticating the identity, user then can make use of key
establishment technology to establish the session key for follow secure
communication [16]. Key establishment denotes a protocol whereby two
parties jointly establish a secret key by communicating over a public
channel. One of the basic secure communication technologies is the key
establishment protocol that is known as Internet Key Exchange (IKE). It
Isthe standard of Internet protocol Security (1PSec) proposed by the IETF
in 1998[6, 14, 17, 18, 21].But, people have many criticisms for this
protocol, especially for its complexity [8, 17].

In order to overcome such a problem, the elliptic curve cryptography
that can reduce the computations and maintain the same security level
becomes a better choice [1, 8, 9, 11, 12, 30]. Therefore in recent years,
several cryptography schemes [5, 7, 8, 9, 11, 12, 20, 22, 28, 29, 30] are
designed based on the elliptic curve. One of these schemesisthe deniable
authenticated key establishment for Internet protocols proposed by Boyd
and Mao [8] in 2003. For the use of the elliptic curve cryptography, their
schemes not only solute the complexity of computation but also become
more efficient than others. However, we will aso point out that
Boyd-Mao deniable authenticated key establishment for Internet
protocols can’t resist against the key-Compromise Impersonation (KCl)
attack defined by Wilson and Menezes [23]. The attack means that if A’s
long-term secret key is compromised and known by an adversary, the
adversary can pretend others to communicate with A.

We aso further improve the Yang-Wang schemes after taking

cryptanalysis of them and make them become more security. The

2



structure of this thesis is organized as follows. Chapter 2 is review of
Yang-Wang schemes [3] and Boyd-Mao protocols [8]. Chapter 3 is
cryptanalysis of Yang—Wang schemes and Boyd-Mao protocols. Chapter
4 is our improvement and security analysis of Yang—Wang schemes.

Chapter 5 isthe conclusion.



Chapter 2 Review Related Paper

2.1 Yang and Wang’s Passwor d Authentication Schemes

In this section, we will introduce both of Yang and Wang’s
timestamp-based and nonce-based password authentication schemes [3].
In their schemes, there exists a key information center (KIC) whose
responsibilities are to generate key information, issue smart cards to new
users, and change passwords for the users if needed. And each scheme
can be divided into three phases, registration phase, login phase and

authentication phase. We will describe both of them as follows
2.1.1 Timestamp-based passwor d authentication scheme

(). Registration phase
After anew user U, gives his identifier 1D,,and password PW, to the

KIC through a secret channel, KIC executes the following steps.

Stepl: Selects two large primes, p and g, computesm = p* q, where "*"
denotes the multiplication operation and then selects a public key
e and finds its corresponding secret key d
satisfyinge* d © 1modf (m).

Step2: Finds an integer g which is a primitive root in both GF(p) and
GF(q).

Step3: Produces a smart card’s identifier CID,, for user U,,, computes two

4



DnCIDn-d PWn-d

parameters, S, = | mod m and h,= g mod m, then

issues the smart card, which includes (m, e, g, ID, CID, S, hy) ,

to the user.

(ii). Login phase
When U, wants to login to the remote server, he inserts his smart
card into the input device and keys in his ID,and PW,. The smart card

then executes the following steps:

Stepl : Produces a random number R, and computes two parameters, X,
= g™ M mod mand Y,= S, h,""""mod m , where T is the
current time of the input device.

Step2 : Sends the login message M which consists of ( ID,, CID, X, Y,

m, e, g, T ) to the remote server

(iii).  Authentication phase
After receiving the login message M from U,, the remote server

records the current time T’ and executes the following steps:

Stepl : Checks to see whether 1D, and CID,are right. If they are wrong,
the login request will be rejected.
Step2 : Checks to see whether (T — T) is within a specified time interval

AT. Ifitis, the request is legal; otherwise, the login request will

be regjected.



Step3: Checks to see whether the equation Y2 ©° ID,“°" xXT modm

holds. If it holds, the remote server accepts the login request. The
figure of Yang and Wang’s timestamp-based password

authentication scheme is shown in Figure 1.

.I (DRegistration }
User (Uy) KIC

Selects ID,, PW, __gives( secret channel)

Produces CID,,

Computes S, = ID,SP" ¢ mod m
_Smart card(m, e, g, ID, CID, S, hy)

PWn-d

hh=g mod m
(Z)Cogn
Insert U,’s Smart Remote
smart card card Server
intoinput device  Produces R,
Input 1D, PW,  Computes Xn= g~ *" mod m
Yn=S h"" Tmod m
M(TD,, CID, X, Yo, M, €0,T) >

|13$Kuflient|cat|0n |

Check 1D, ? CID,, ?
Check (T -T)< 2 AT

?
Check Y20 ID “°n xXT

Figure 1. Yang and Wang’s timestamp-based password

authentication scheme
2.1.2. Nonce-based password authentication scheme

(). Registration phase
After user U,gives his identifier 1D,,and password PW, to the KIC



through a secret channel, the KIC executes the following steps:
Stepl: Produces two large primes, p and ¢, computesm =p* q, where

"*"  denotes the multiplication operation and then selects a public

key e and finds its corresponding secret key d
satisfyinge* d © 1modf (m).

Step2: Finds an integer g which is a primitive root in both GF(p) and
GF().

Step3: Produces a smart card’s identifier CID, for U,, computes two

IDn - PWn -
IDnCHd n-d

parameters, S, = mod m and h,= g mod m, then

issues the smart card, which includes (m, e, g, ID, CID, S, hy) ,

to the user.

(ii). Login phase
When user U,, wants to login to the remote server, he inserts his
smart card into the input device and keys in his ID,and PW,. Then the

smart card and the remote server together execute the following steps.

Stepl: The smart card delivers the login message M; which consists of
ID,and CID,, to the remote server.

Step2: After receiving the login messageM ,, the remote server checks to
see whether ID,and CID, are right. If they are right, the remote
server selects arandom number Ry, computes anonce N = h ( R)
and then delivers it to the smart card, where h(.) denotes a
one-way hash function.

Step3: The smart card produces a random number R,,and computes two

7



parameters, Xo= g7 " mod mand Y,= S, hy" Mmod m .

Then the smart card delivers the message M, that consists of

(Xn Yn, m, e g) totheremote sever .

(iii).  Authentication phase

After recelving message M,, the remote sever computes to see
whether the eguation YZ° ID “°" xXXNmodm holds. If it so, the

remote server accepts the login request; otherwise, it rejects. The figure
of Yang and Wang’s nonce-based password authentication scheme is

shown in Figure 2.

.............. Rt BRI IR LS
| (DRegistration |
User (U,) KIC
gives(_secret channel) .
Selects 1D, PW, ” Produces CID,

_Smart card(m, e, g, ID, CID, S, h,) Computes S,= 1D, mod m

h,=g™" 9mod m
|

| (ZJjcogm l
, Smart Remote
Insert U,’s d Ser
car
smart card M;(1D,,CIDy) > ver
into input device Checks1D,? CID,,?
Input ID,,, PW, N Selects Rq
< ComputesN =h ( Rs)
Produces R,
Computes X,= g™ *"mod m

Yn=S,+h"""N mod m
MZ(,XH,Yna m1 ey g)

\ 4

| lEiKuEIientlcatlonI

2
ChecksY 20 ID, <" xX N

Figure 2: Yang and Wang’s nonce-based password authentication
scheme



2.2 Boyd-Mao Deniable Authenticated key Establishment

Protocols

In this section, we review Boyd-Mao deniable authenticated key
establishment protocols. First, we will introduce pairings on elliptic
curves. Next we will introduce MAC based authenticator. At last, we

present the Boyd-Mao key establishment protocols.

i —

e ——

—~

- _
L -
o a-"-i- -\-H""-\-\.I""\--

2.2.1 Bilinear Weil Pairing: _
Let Qiibé an additive group and G, be a multi plfcﬁati.ve group and

4 W
each of‘.-fhem have the same order. Then we assume that t}réqe exists an

A\
effici# computable bilinear map e, - which isxlﬁ‘HI defined

ase: ﬁl " G, ® G,and satisfies the following conditions: Il}

1.B,j\{near: For any abl Z ad PQRI G, , jie  have
1 \ |'rl,lll
@PpQ)=eP Q" ot dRQ+RIZHPQ PR  ax

P+ QR)=€(P.R)&QR).

5

2. Non-degenerate-For anyP,QI G;, Wghaffeé(PQ) t 1

. —

-

3. Computability: For any P,Q1 G, , there is an efficient algorithm to

compute e(P,Q)1 G,.

2.2.2 MAC based authenticator:
To construct the authenticator, user B first chooses a random number

Ng and sends it to user A. When A receives Ng, he chooses an intended



message m and sends it together with MAC¢_(B,Ng m) to B, where B is

user B’s ID that is public and the MAC key Fag can be non-interactively
computed as the session key shared by both A and B. That is, A can

compute Fag as e(sQa, Qg) and B can compute Fga(=Fag) as &(Qa, SQg).
The figure of MAC based authenticator is shown in Figure 3.

Chooses arandom Ng
Ng

A

Chooses an authentic

message m
m, MACe_(B,Ngm)

Figure 3: MAC based authenticator

2.2.3 Boyd-Mao key establishment protocols

The Boyd-Mao key establishment protocols can be divided into two
portions, one is the key establishment protocol established using
DiffieeHellman key exchange, and the other key is established from
public key encryption approach. Each of them can be stated as follows:

(). Key Establishment Using Diffie-Hellman Key Exchange

In this scheme, a key exchange between users A and B can be
accomplished as follow:

Users A and B each chooses a random number R, and R,

respectively, then they compute g™ and g™ individually, where R, R,

10



belongs to Zyand g is a primitive root. In the protocol, users A’s and B’s
IDs are ID, and I1Dg respectively, and Fag denotes the non-interactively
computed MAC key shared by both A and B derived from the bilinear
pairing computation. That is, A can compute Fag as e (sQa, Qg) and B can
compute Fga ( = Fag) as e(Qa, SQg). After that, A and B can begin to
exchange information. The steps are as follows:

Stepl. User A sendst, = g™ to user B. After accepting ta, B will send tg
=g™®and MAC_(IDg,ts,tg)to User A.
Step2. When user A receives tg andMAC,,_(IDg,t4,tg), he can verify

whether the MAC is authentic. If it is authentic, he will send

MACE_(ID,tg,ta) to user B. Then A can compute the final

sessionkey Z .z = t£* shared with B.

Step3. After accepting theMACE _ (ID4,tg,ta), B will verify whether the
MAC is authentic. If it is authentic, B then computes the session
key Zgn (=Z,s =t2) The figure of Boyd-Mao key

establishment using Diffie-Hellman key exchange shown in

Figure4

11



ChoosesR ta
— ~Ra >
t, =0 ChoosesR
MAC . (ID g, t, . tg) ta =g™
Verify MAC
erify MAC . (ID . tg,t,)
_ R, Verify MAC
ZAB - tB eny— Rp
ZAB - tA

Figure 4. Boyd-M ao key establishment using Diffie-Hellman key
exchange

(ii). Key Established from Public Key Encryption Approach

In this scheme, users A and B each chooses a random number N,

~

and Ng respectively, where Na, Ngl [1...t] . Fag denotes the same

value defined in section 2.2.3.(i). Then, A and B can begin to exchange
information. The steps are as follows:

Stepl. User B sends Ng to user A. After receiving Ng, A chooses a

session key K and encrypts it using B’s public key denoted as

Eg(K). Then A sends Eg(K), D4, Ny, and

MAC:_(IDg,Ng,Eg (K)) to B.

Step2. When B receives Eg(K), IDa, Ny and MACE_ (IDg,Ng,Eg(K)),

he decrypts Eg(K) with his private key to get K and using the
MAC key Fag to verify whether the MAC holds. If it holds, B

can confirm he is communicating with A and sends

MAC, (ID,,ID;,N,,N;)touser A.

12



Step3. After receivingMAC, (ID,,1D;,N,,Ng), user A verifies whether

the MAC holds. If it holds, the MAC is authentic and A can
confirm he is communicating with the intended person B.
Therefore, user A and B can begin to communicate with each
other. The figure of Boyd-Mao key establishment from public
key encryption approach is shown in Figure 5.

A

Es(K),1DAN,, MAC_ (IDg,Ng,Eg(K)

[
»

Decrypt to obtain

MAC, (ID5 IDg, Na, Ni) K and verify MAC

Verify MAC ¢

Figure 5: Boyd-Mao key establishment from public key encryption
approach
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Chapter 3 Cryptanalysis on the Security

3.1 Yang and Wang’s Passwor d Authentication Schemes

In this section, we will demonstrate that both of Yang and Wang’s
password authentication schemes suffer from the forgery attack. Since we
can obtain some of the user’s information from the login message and
forge the required information to satisfy the verifying process in the

authentication phase. We show both of our attacks as follows.

3.1.1 Attack on the timestamp-based password authentication scheme

By monitoring on the communication line, an attacker U, can launch

an attack by performing the following steps.

Stepl: U, intercepts the legal user’s login message M=( ID,,, CID, X;, Yn,
m,e g,T).

Step2: Since the verifying equation Y2 ° 1D, “°" XX modm in the
authentication phase can be transformed

into ¢ ><(XI)'l ° D, “°" mod m, U, can know the fixed vaue

ID.“°" of user U, where the inverse of X!, (X)", can be

calculated using the extended Euclid algorithm if it is relatively
prime to m. Here on, we use the denominator of an element b to
represent its multiplicative inverse, b, modulus m.

Step3: Then U, can base on message M got from stepl to substitute the

14



values of X,, Y,and T by the forged values X, Y, and T

respectively, which can be computed as follows:

= (K ZX )T+eTn mod m
el
= (Yé)e. mod m

(x.)

That is, U,can first choose any random K such that X, =K®X, has
an inverse modulus m, and then let Y, =K™™eXTY andT =T +eT
to satisfy the verifying equation. After that, U, can deliver the forged
login message (ID,, CID, X, Y., m, e g T) to the remote server.
Since the equation (Y, )°© ID P ><(X'n)TI mod m holds as well in the
authentication phase, the attacker U, can thus impersonate the legal user

U,, and subsequently cheat the remote sever successfully. Therefore, we

have a successful attack in this timestamp-based password authentication

15



scheme. The figure of our attack on timestamp-based password

authentication scheme is shown in Figure 6.

........ At I
Z)L
Sm'art (J-ogm Remlote
card Attacker U,
} Server
inter cept

M(IDm CIDH XI"I an mv ea gVT)L

Chooses K

Computes X, =KX,
Y' = KT(l+e)XTY
T =T+eT

»
|

M'(IDy, CIDy X Yo, m e g.T)
Uthentication

ID,,,CID, holds
(T -T)<AT holds

(Y.)2© IDE™ (XY holds

Figure 6: Our attack on timestamp-based password authentication
scheme

3.1.2 Attack on the nonce-based passwor d authentication scheme

In this attack, U, can eavesdrop on the communication line to
intercept the messages transformed between the user and the remote
server for an enough period of time. Suppose that there are several login
users recorded in the hacker’s (U, database and each occurs several
times during this period. More precisely, the hacker’s database now
contains the items for each login user (Uy) in the form [( ID,, CID,), Ny,

(X Y, M, € g )], where the subindex nj denotes U,’s jth login, ( 1Dy,

16



CID,) is the message M sent by the smart card to the server, N,; is the
server’s responding random number, (X Yy, M, €, g) isthe message M,
sent by the smart card to the server. After constructing this hacker
database, U, can then launch an attack by first finding an user U; who has

the most logged items in the database and then perform the following

steps:

Stepl: U, sends U;’s ID; and CID; to the remote server. Assume that the

remote server responds with a random number N back, then U,

might be able to find one of al U;’s recorded items in which N;; is

N nj
nj

smaller than N and satisfies both X " modulus m has an inverse

and N - N, =DN=B>exN; , where Bl Z, and smaller than

DN. If Upcan’t find an user with such a Nj;, he would find the
second, the third, etc, according to the user’s occurrence

frequency in the database until he can find such an user. In fact,

N nj
nj

U, can decide whether X ;" modulus m has an inverse in his

off-time precomputation stage (Here, we assume the found user is
Un)

Step2: U,then extracts the found user U,’s selected item, ( 1Dy, CID,, Ny,
Xy, Y, M, €& g), in his hacker’s database. For abbreviation, we
denote Uy’s Ny, Xy,Yh & N, X, Y, respectively in the

following. Since the eguation Y?Z° ID,“°" xX¥ modm in the

authentication phase can be transformed

17



Ye
intox—ﬂ,° 1D,

n

“®" mod m. So U, can know the fixed value of the

1D, “°" in this congruence according to this selected item.

n

Step3:. U, substitutes the values of X,, Y, N by the forged valuesx_, v, ,

and the server’s responding value N' respectively, which can be

computed as follows:

That is, U, can randomly choose any K1 Z_ such
that X =KX  has an inverse modulus m and then let
v, =K"Y, {kex, )™ and N'=(1+Be)N to saisfy the verifying

equation. After that, U,can deliver thisforged login message (X, Y,, m,

18



e, g ) to the remote saver. Since the equation

(v.) e D c0n ><(X'n)N. mod m holds in the authentication phase as well,
the attacker U, can thus impersonate the legal user U, and cheat the
remote sever successfully. Hence, we also have a successful attack in the
nonce-based password authentication scheme. The figure of our attack on

nonce-based password authentication scheme is shown in Figure 7.

AN

........ [T s
| (Z)Login l
Sgnara(;t Attacker U ’sdatabase Remote
[( IDny CIDn), Nnj, Server

(an ,Ynj i m1 e! g )]
U,can find U, who has the most

logged in his database
My(1D,, CIDy )

N

A

FindsNy <N’
N'- N, =DN =BexN
Where B<DN& BT Z_
Chooserandom K 1 z
Computes X , = KX,
v, =Ky, o{kex,
N' = (1+Be)N

Mo Xp Yo, meg )

Authenticati
(Y,)e° IDSPn (X )" holds

Figure 7: Our attack on nonce-based password authentication
scheme

3.2 Boyd-Mao Deniable Authenticated key Establishment

Protocols
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In this section, we use the four security attributes defined by Wilson
and Menezes [23] to analyze Boyd-Mao key establishment protocols.
After that, we can find that Boyd-Mao key establishment protocols can’t
resist against the KCI attack. An adversary can pretend others to
communicate with A when he obtains A’s long-term secret key. Now, we
show our KCI attacks on the Boyd-Mao key establishment protocols as
follows:

s . m ~
3.2.1 Attack on the Key Establishment Usmg lefle-HeIIman Key
Exchange BN

We/assume an adversary X who knows user A’s long- te>m secret key

SQa al'{d wants to launch the KCI attack to pretend user B to col'lﬁmunlcate

with A. He can act as follows:

Stepq.\tl When X intercepts t, sent from A intended to B, X can' compute
X!

."I -"

.'"-:t‘he MAC key Fag in the same manner specified in 3{0& on 2.2.3(i)
w
and» choose arandom number R,'to computet :—ag Rb" Then he

cansend LB_\and MAC

FaB

(ID,,t A,t )t@userA
_-"

-\_\_\_

Step2. After recelvmgt 'aHGI-M-AG— ('I'DB A tg)from X, user A can

verify it as authentic for he also has the MAC key Faz. And

because he knowst;', he can compute the session key
= ((t,")*=) by DiffieHellman key exchange protocol,
where R.l rZ, is selected by A. After that, user A sends

MAC_(ID,.tg ,ta) back to X.

20



Step3. When X receivesMACe,, (IDa,tg  ta), he can also verify it
successfully, becausety’ is computed by himself. So he can

take t, and his secret random R,' to compute the session

keyZ .5 = tR . Accordingly, user A and X have the same

session key and thus can communicate with each other. Because
adversary X can send his message using B’s ID, A will believe
that he is communicating with B. So, adversary X can pretend
to be user B to communicate with A successfully. Therefore, we
have a successful KCI attack. The figure of KCI attack on this

schemeis shown in Figure 8.

A B
- X
tA =g ? ta
»  Interceptsta
ChoosesRr,'
MAC ¢ (IDg,ts,tg) t,'=g"
Verify MAC .
MAC ¢ (ID o, tg  ta)
»  Verify MAC
Rg Ry’
— Z SN
Ly =1ty AB A

Figure 8: KCI attack on the Key Establishment Using Diffie-Hellman
key exchange

3.2.2 Attack on the Key Establishment based on Public Key
Encryption Approach

Here, we assume that an adversary X knows user B’s long-term
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secret key sQg. Under this assumption, when he wants to launch a KCI
attack, he can compute the MAC key Fug to pretend user A to
communicate with B. We delineate it as follows:

Stepl. After intercepting Ng sent by B, X will choose a random key
K" as the shared session key and encrypts it using B’s public
key denoted asEB(K'). He also chooses a random number N, .
After that, he sends IDa, N, , E4(K')and the computed
MACFAB(IDB’NB’EB(K')) to B.

Step2.After  receiving the EB(K') , IDp N, , and
MACE (IDB,NB,EB(K')), B will decryptEy(K') to get K
using his private key and veify to see if

MACFAB(IDB,NB,EB(K')) is authentic. Obviously, B will

verify it successfully for he also has the same MAC key Fag as
X does. After that B will send the authenticator encrypted with

the sesson key K sdected by X and send

MAC (ID,,IDg,N,",Ng) touser X. Then X can also verify

it successfully for K is selected by himself.

Step3. Then users B and X will have the same session key K, and thus

can communicate with each other. Because X sends his
information using A’s ID, B will believe that he is
communicating with A. So X can pretend user A to

communicate with B successfully. Therefore, we aso have a
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successful KCI attack. The figure of KCI attack on this scheme

isshown in Figure 9.

InterceptsNg
ChoosesK', N,
Ea(K), IDaA N, MAC, _(IDg,Ng,Eg(K')

»
»

Decrypt to obtain
: K' and verify MAC
| MAC .(ID, IDy, N, Ny) = naveny
Verify MAC < K ’

Figure 9: KCI attack on the Key Establishment based on Public Key
Encryption

23



Chapter 4 Improvement and Security Analysis

4.1 Our improvements on Yang and Wang’s password

authentication schemes

4.1.1 Improvement on the timestamp-based password authentication

scheme

(). Registration phase

This phase is the same as the registration phase in the time-based
password authentication scheme described in Section 2.1.1.(i).
(i1). Login phase

The user first inserts his smart card into the device and keys in his
ID, and PW,when he wants to login in to the remote server. Then the

smart card executes the following steps.

Stepl : Produces a random number R,, and computes the two formulas
that are Xo,= g™ *mod mand Y,= (S, + h, )™ mod m,
where T isthe current time of the input device.

CIDn

Step2 : Sends the login message M which consists of ( ID,, 97,

CID, *R, XnYn, m, e g,T ) to the remote server, where "*"

denotes a multiplication operation.

(ili).  Authentication phase
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After receiving the login message M from the input device, the

remote server records the current time T and executes the following

steps.

Stepl : Looks over whether the ID,,and CID, are right or not and if they
are wrong , then the login request is refused.
Step? : Looks over whether ( T — T) is within a specified time interval

AT. If it is, then the request is lega, else the login request is
refused.

Step3 : Looks over whether the equation Y2 ° ID,“°" ™" X! mod m

holds or not. If it holds, the remote server accepts the login
request. The figure of our improvement on Yang and Wang’s

timestamp-based password authentication scheme is shown in

Figure 10.
........ {ZLomI
Smart -9
card Remote
Server
ChoosesR |,

X, =g™ " modm
Y, = (Sn ><h§)Rn mod m

M(ID,,g“°",CID,*R,,X_,Y,.,meqg,T)

Yo ID, """ xX T modm

Figure 10: Our improvement on Yang and Wang’s timestamp-based
passwor d authentication scheme

25



4.1.2 Improvement on the nonce-based password authentication

scheme

(). Registration phase
This phase is the same as the registration phase in the nonce-based

password authentication scheme described in Section 2.2.1.(i).

(i1). Login phase
The user first inserts his smart card into the input device and keys in
his 1D, and PW,when he wants to login in to the remote server. Then the

smart card executes the following steps.

Stepl: The smart card delivers a login message M that consists of 1D,

CIDn

and ¢ to the remote server.

Step2: The remote server looks over whether the ID,,and CID,, are right or
not after it recelves the login message M. If they are right, the
remote server computes a random number R,, and computes a
nonce N = h ( R,,), then deliversit back to the smart card. The h(.)
Isaone way hash function.

Step3: The smart card produces a random number R,,and computes two
formulas that are X,= g™ Mmod nand Y,= ('S, * h," )" mod
m . Then the smart card delivers the message M, that consists of

(XnYn, CID,*R,, m, e g) to the remote server .

(ili).  Authentication phase

26



The remote server computes whether the equation

Y2 o ID, %P xX N mod m holds after it receives the message M. If it

Is, the remote server accepts the login request; otherwise it refuses the
login. The figure of our improvement on Yang and Wang’s nonce-based

password authentication scheme is shown in Figure 11.

........ e R s
| Zycogin |
Smart (o
Remote
card
Ml(an,gC'D”) - Server
N Checks(ID,,,CID,))?
ChoosesR,,

X, =g™n R modm
Y. = (Sn ><hr':‘)R“ modm
M,(X.,Y.,CID.*R_,m,eg)

»

| (3) Authentication I

YEo ID,“Pr R xXN modm

Figure 11: Our improvement on Yang and Wang’s honce-based
passwor d authentication scheme

4.2 Security analysis

In this section, we will analyze some familiar attacks on our
improvements. They are forgery attacks, password-guessing attack,

replay attack and smart card loss. All of them are described as follows,
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4.2.1 Forgery attack

In the timestamp-based password authentication scheme, an attacker

CIDn

cangetthe (1D, 9, CID,*R. X, Ynm, e g, T ) by eavesdropping

on the communication line. But it isimpossible for him to know the CID,

CIDn

from theg or CID,*R,. Since we know computing the CID,, from

CIDn

the value of ¢ Is a discrete logarithm problem. Besides, because of

the attacker does not know the value R,,, he cannot compute the value

CID, from cID_* R, as well. Since the attacker can’t know both the

CD *Rp

CID, and Ry, he can’t know the value of ID |, in the verifying

CIDn"Rn XX modm and thus he can not forge the

equation Y, ° ID,
. . Y: o CIDn*Rn
value of X, Y, to sdisfy the equation 3+ ID, modm

n

Therefore the forgery attack cannot succeed in the timestamp-based
password authentication scheme.

In the nonce-based password authentication scheme, an attacker also

CIDn

can get ( ID,, 97, CID,*R,, Xn Yo M, & g ) by intercepting the
communication message and N for the corresponding ( ID,, CID, ) from
step2 in the login phase. But the forgery attack can’t work successfully in
this nonce-based password authentication scheme on the basis of above

explained reason.

4.2.2 Passwor d-guessing attack

An attacker has two ways to obtain the password PW,, one is from
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PWn-d PWn - Rn

h,= g mod m in the smart card, and the other is from X,,=g
mod m in the login phase of both the timestamp-based and nonce-based
password authentication schemes. However, because the attacker cannot
know the values of d and R, due to the intractability of the discrete log
problem in Z,, he can’t get the password PW, from the two equations.
Therefore, our improvements can withstand the password-guessing

attack.

4.2.3 Replay attack
If an attacker wants to replay the message M that consistsof (1D,

g="", CID, *R, XnYn, m, & g,T) to the remote server in both the

timestamp-based and nonce-based password authentication schemes. The
remote server will refuse it after receiving the replay message. Since, first,
the replay message might not able to pass the verification T - T £ DT

in the step2 of the authentication phase. Second, when the server sees the

same valueCID_ * R, as used before, it knows this is a replay attack.

Because of the valueCID , * R should be different from the ever used

ones due to the random value R, each time.

4.2.4 Smart card loss

If a legal user loses his smart card and it might happen to be
discovered by an attacker. Then, due to the difficulties of
password-guessing attack explained above, the attacker can’t guess the

legal user’s password successfully. Even if the attacker could insert the
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smart card into the input device and key inhis forged password PW,and

PWa- Rn

to impersonate U,,. Then the smart card computes X,=¢ mod m, Y,

= (S, hy")®™ mod m and sends the login message to the remote server.
But this login message will not be able to pass the verifying equation

Yeo ID “°" " xXT modm after the remote server receives the

e
CIDp*
message because X? 1_.{9_;::%%33&:-Iherefore, the attacker can’t

o T i
s T
o T,

log in to ,I}hé “remote server in the timesté"rripj-based password

authentiﬁa;ijéln scheme even if he has the legal user’é'?:rt card. In
addition; an attacker also cannot use this forged password 1 hod to log
to the'remote server in the nonce-based password authenticatil't;h scheme
for t qme reason. J

|

E".Iljl". "'Jl Illl

\ /
L /-'f
1 .
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Chapter 5 Conclusion

In this thesis we have pointed out the weaknesses existed in both of
Yang and Wang’s password authentication schemes and Boyd and Mao’s
Deniable Authenticated key Establishment Protocols. The weaknesses of
Yang and Wang’s password authentication schemes are forgery attack that
an attacker can masquerade as a legal user and cheat the remote server
successfully. Similarly the vulnerability of Boyd and Mao’s Deniable
Authenticated key Establishment Protocols are KCI attack that if A’s
long-term secret key is compromised and known by an adversary, the
adversary can pretend others to communicate with A. Therefore, they are
not secure enough on the execution of their protocol. Then we also have
improved the weaknesses of Yang and Wang’s password authentication
schemes by our proposals. After a deeper security analysis as shown in
Section 4.2, we have showed that our improvement schemes are secure.
Therefore, after our enhancement, the strength of Yang and Wang’s
password authentication schemes is equivalent to the intractability of the

discrete log problem
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