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A method to improve the security of intranet network by
combining firewall with virtual private network

Student - Yi-Wei Chnag Advisors - Dr. Chang-Bin Wang.

Department of Information Management
The M.ILM. Program
Nan-Hua University

ABSTRACT

Because of the raising consciousness of information management in
recent years, enterprise for high efficiency of reaching but great input
information and network to should be used for and used to raise enterprise's
competitiveness. In order to guarantee information security, ample resources,
including equipment and human resources, must be put after the application
of information and network. However the security problems come from
Intranet are more serious than come form Internet because of the congenital
advantage the network bandwidth and privilege.

Firewall, a kind of hardware or the software implementations, is the
protection mechanism to ensure the valid information transmission of Internet
by suitable policy. Information transmission insides firework is usually weak
in security management, therefore it is interesting research topic by using
simple implementations to managing the information transmission insides
firework.

The virtual private network (VPN), a secure data transmission by using
the encrypted tunnel technology, can be used in order to get secure
communication between enterprises. The information security and privacy

can be guaranteed by using VPN in Internet. Transposition transmission can

X



be adopted in VPN, but it is not suitable for the transmission of some
sensitive information. Nowadays there are still many problems of security and
implementation in many enterprise applications of VPN.

In this research, we focus on the implementation to enhancing the intranet
security without changing construct. Our implementation is designed by VPN
in embedded systems and is combined the management of firewall. The
implementation is an efficient solution to improve the security in intranet.

Keywords: Firewall, virtual private network (VPN), embedded system.
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2 Y

g1 00

11.40 Mbps » AES 4c % 5 11.12 Mbps » Triple-DES 4¢ % % 7.99

Mbps » BB ficip 4o 3 o

% 3.Linux ¢ St & f4e %7 fOE T

= ¥ E M Blowfish AES Triple-DES
1 27.79 11.40 11.20 8.14
2 27.78 11.34 11.15 7.21
3 28.30 11.53 11.13 8.15
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% 3. Linux % %t % f;ﬁ_% »E ﬁ\-ﬁﬁﬁ ()

= #c ERESM Blowfish AES Triple-DES

4 28.15 11.51 11.27 8.15

5 27.50 11.59 11.01 8.02

6 27.11 11.49 11.00 8.01

7 28.00 11.16 11.26 8.06

8 27.49 11.38 10.95 8.05

9 27.74 11.28 11.12 8.01

10 27.59 11.29 11.08 8.13
T 27.75 11.40 11.12 7.99

FreeBSD #7¥ #icdp 42 8 #i 4 5 27.83Mbps » Blowfish *c
% 5 11.47 Mbps » AES 4c % % 11.98 Mbps > Triple-DES 4r % 2
8.41 Mbps > F ¥ iy dc £ 4 o

% 4.FreeBSD i Su & fote % T 997 A

= # g Blowfish AES Triple-DES
1 28.17 11.40 12.09 8.36
2 28.26 11.40 11.88 8.39
3 28.00 11.44 12.07 8.40
4 27.46 11.46 11.84 8.40
5 28.09 11.46 11.85 8.40
6 27.74 11.46 11.92 8.41
7 27.56 11.46 11.98 8.41
8 27.81 11.46 12.16 8.42
9 27.67 11.58 11.75 8.43
10 27.49 11.59 12.27 8.43

= 27.83 11.47 11.98 8.41

Windows 717 #icdg ¥ E 42318 5 5 26.54Mbps > Blowfish 4r
% % 10.09 Mbps » AES 4c % % 10.68 Mbps » Triple-DES ¢ % %
7.78 Mbps » B8 fchphod S o
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# 5. Windows & St & e % T 4

Zfk| P& | Blowfish AES | Triple-DES | L2TP/IPSec
1 26.61 10.00 10.89 7.74 8.76
2 26.38 10.53 10.95 7.90 8.83
3 26.11 10.25 10.55 7.91 8.93
4 26.12 9.59 10.63 8.08 8.84
5 27.03 9.78 10.84 7.70 8.60
6 26.75 10.17 10.42 7.70 8.58
7 26.70 10.36 10.31 7.70 8.88
8 26.71 10.15 10.78 7.65 8.89
9 26.59 10.13 10.73 7.71 8.91
10 26.42 9.90 10.70 7.74 8.85

= 26.54 10.09 10.68 7.78 8.81

Pfsense 7 (¥ #icdp 42 & #:f R 5 26.29Mbps > Blowfish *r %
% 10.76 Mbps’ AES 4r % % 10.16 Mbps> Triple-DES v % & 7.77
Mbps > F 58 BcPpdo i 6 o

# 6. Pfsense WL d fl4e % T FUE B

= ¥ ERER Blowfish AES Triple-DES
1 26.18 10.86 10.23 7.78
2 26.79 10.72 10.13 7.78
3 26.92 10.74 10.12 7.76
4 26.79 10.81 10.08 7.84
5 26.81 10.80 10.15 7.79
6 25.99 10.65 10.17 7.75
7 26.87 10.89 10.24 7.76
8 25.56 10.78 10.06 7.77
9 25.69 10.59 10.11 7.76
10 25.27 10.78 10.27 7.66

= 26.29 10.76 10.16 7.77

55



FENM Y HGER RHEMERA REEFE LA
(i gigid & - 3200 FreeBSD Jk Srtic £ R 48 > Bt w57 3
AR IIB o

SRR I S R AN R T £ L LR AR

éi’UE&&%ﬁﬁﬁ%iﬁﬁ%ﬁ’&Q%%@ﬁﬁﬂﬁ
F

# % FreeBSD & 3Li® 2 4% » ;8 &k %z Frw o ¥

v
&
%
S
NS

R M AR B AT EITE RS 0 B
= @it /§ JF i (¥ 1 IDE Flash Memory > 12 Fg (- % 5L (v 48 2 13 >
WA KSR PFRE T T B 4 oA E k% £ % FreeBSD &

R B X ERA YA e PR Y Z AR
BoohiRFEr op VSRR RREMSF L CPU
i 4 0 T APER A S B apF o R aER T rL 2L
B hCPU £ 42 (drdk 7977 ) BiE%H FEF ¢ CPU A §%
iR FEE TR SE(5 % % OpenVPN 7% 4p B $ k8 » 187 17 ¥ %
ﬁﬁ%“ﬁ%’MWWW#ﬁiﬁﬁﬁ%E@ﬁﬁﬁiiﬁﬁ
dad AR S PRAR > R EFE A B Y B TR R

FAERR S PR E AR E LR %% L hE 2 5 OVPNBSD-

% 7.OVPNBSD #: v % #c 4

machine 386 JsT L
cpu 1686_CPU PRI E R s
ident OVPNBSD
options SCHED ULE ) N

| pos B
options PREEMPTION
options INET
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% 7.OVPNBSD 2 %84 ()

ER& S L=a
device pci im+ L3
options FFS
options UFS ACL
options MD ROOT
options PROCFS T
options PSEUDOFS
options GEOM_GPT
options KBD_ INSTALL CDEV
options ADAPTIVE GIANT
device apic
options SMP 5 v A pmm A e
options MPTABLE FORCE HTT
options IPI PREEMPTION
device ata
device atadisk A4
options ATA STATIC ID
device atkbdc
device atkbd HEFRAE
device kbdmux
device vga B b 4
device sc
device em
device miibus

PR LR
device bge
device fxp
device rl
device agp ot e i
device loop
device random BEA R L
device ether
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W

% 7.OVPNBSD 2« %84 (&)

B #2x
device apm BIF PR MERARE
device sio AR S 3
device ppPP
device tun
device pty
device md PR ARG L
device bpf
device firewire
device few
device pf
device pflog Provdm 2 4
device pfsync

~ OVPNBSD F "2 p|35 ¢
— I ERA RS
XS B AEF T R AERET 5 5 4523 Mbps
BF-CBC 128 bit 4T i\‘si F % 156.5 Mbps » AES-128-CBC
128 bit #v % F i\'i F % 166.2 Mbps » DES-EDE3-CBC 128 bit
e T YE 5 5 95.2 Mbps e
SR ARHET SR
OVPNBSD #7# #cdy 5 ¢ B #%:13 5 29.31Mbps > Blowfish
svp 5 11.62 Mbps » AES 4r % 5 12.34 Mbps > Triple-DES *r %
5 8.55Mbps > F R Hcdpdc& 8 o
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3 8.OVPNBSD i it £ ffi4e % T {441 %

= ¥k ERER Blowfish AES Triple-DES
1 29.63 11.93 12.29 8.38
2 29.50 11.77 12.30 8.42
3 29.39 11.57 12.32 8.46
4 29.32 11.88 12.33 9.46
5 29.27 11.58 12.35 8.44
6 29.18 11.48 12.37 8.42
7 29.15 11.52 12.40 8.49
8 29.01 11.52 12.47 8.47
9 28.90 11.48 12.48 8.42
10 29.72 11.48 12.09 8.50

= 29.31 11.62 12.34 8.55

s N kA fEAe B

FoEed o o E dRig A 5L @ﬁg?l i 7 5.05%° BF-CBC 128 bit
fof Bgecd 10 1.29% 0 AES o B iy € 24 7 2.92% » Triple-DES “4r %

e 0 1.64% 0 Boap st Bled 9 2 28 40T
9. TFE LA BT R R A

= ¥ ERER Blowfish AES Triple-DES
Linux 27.75 11.40 11.12 7.99
FreeBSD 27.83 11.47 11.98 8.41
Windows 26.54 10.09 10.68 7.78
Pfsense 26.29 10.76 10.16 7.77
OVPNBSD 29.31 11.62 12.34 8.55
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OVPNBSD #2 4t #5M a0 &%

FH | BaoriE 2 HI0EE N AR cmp ping SR sEIBE— IEIFEEMDHOO%
FREH | REERIRAEEG R R RS | SRR R R

EIREREtE AL 2007 H 15 H, 28—, 8:12,
FfR&1E 'ping.1" » TAEIERFRI(UPTIME): ,.

#H Bk U 58 =9

100.0

73.0

0.0

* of ping 0Ok

29.0

0.0

0 2 4 o6 8 1o 12 14 18 13 20 £ o0 2 4 & G

A BRKisEEEE: 1000 % R BRkiEEEEE 100.0 % HET FRkEEEs 1000 %
B ERALE MRS 1000 % T4 ERELEHERERE. 1000% BAl ERLAHEEERRE 1000%

B 30. OVPNBSD # p #f¢ it £ jp3# ]
538 Bk G0 5E T

1000

a0

G0

¥ of ping 0Ok

28,0

0.0

Mon Tue Wed Thu Fri Sat

Suh Mon

FeA Bk EEE 1000 % FEY Rk EESE 1000 % BRI Fk i 1000 %
mA ERAAEEEEERE 1000% T4 ERLEHREEERE 1000% Bal ERLSREEERE 1000%

® 31.OVPNBSD # i+ 4t i £ BlE B

FEM P E g T APE J‘zﬁﬁf:sp\u-r,@%gg :
- BB A R & TR
OVPNBSD (452.3Mbps ) > FreeBSD (450.2 Mbps) >
Linux (441.9Mbps) >Pfsense (440.8Mbps) >Windows
(404.5Mbps ) > & T 5 té}ﬁ?‘lﬁ R 3542 i 400Mbps > 12 P
EEPFREE AR T 100Mbps s A 0 AR T
TR RLEET K
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= ~ 3% Blowfish 4r % & ;% Fﬁ@»ﬁ%]msi)i
OVPNBSD (156.5 Mbps) > FreeBSD (150.9 Mbps )
> Linux ( 149.3 Mbps ) > Windows ( 145.7 Mbps ) > Pfsense
(130.0 Mbps ) £ 7] » & ﬁ;f]si B % w3445 OVPNBSD 65% »
FreeBSD 66% » Linux 66% » Windows 64% > Pfsense 71% °
= ~FE* AES v 2 ;“B?:‘@ﬁi%]ﬁﬂii)i
OVPNBSD (166.2Mbps ) > FreeBSD (164.6 Mbps ) >
Linux (139.8Mbps) > Windows (131.9Mbps) > Pfsense
(117.2 Mbps ) £ 7] > & ﬁ-;f]ﬁ B % w4245 OVPNBSD 63% »
FreeBSD 63% > Linux 68% °» Windows 67% > Pfsense 73%
2 ~ $ % Triple-DES 4 % = ;¢ F‘é?@ﬁis?]msi B
OVPNBSD (95.2 Mbps) > FreeBSD (92.6Mbps) >
Linux (90.3Mbps) > Windows ( 83.2Mbps ) > Pfsense
(82.6Mbps ) #* 71 i@ it & 4 “|424f OVPNBSD 79% -
FreeBSD 79% > Linux 80% » Windows 79% > Pfsense 81%
7 ~ Wndows # * L2TP/IPSec
1] ﬁg?]si Bkt @ % OpenVPN 7 55 % AES 4% > 7
P 1647% > i CPU & * § 440 & R 100%# i > = % T 1
VAR R R TR AT E o
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OpenVPN &' PR B S ek 2 ¢

HP PR 8 R 2
local 192.168.1.254
HIe 5 PRI IR

port 1194

#HERH top 3 RS T
proto tcp

#ig * Bd it

dev tun

#Hit * §FE S mRE
ca ca.crt

cert server.crt

key server.key

dh dh1024.pem

HARE R 2 mE Y R
server 192.168.100.0 255.255.255.0
HE T H "%T:%@ % B FE
ifconfig-pool-persist ipp.txt

HK TR B i p

push "route 192.168.0.0 255.255.255.0"
#3K PR T SV

keepalive 10 120

#ix * AES 4v % o0

cipher AES-128-CBC

#HE TR U

max-clients 100

R b R PR R 2
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user nobody

group nobody

HEATHRFELEAAN TR 7R T
persist-key

persist-tun

HR T m 7 PRALE &R

status openvpn-status.log

3R R R T 2 R

verb 0
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OpenVPN i % ;'FZ TS i

float

#VPN % Stk * i 2 Port

port 1194

#Hie * Brd fio;n

dev tun

g U PR 1 &

dev-node openvpn

#E* TCP H-3¢ @ﬁ%l

proto tcp-client

HEFF 7 PR PIRE Y B3

remote 192.168.1.254 1194

HER TR IR T S AR AU

ping 10

HEFTRAPFEFLEAAN TR 3K T

persist-tun

persist-key

#3 + TLS 1% 238 3

tls-client

P B Nmw

ca ca.crt

cert client.crt

key client.key

ns-cert-type server

pull

#Ex * AES 4v % ot

cipher AES-128-CBC
KRR BT B

verb 0
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