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ABSTRACT

Recently, Kumari et al. pointed out that Chang et al.’s “Untraceable dynamic-identity-
based remote user authentication scheme with verifiable password update” not only has
several drawbacks, but also does not provide any session key agreement. Hence, they
proposed an improvement with key agreement on the scheme. After cryptanalysis, they
confirmed its security properties. However, we determined that the improved scheme still
suffers from both anonymity breach and the smart card loss password guessing attack,
which are two of the ten basic requirements in a secure identity authentication protocal
using smart card, insisted by Liao et al. Therefore, we modified their improvement to
include those desired security functionalities, which are significantly important in a user
authentication smart card system.

Keywords: user authentication, key agreement, cryptanalysis, smart card, password
change, untraceable, dynamic identity, anonymity, remote user authentication
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Table 1. notations definitions

Notation table

Pwi : user i’s password.

RPwi : user i’s randomized password.

b :a random number.

||: concatenation operation.

@ : bitwise Xor operation.

h(.): a collision free one-way hash function.
IDi: user i’s identity.

ri, yi:user i’s two nonces.

Si: the ith server.

Ui : the ith user.

AE : an attacker.

Ti:user i’s current timestamp.

Ts, Tss: server’s two current timestamps.
X, Y server’s two secret numbers.

SCi: user i’s smart card.
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Abstract

Recently, Kumari et al. pointed out that Chang et al.’s “Untraceable dynamic-identity-
based remote user authentication scheme with verifiable password update” not only has
several drawbacks, but also does not provide any session key agreement. Hence, they
proposed an improvement with key agreement on the scheme. After cryptanalysis, they
confirmed its security properties. However, we determined that the improved scheme still
suffers from both anonymity breach and the smart card loss password guessing attack,
which are two of the ten basic requirements in a secure identity authentication protocal
using smart card, insisted by Liao et al. Therefore, we modified their improvement to
include those desired security functionalities, which are significantly important in a user
authentication smart card system.

Keywords: user authentication, key agreement, cryptanalysis, smart card, password
change, untraceable, dynamic identity, anonymity, remote user authentication

1. Introduction

There have been many cryptographic scientists working in the system design of remote
user authentication using smart card (SC) [1-19]. A user authentication using smart card
system typically contains two roles: the user and the server; and three protocols:
registration, login and authentication, and password change. In the design principle, the
user’s identity should not be revealed to the outside world to ensure his login privacy.
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In 2014, Kumari et al. [13] pointed out that Chang et al.’s scheme [14] has some
shortcomings. It suffers: (1). offline password guessing attack, (2). impersonation attack,
(3). insider attack, (4). anonymity breach when the smart card is obtained by a legal user,
(5). denial of service attack, and (6). lacking session key agreement. Hence, they
overcome the security weaknesses by proposing a new one with key agreement. It
provides with user anonymity, establishes proper mutual authentication, and offers a
secure password change phase, without maintaining any database record at the server side.
They claimed that the proposed scheme could resist various attacks, including those
existed in Chang et al.s’ and outperform six other related schemes in the aspect of security
characteristics. However, upon a closer examination, we discovered that it suffers from
two security weaknesses: (1). anonymity breach, and (2). the smart card loss password
guessing attack. To enhance its security, we modified their scheme to include these
features. We will demonstrate the enhancement in this paper.

The rest of this article is organized as follows. In Session 2, we briefly introduce
Kumari et al.’s improvement on Chang et al.’s scheme. In Session 3, we analyze its
weaknesses. The modifications and related security issue discussions are demonstrated in
Session 4 and 5, respectively. Finally, a conclusion is given in Session 6

2. Review of Kumari et al.’s scheme

Kumari et al.’s “An improved remote user authentication with key agreement” is based
on Chang et al.’s scheme [14]. It also consists of two roles: the user and the remote server;
and three phases: registration, login and authentication, and password change. They
claimed that their scheme not only eliminate all the security vulnerabilities existed in
Chang et al.s’ but also introduce the session key agreement function. In this article, we
only review their registration phase, and the login and authentication phase, to illustrate
its weaknesses. As for the definitions of the used notations, please refer to the original
article.

2.1 Registration Phase
When user Ui registers to the service provider server Si, this phase is performed as
follows:

(1) The user Ui chooses his identity IDi, password Pwi, and selects a random nonce b.
He then computes RPwi = h(b || Pwi) and sends the registration message{IDi, RPwi}
to Si over a secure channel.

(2) After receiving the registration message from Ui, Si then chooses a random number
yi, which is different from all of the other users’.

(3) Si computes the values Ni=h(IDi|| x) ® RPwi, Yi=yi®h(IDi|| x), Di=h(IDi|] yi|
RPwi), and Ei=yi®h(y]|| x).



(4) Si stores the values{Yi, Di, Ei, h(.)}into Ui’s smart card (SCi) and delivers SCi and
Ni to Ui via a secure channel.

(5) After receiving SCi, Ui computes Ai = (IDi || Pwi) @b and Mi = Ni @ b, and inserts them
into SCi which thus now contains the parameters{Yi, Di, Ei, h(.), Ai, and Mi}. Ui
hereafter needs not to remember the random number b anymore.

2.2 Login phase

This phase is for userUi to access the needed resources from a server. Ui inserts his SCi
into a card reader and inputs his username IDiand password Pwi. SCi then verifies its
owner with the secret data stored by using the following steps.

(1) First, SCi computesb = Ai® h(IDi || Pwi), RPwi = h(b || Pwi), h(IDi|| x) = Mi ® RPwi
@b, and yi=Yi®h(IDi|| x). It then computes Di*=h(IDi|| yi|| RPwi).

(2) SCi verifies whether the equation Di* = Di holds, if it does not hold, SCi drops the
session. And Ui is required to enter PUK (Private Unblock Key) to re-activate his
SCi.

(3) Only if Di*=Di holds, SCi proceeds further. It computes the values h(y || x) =i
@Ei, Ni=Mi®@b, CIDi=IDi®h(Ni|| yi|| Ti), N" = Ni®h(yi|| Ti), Bi= Ni® RPwi =
h(IDi || x), Ci=h(Ni|| yi|| Bi|| Ti), and Fi=yi® (h(y|| X) || Ti), where Ti is the sys-
tem’s current timestamp.

(4) SCithen transfers the login request ={CIDi, N, Ci, Fi, Ti} to Si.

2.3. Authentication phase
After receiving the login request, Si and Ui together perform the following steps to
authenticate each other:

(1) Si verifies to see whether (Ts —Ti) < AT holds, whereTsis the current timestamp. If it
does, Si retrievesyi=Fi® (h(y || x)||Ti), Ni= N’ @h(yi||Ti), and IDi=CIDi® h(Ni
|| yi|| Ti). It then computes Bi*=h(IDi|| x), Ci*=h(Ni|| yi|| Bi*||Ti), and compares
Ci* with the received Ci.

(2) If Ci*=Ci holds, Si confirms the legality of Ui. It then computes a =h(B*|| yi||
Tss), and transmits {a, Ts} to SCi, where Ts is the server’s current timestamp.

(3) On receiving{a, Ts}, SCi checks Ts for freshness. If Ts is fresh, SCi computes
a*=h(Bi|| yi|| Ts) and verifies to see whether a*=a holds. If it does, SCi
confirms the legality of the server.

(4) After successful mutual authentication, Ui and Si both compute the common session key
as sk =h(Bi|| yi|| Ti|| Tss|| h(y || X)) and sk* = h(Bi*|| yi|| Ti|| Tss || h(y || X)), respectively.

3. Weakness of the scheme



Due to the parameters{Yi, Di, Ei, h(.), A, and Mi}stored in the smart card and the
user’s ability in computing the values b = Ai® h(IDi || Pwi), RPwi=h(b|| Pwi), h(IDi||
X)=Mi®@RPwi®b, and yi=Yi®h(IDi|| x), an insider can compute yi® Ei. That is,
each user can know the value h(y || x), because Ei = yi®h(y || x). Under this situation,
we can see that their scheme suffers from: (1) anonymity breach, and (2) the smart card
loss password guessing attack. We describe them both below.

3.1 The insider attack on the protocol’s anonymity property

If a user Bob’s login request {CIDi, N, Ci, Fi, Ti} is intercepted by an insider
attacker Alice, with the knowledge of h(y|| x) Alice can know Bob’s yi by calculating
yi=Fi®(h(y|l x)||Ti). She then computes IDi=CIDi® h(Ni|| yi||Ti). That is, Alice
knows the user’s identity IDi, which now is Bob. Therefore, the attack succeeds.

3.2 The smart card loss password guessing attack

From the collected login request messages{CIDi, N’, Ci, Fi, Ti}, and from the knowle-
dge of h(y||x) and the equations yi=Fi® (h(y || x)||Ti), h(y || X) = yi® Ei, the insider
Alice can calculate the corresponding Eis of each Ui’s login request by computing
Ei=yi®h(y|l x). Therefore, once Bob, who has ever loggined to the server, loses his
smart card which was obtained by Alice, then from the equations, Ni = Ni’ @ h(yi || Ti) and
IDi =CIDi@® h(Ni|| yi|| Ti),and from comparing the calculated Eis with the Ei stored in
the lost card, Alice can identify which intercepted login request is Bob’s. After obtaining
the knowledge of Bob’s IDi, and the stored values Ai, Di, Alice can successfully launch
a smart card loss password guessing attack as follows.

She first guesses the lost card owner’s password as Pwi’, and then computes b’ =
Ai®h(IDi|| Pwi’), RPwi’ = h(bi’ || Pwi’), and D’ = h(IDi|| yi || RPwi’). Obviously, we can
see that if Di’ = Di, Alice can confirm that Pwiis Bob’s password. Therefore, the attack
succeeds.

4. Modification

From the weaknesses found in Section 3, we note that the key point is that the insider
can obtain the server’s secret h(y || x). To further disguise it, we modify the messages,
e.g., replace the value h(y||x) with h(y|| x|l yi), whereyi is Ui’s dedicated random
number, in the registration phase and the login and authentication phase. We show the
modifications as follows, and depict them in Fig.1 through Fig.3, respectively. As for the
definitions of used notations, please refer to Table 1.



Table 1. notations definitions
Notation table
Pwi : user i’s password.

RPwi : user i’s randomized password.

b :a random number.

||: concatenation operation.

@ : bitwise Xor operation.

h(.) : a collision free one-way hash function.
IDi: user i’s identity.

ri, yi:user i’s two nonces.

Si: the ith server.

Ui : the ith user.

AE : an attacker.

Ti:user i’s current timestamp.

Ts, Tss: server’s two current timestamps.
X, Y : server’s two secret numbers.
SCi:user i’s smart card.

4.1 Registration phase
When user Ui registers to the service provider server Si, they together perform the
following steps which are also shown in Fig.1.

User (Ui) Server (Si)
Registration Phase Choose two nonces ri, yi for
Chooses IDi, Pwi, & b, each user, then computes
Computes Gi=ri®h(x)
RPwi = h(b || Pwi) Hi=yi®h(y || ri)

{IDi, RPwi}

Ni = h(IDi || x|| yi) © RPwi
Yi=vyi® h(IDi|| x|| yi),

Di = h(IDi || yi || RPwi) and
:[SCi ={Gi, Hi,Yi, Di, Ei, h(.)}, and Ni] Ei=yi® h(y ” X ” yi)

v

Computes
Ai =h(IDi|| Pwi)®b
Wi=Ni®b

Inserts Ai and Wi into SCi so that
SCi ={Gi, Hi,Yi, Di, Ei, h(.), Ai,Wi}
Fig. 1. The Registration phase.
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(1) Ui chooses his identity IDi, password Pwi, and selects a random nonce b. He
then computes RPwi = h(b || Pwi) and sends{IDi, RPwi}to Si over a secure channel.

(2) After receiving the registration message from Ui, Si chooses two random numbers

ri and yi, which both are different from all the other users’.

(3) Si then computes the valuesGi=ri®h(x), Hi=yi®h(y||ri), Ei=yi®@h(y]|| x| yi),
Ni =h(IDi|| x|| yi) ® RPwi, Yi = yi® h(IDi|| x|| y:),and Di = h(1Di || yi || RPwi).

(4) Sistores the values {Gi, Hi, Yi, Di, Ei, h(.)} into Ui’s smart card (SCi), and then
delivers{SCi and Ni}to Ui via a secure channel.

(5) After receiving the message from Si, Ui computes Ai = (IDi|| Pwi) ©b, Wi = Ni @ b, and
inserts them into SCi which now contains the parameters {Gi, Hi, Yi, Di, Ei, h(.), Ai
and Wi}. Ui hereafter needs not remember the random number b anymore.

From the above-mentioned, we know that we add only two values Gi, Hi and replace

Ei with yi®h(y|| x]| yi), where h(y|| x|| yi) is also used in the session key generation.

The others are the same as in the original scheme.

4.2 Login and authentication phase

This phase is to enable a user to access the needed resources from a server. First, Ui
inserts his SCi into a card reader and inputs his username IDi and password Pwi. SCi then
verifies its owner with the secret data stored by using the following steps which are also
shown in Fig.2.

(1) First, SCi computesb = Ai® (IDi|| Pwi), RPwi = h(b || Pwi), h(IDi|| x|| yi) =Wi ® RP
wi®b, and yi=Yi®h(IDi|| x|| yi). It then computes Di*=h(IDi|| yi|| RPwi).

(2) SCi verifies to see whether the equation Di* = Di holds, if it does not hold, SCi drops
the session and Ui is required to enter PUK (Private Unblocking Key) to re-activate
his SCi.

(3) Only if Di*=Di holds, SCi authenticates its owner and proceeds further. It com-
putes h(y || x|l yi)=Yyi® Ei, Ni=Wi@®b, CIDi=IDi®h(Ni|| yi|| Ti), N = Ni@®h(yi]|
Ti), Ci=h(Ni|| yi|| Bi|| Ti), and where Ti is SCi’s current timestamp.

(4) SCi then transfers the login request = {Gi, Hi, CIDi, N’, Ci, Ti}to Si. After receiving
the login request, Si and Ui together perform the following steps to authenticate each
other.

(5) Si verifies to see whether (Ts—Ti) < AT holds, where Ts is Si’s current timestamp.
If it does, Si computes ri=Gi®h(x), yi=Hi@h(y||ri), Ni=Ni@® h(yi|| Ti),and IDi
=CIDi@h(Ni|| yi|| Ti). Itthen computes Bi*=h(IDi|| x| yi), Ci*=h(Ni]| yi|| Bi*]|
Ti), and compares Ci*with Ci.

(6) If C*=Ci holds, Si confirms the legality of Ui. It then computes a =h(B*|| yi||
Ts), chooses a random ri’, computes Gi=r’®h(x), Hi=yi®h(y| r’), EGH =
Esk*(Gi, Hi), MAC = h(a || EGH || yi), and transmits {«, Ts, EGH, MAC} to SCi,

6



where Tss is the server’s current timestamp, Es«* (Gi, Hi) denotes the encryption of
(Gi, Hi) using session key sk*=h(Bi*|| yi|| Ti|| Tss || h(y || X || yi)).
(7) Onreceiving {«a, Tss, EGH, MAC}, SCi checks Tss’s freshness. If Tss is fresh, SCi

User (Ui)

Server (Si)

Login and Authentication Phase
Ui : Inserts IDi, Pwi

SC : Computes

b = Ai® h(IDi || Pwi),

RPwi = h(b || Pwi),

h(IDi || x || yi) =Wi @ RPwi ® b,
yi=Yi® h(IDi|| x || yi),

Di* = h(IDi || yi || RPwi)

If Di* = Di, (otherwise to enter PUK)
Computes

h(y [ x|l yi) = yi ® Ei

Ni =Wi @b,

CIDi = IDi @ h(Ni || yi || Ti),

Ni’ = Ni @ h(yi || Ti),

Bi = Ni @ RPwi = h(IDi || x || vi),
Ci =h(Ni|| yi || Bi|| Ti),

{Gi, Hi, CIDi, N, Ci, Ti}

Authentication Phase
For (Ts-Ti) < AT, then

Computes

ri = Gi @ h(x),
yi=Hi®h(y| ri)

Ni = N’ @ h(yi || Ti).

IDi = CIDi @ h(Ni || yi || Ti).
Bi*=h(IDi || x || yi) and
Ci*=h (Ni|| yi || Bi*|| Ti) .

{a,Tss, EGH, MAC}

v

For fresh Tss, SCi computes a* = h(Bi|| vi || Tss).

If a* = «,Ui regards Si as authentic.
If MAC = h(a*|| EGH || yi)

Computes sk = h(Bi || yi || Ti || Tss || h(y || x || yi))

Decrypts EGH, obtaining Gi, Hi
Replaces the old Gi, Hi in SCi.

If Ci* = Ci, Computes

a = h(Bi*|| yi|| Tss), and

chooses a random ri’, then
Computes

Gi=r’®h(x), Hi=yi®h(y| ri’);
sk*=h (Bi* || yi [ Ti || Tss || h(y [| x II yi))
EGH = Esk * (Gi, Hi);

MAC = h(« || EGH || yi)

Fig. 2. The Login and the Authentication.

computes a* = h(Bi|| yi|| Tss) and verifies to see whether a* = « holds. If it holds, SCi
confirms the legality of the server. It then computes MAC = h(a*||EGH || yi) and
compares it with the received one to see if they are equal.

(8) If they are, then SCi computes the common session key sk ash(Bi || yi|| Ti|| Tss || h(y ||

x| yi)) -

(9) It decrypts EGH, obtaining the newer Gi, Hi and then uses these two items to

replace the old two stored in the smard card.



4.3 Password change phase
In this phase, we only replace h(IDi|| x) with h(IDi|| x|| yi) and refresh the para-
meters which are directly or indirectly related to Pwi, e.g., Ai, Wi, and Di, as shown in
Fig.3. The others are the same as in the original scheme.

User (Ui) Smart Card (SCi)

Password Change Phase b=A®(IDi| Pw:), RPwi=h(b| Pwi),

Ui : Inserts IDi, Pwi h(IDi || x || yi) =W ® RPw:i @ b,
_UDvPwE L y—vien(Di x y),

Di* = h(IDi || yi || RPwi). If Di* = Di, allows

Ui to enter new password

Computes (RPwi)new = h(b || (Pwi)new),
{PWi}new
_— (Ai)new=(|Di || (PWi)new)(—Bb,
(\Ni)new =Wi® (RpWi) @ (RPWi)neW
(Di)new = h(|Di || yi || (RPWi)new).
m Ai = (Ai)new, Wi = (\Ni)new, and Di = (Di)new
Fig. 3. The Password Change Phase.

5. Security analysis

Compared with the orginal scheme, we can see that without the knowledge of server’s
secrets X and y, an insider cannot compute the value of h(y|| x| yi) to breach the
anonymity property, due to the one-way hash function and the unknown value of yi. Hen-
ce, the insider attack fails. As for the lost card password guessing attack, even if an insider
obtains a lost card and knows all the parameters stored, however, without the knowledge
of y, yi, b and IDi, from the descriptions of Session 3.2, we can easily see that he cannot
launch a password guessing attack. Therefore, both attacks existed in the original scheme
have been resolved. Moreover, the newly generated Gi, Hi by Sican not be altered by any
attacker, because they are protected via the parameter MAC which must pass Ui’s veri-
fication by checking wether MAC = h(a* || EGH || yi) holds or not. Only if the equation
holds, Ui can decrypt EGH to obtain the newly generated Gi, Hi for replacing the two old
ones stored in the smart card.

After describing the reasons why our improvements can eliminate the weaknesses
found in Kumari et al.’s scheme, in the following, we go a step further to demonstrate
that why it can also satisfy the ten security requirements of a remote user authentication
scheme, proposed by Liao et al. [12].



5.1 The user password is not stored on the server.
Our scheme requires no verifier tables stored on the server side. Hence, it meets the
requirement.

5.2 The user can freely choose / change the password.

In our modification, we let the smart card authenticate the user by checking to see
whether the equivalence Di* = Di holds before the password change. If it does, that
means the smart card regards the user as authentic. This guarantees that only the real card
holder can safely and freely choose / change the password.

5.3 The password cannot be revealed by the administrator of the server.

From Fig.1 and Fig.2, we can see that the user’s password Pwi has never been revealed
to the server in the registration phase, and the login and authentication phase. Thus, this
goal can be achieved.

5.4 The user password is not transmitted in plain form over the internet.

In the registration and password change phases, both pairs (Ui, Si, and Ui, SCi)
communicate over a secure channel. Therefore, we only need take login and authentica-
tion into consideration. From Fig.2, we can see that the user password Pwi has never
been transmitted in plaintext.

5.5 The scheme can resist the insider attacks.

In our modification, we have introduced a new random yi for each user, to avoid the
insider attack as occured in the original scheme. That is, each user cannot compute the
other user’s h(y|| x|| yi), because yis are all different. Therefore, even if the attacker
intercepted the transmitted message, however, without the knowledy of yi, he cannot
launch an insider attack. Not to mention, he doesn’t know the values of x and .

5.6 The scheme can resist the replay, modification-verifier-table, and stolen-verifier
attacks.

Our scheme requires no verifier table on the server side, thus it can resist the
modification-table attack and stolen-verifier attack. In addition, when server Si receives
the login request message {Gi, Hi, CIDi, N’, Ci, Ti} from Ui, it instantaneously checks

whether the received Ti isavalid timestamp. Likewise, the freshness Ts in the response
message {a, Ts, EGH, MAC} transmitted from Si to Uialso undergoes Ui’s verification.

Thus, the replay attack on our scheme could not be fulfiled successfully.

5.7 The length of a password is appropriate for memorization.
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In our scheme, Pwi is embeded in RPwi=h(b|| Pwi), and then used to generate
parameters Ni, Di, Ai, and Di*in the registration phase. That is, Pwi is protected by both
b and the one-way hash function. Hence, our scheme’s strength does not rely on the length
of the password. The user, therefore, can choose a password of any length for easy
memorization.

5.8 The scheme can be efficient and practical.

Our scheme has several advantages that it only demands two passes, requires
no complex computations, and makes use of only hash functions and Xor operations.
Therefore, our scheme is efficient and practical.

5.9 The scheme can achieve mutual authentication.

In our scheme, both the server and the user must confirm each other’s identity
before generating the common session key. This means that mutual authentication could
be achieved. In the following, we first demonstrate that our scheme can achieve this goal
and then show why it can resist the man-in-the middle attack (MIMA).

(1) Mutual authentication:

In the login and authentication phase, the server has to verify the validity of
Ci=h(Ni|| yi|| Bi||Ti) to validate the user, and the user must check the validity of
a =h(B*|| yi||Tss) to authenticate the server. In other words, after both parties complete

these validity checkings, they successfully authenticate each other.

(2) Man-In-the Middle attack:

In the man-in-the-middle attack, an active attacker might intercept a communication
between a legal user and the server, and next use some means to successfully masquerade
as both the server (to the user) and the user (to the server). The user will then believe that
he is talking to the intended server, and vice versa. But indeed, this is not the case.

We now describe what happens when MIMA is launched on our login and authenti-
cation protocol, as shown in Figure 4. Assuming that after intercepting the communcation
message{Gi, Hi, CIDi, N, Ci, Ti}between the server and the user, the attacker AE then
impersonates the user by sending{G:’, H’, CID’, Ni’’, Ci’, Ti’} to the real server, and later
after receiving{a, Ts, EGH, MAC}from the real server, he masquerades as the server
by sending{«’, Ts’, EGH’, MAC’}to the user. If the server can successfully verify C7’,
and the user can succeed in confirming «’, AE will then be regarded as authentic by them
both, and will have the two common session keys shared by the user and the server,
respectively.

10



AE _
User(Ui) Gerver) | (User) Server(Si)
{Gi, H;,CIDi, N, Ci, T} - {Gi’, H, CIDi’, Ni’’, C¢’, Ti'}‘
L {a’, Ts’, EGH’, MAC} _ {a,Tss, EGH,MAC}

Figure 4. MIMA on our scheme as shown in Figure 2.

However, in order to verify Ci’ the server should compute Ci*=h(Ni|| yi|| Bi*||Ti),
where Ni= N>’ @ h(yi || T"), B*=h(IDi|| x|| yi). But without the knowledge of x, yi, AE
cannot compute Ni, IDi, Bi* to send valid Ci’. Similaly, to verify «’ the user should
compute a* = h(Bi|| yi ||Ts"), where Bi = h(IDi || x| yi). Nevertheless, from the equations,
IDi =CIDi@® h(Ni|| yi|| Ti) and Ni= N’ @ h(yi|| Ti), we know that AE should know vyi to
confirm IDi. Yet, even if AE has the value of yi, he cannot send a genuine &’ without the
knowledge of x. Hence, the MIMA fails.

5.10 Even if the smart card is lost, it can resist the password guessing attack.

An attacker AE might launch various attacks when he obtains a user’s smart card.
Under such a situation, we discuss the most common attack, the offline password guessing
attack, to demonstrate why our scheme can eliminate such a defect. We show it in two
cases: (1) the user’s smart card is obtained by AE after registration, and (2) the card is
obtained after the login and authentication phase.

(1) Supposing the user’s smard card is obtained by AE after registration.

Although AE can read the stored values {Gi, Hi, Yi, Di(=h(IDi|| yi|| RPwi)), Ei, h
(.), Ai(=h(IDi || Pwi) ®b), Wi}, however, without the knowledge of yi, IDi, and b, he
cannot confirm whether his guessed password is correct or not. Therefor, he cannot launch
an offline password guessing attack on a lost card. For instance, AE might guess password
Pwi as Pwae; yet, without the knowledge of values IDi and b, AE cannot to confirm
the validity of his guessing.

(2) The card is obtained by AE after the login and authentication phase.

Even with the related parameters, IDi=CIDi® h(Ni|| yi|| Ti), Ni= N’ @ h(yi|| Ti), Wi
=h(IDi|| x|| yi) ® RPwi®b, Di=h(IDi|| yi|| RPwi), and Ni’ = (h(IDi|| x|| yi) ® RPwi) &
h(yi||Ti), where RPwi =h(b || Pwi), AE has no advantage in deducing any helpful infor-
mation about user’s password to examine his guessing. Because he still needs to know
X, Vi, b to confirm Wi=h(IDi|| x|| yi)@ h(b || Pwi) @b, N =Wi®b ® h(yi|| Ti), and yi,b
to verify Di=h(IDi|| yi || h(b || Pwi)). As a result, we conclude that AE cannot succeed.
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6. Conclusion

In this paper, we showed that Kumari et al.’s scheme is flawed, because it suffers from
(1). the smart card loss password guessing attack, and (2). anonymity breach. We,
therefore, modified the scheme to avoid these weaknesses. From the analysis shown in
Session 5, we can see that our method not only corrected the security issues of the original
scheme but also satisfied the ten security requirements of a remote user authentication
protocal using smart card which was insisted by Liao et al.
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Abstract

Recently, Kumari et al. pointed out that Chang et al.’s scheme “Untraceable
dynamic-identity-based remote user authentication scheme with verifiable password
update” not only has several drawbacks, but also does not provide any session key
agreement. Hence, they proposed an improved remote user authentication Scheme
with key agreement on Chang et al.’s Scheme. After cryptanalysis, they confirm the
security properties of the improved scheme. However, we determine that the scheme
suffers from both anonymity breach and the smart card loss password guessing attack,
which are in the ten basic requirements in a secure identity authentication using smart
card, assisted by Liao et al. Therefore, we modify the method to include the desired
security functionality, which is significantly important in a user authentication system

using smart card.

Keywords: user authentication, key agreement, cryptanalysis, smart card, password
change, untraceable, dynamic identity, anonymity, remote user authentication

1. Introduction

There have been many cryptographic scientists working within the field of remote
user authentication using smart card system design [1-21]. A user authentication using
smart card system typically contains two roles: the user and the server; and three
protocols: registration, login and authentication, and password change. In the protocol

design principle, to ensure the login privacy, it cannot reveal the user’s identity. In
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2014, Kumari et al. [14] pointed out that Chang et al.’s scheme [15] has some
shortcomings: (1). offline password guessing attack, (2). impersonation attacks, (3).
insider attack, (4). anonymity breach when the smart card is obtained by a legal user,
(5). It sufferers from the denial of service attack, and (6). It doesn’t provide session
key agreement. Hence, they overcome the security weaknesses by proposing a new
one with key agreement. It provides user anonymity, establishes proper mutual
authentication, and offers a secure password change phase, without maintaining any
database record at the server side. They claimed that the proposed scheme resists
various attacks, including those existing in Chang et al.s’, and outperforms six other
related schemes in the aspect of security characteristics. However, upon a closer
examination, we discovered that it suffers from the security weaknesses of (1)
anonymity breach, and (2) the smart card loss password guessing attack. To enhance
its security, we modified their scheme to include these features. We will demonstrate
the enhancement in this article.

The rest of this article is organized as follows. In Section 2, we briefly introduce
Kumari et al.’s Scheme. In Section 3, we analyze the weaknesses of the scheme. The
modifications and the security issues are demonstrated and discussed in Section 4 and

5, respectively. Finally, a conclusion is given in Section 6.

2. Review of Kumari et al.’s scheme

Kumari et al.’s improved remote user authentication Scheme with key agreement is
based on Chang et al.’s Scheme [15]. It also consists of two roles: user and the remote
server; and the phases: registration, login, authentication, and password change phase.
They claimed that their scheme not only tackles and eliminates all security
shortcomings and vulnerabilities of Chang et al.’s Scheme, but also introduces the
session key agreement. In this article, we only review the registration phase, and login
and authentication phase to illustrate its weaknesses. As for the definitions of the used

notations, please refer to the original article.

2.1 Registration Phase

When a user Ui registers to the service provider server Si, this phase is performed as

follows:

(1) The user U; chooses its identity ID;, password PW;, and selects a random nonce b.
He then computes RPW;= h(b || PW;) and sends {ID;, RPW,} to Si over a secure
channel.

(2) After receiving the registration message from Uj, Si chooses a random number yi,

which is different for each user.
(3) Si computes the value N; = h(ID; || x) ®RPW;, Y; = y; @& h(Dj|x), D; =
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h(IDilyi||RPwi) and E; =y; © h(yllx)

(4) Si stores the values {Yj, D;, E;, h(.)} into U;’s smart card SC; for and delivers {SC;
and N;}to U; via a secure channel.

(5)After receiving the message from SC;, U; computes A; =(ID;||Pw;)@©b and M; = N;j
@® b, inserts A; and M; into SC; which now contains the parameters {Y;, Dj, E;,

h(.), Aj and M;}. U; needs not remember the random number b anymore.

2.2 Login phase

This phase is to enable a user to access the needed resources from a server. U; inserts

his SC; into a card reader and inputs its username ID; and password PW;. The SCi

then verifies the owner of the SC; with the secret data stored in it.

(1) First, the SC; computes b = A; @& (IDj||[Pwi), RPw; = h(b||Pw;), h(IDj|[x)= M; &
RPw; © b,andy;=Y; @ h(IDjx). He then computes D;*= h(IDj]|y;|[RPw;)

(2) SC; verifies whether the equation D;*= D; holds, if it does not hold, SC; drops the
session. And U; is required to enter PUK (Private Unblocking Key) to re-activate
his SC;

(3) Only if Dj*= D; holds, SCi proceeds further. it computes h(y|[x)=y; © E;, N; =
M; @b, CID; = ID;i © h(Nj|lyi|Ti), N’ = N; @ h(yi|[Ti), Bi = N; © RPw;
=h(IDi|[x), Ci = h(Nj||yi||Bi||Ti) and Fi =y; © (h(y|[x)||Ti), where T; is the system’s
current timestamp Tij.

(4) SC; transfers the login request = {CID;, N;’, C;, Fj, T} to S;.

2.3. Authentication phase

After receiving the login request, S; and U; together perform the following steps to
authenticate each other:

(1) S; verifies to see whether (T - Tj) </\T holds, where Ts is the current timestamp.
If it does, S; retrieves y; = F; @D (h(y|[x)||Ti), N; = N;° © h(yi|[T;) and ID; = CID;
@h(N;j|lyi|[Ti). It then computes B;*= h(IDj|[x), Ci*= h(Nj|lyi||Bi*||T;) and compares
Ci* with C;.

(2) If Ci*=C; holds, S; confirms the legality of U;. It then computes a = h(B;*||y;i|[Tss)
and transmits {a, T} to SC;, where T is the server’s current timestamp.

(3) On receiving {a, Ts}, SC; checks T for freshness. If Ty is fresh, SC; computes
a*= h(Bi|yi||Tss) and verifies to see whether a*= a holds. If it holds, SC; confirms
the legality of the server.

(4) After successful mutual authentication, U; and S; both compute the common
session key as Sessk = h(Bi||yi||T;|[Tss|[h(y|[x)) and (Sessk)= h(B;*||yi||Ti|| Tss|[h(y]|x))
respectively.
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3. Weakness of the scheme
Due to the parameters {Y;, D;, E;, h(.), Ai and M} stored in the smart card and the
user himself can compute the b = A; & (ID;| |Pw;), RPw; = h(b| |Pw;), h(IDi] |x)=
M; © RPw; @ b, and y; = Y; © h(IDi| |x), an insider can compute his own
h(y||x)= yi €© E. That is, each user can know the value h(y||x). Under this
situation, we can see that their scheme suffers from: (1) Anonymity breach, (2)
The smart card loss password guessing attack. We describe them below.
(1) The insider attacks on the protocol’s anonymity property
If a user Bob’s login request {CID;, N/, C;, F;, Ti}, transferred to S;, is intercepted
by an insider attacker Alice, Alice can know Bob’s y; by calculating y=F;®
(h(y|[x)||T:). He then computes ID; = CID; & h(N;||yi||Ti). That is, Alice
obtains the user’s ID;, which now is Bob. Therefore, the attack succeeds.
(2) The smart card loss password guessing attack
From the collected login request messages {CID; Ny, C, F, T} and from the
equations y;=Fi® (h(y| |x)| | Ti) and h(y| [x)= yiDEi, the insider Alice can calculate
the corresponding E;s of each login request by computing E; = y; ©h(y|[x).
Therefore, once Bob, who has ever loggined to the server, loses his smart card
and obtained by Alice, then from comparing the value E; stored in the lost card
with the calculated corresponding E;s. Alice can identify which intercepted login
request is Bob’s own. After obtaining the knowledge of Bob’s ID;, and the stored
values Aj, D, Alice can successfully launch a smart card loss password guessing
attack as follows.
The insider first guesses the lost card owner’s password as pw;. He then
computes b’= A;B(IDi| |pwi’), RPwi/= h(b’||pwi’), and Di= h(ID;||yi| |RPw;).
Obviously, we can see that if D;'= D;, then pw;’ is Bob ‘s password. Therefore, the
attack succeeds.

4. Modification

From the weaknesses found in Section 3, we note that the key point is the insider can

obtain the value h(y||x). To disguise it, we modify the messages in the registration

phase and the login and authentication phases as follows.

4.1 Registration phase

When a user Ui registers to the service provider server Si, they perform the

following steps:

(1) The user U; chooses its identity ID;, password PW;, and selects a random nonce b.
He then computes RPW;= h(b || PW;) and sends {ID;, RPW;} to S; over a secure
channel.

(2) After receiving the registration message from Uj, S; chooses two random number r;,
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yi, which are different for each user.

(3) Si computes the values Gi=r;®h(x), H; = yi®h(y|| 11), Ei=yi © h(y|[x]lyi), Wi =i
@ RPW;, N;=h(D; || x)®RPW,, Y;=y; @& h(IDj|[x), and D; = h(IDj||y;||RPw;)

(4) Si stores the values { Gj, Hi, Wi, Y, Dj, E;, h(.)} into U;’s smart card SC; for and
delivers {SC; and N;}to Uj via a secure channel.

(5)After receiving the message from SC;, U; computes A; =(ID;||Pw;)@Eb and M; = N;j
@® b, inserts Ai and Mi into SC; which now contains the parameters { Gj, Hj, Wi,
Yi, Dj, Ei, h(.), Aj and M;}. Uj needs not remember the random number b anymore.

From the above-mentioned, we know that we add three values G;j, Hi, W; and replace
Eiwithy; © h(y|[x|| yi). The others are the same to the original scheme.

4.2 Login and authentication phase

This phase is to enable a user to access the needed resources from a server. U; inserts

his SC; into a card reader and inputs its username ID; and password PW;. The SCi

then verifies the owner of the SC; with the secret data stored in it.

(1) First, the SC; computes b = A; & (IDj|[Pw;), RPw; = h(b||Pw;), h(IDj||x)= M;®
RPw;®b, and yi=Y; @ h(IDj||x). He then computes D;*= h(IDj]|y;||RPw;)

(2) SC; verifies whether the equation D;*= D; holds, if it does not hold, SC; drops the
session. In addition, U; is required to enter PUK (Private Unblocking Key) to
re-activate his SC;

(3) Only if D;*= D; holds, SC; proceeds further. it computes y; = W; @ RPW;,
h(y|x|ly)= yi © E;, N; = M; @b, CID; = ID; & hNj|lyi[T), Ni’ = N; P
h(yil|T;), Bi = N; © RPw; =h(IDj||x), C; = h(Nj|ly;|Bi||Ti) and F; = y; &
(h(yl|[x||y3)||Ti), where Tj is the system’s current timestamp Ti;.

(4) SC; transfers the login request = { Gj, H;, CID;, Ny’, C;, Fi, Tj} to S;.

4.3. Authentication phase

After receiving the login request, S; and U; together perform the following steps to
authenticate each other:

(1) S; verifies to see whether (T - Tj) </\T holds, where Ts is the current timestamp.
If it does, S; computes 1; = G; © h(x), y; = Hi®h(y|| r;). Then, calculates h(y|[x||yi)
to retrieve yi = Fi @ (h(y|x|ly)|[Ti), Ni = Ni’ © h(yi|T;) and ID; = CID; &
h(Nil|yi||[Ti). It then computes B;*= h(IDj|[x), C;*= h(Nj||y;||Bi*||Ti) and compares C;*
with C;.

(2) If Ci*=C; holds, S; confirms the legality of U;. It then computes a = h(B;*||y;i|[Tss)
and transmits {a, T} to SC;, where T is the server’s current timestamp.

(3) On receiving {a, T}, SC; checks T for freshness. If Ty is fresh, SC; computes
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a*= h(Bi|lyi||Tss) and verifies to see whether a*= a holds. If it holds, SC; confirms
the legality of the server.

(4) After successful mutual authentication, U; and S; both compute the common
session key as Sessk = h(Bj|yi||Ti|Tss|[h(y|[x)) and (Sessk)= h(B;*||yi||Ti||Tss|[h(y|[x))

respectively.

5. Security analysis

After the above modification, we can see that without the knowledge of server’s
secrets X and y, an insider cannot compute the value of h(y|[x||yi) due to the one-way
hash and the unknown value of y;. Hence, the insider attack fails. About the lost card
password guessing attack, even if an insider obtains a lost card and knows all the
parameters stored, however, without the knowledge of y, yi, b and ID;, he cannot
launch a password guessing attack. Therefore, both attacks in the original article have

been resolved.

6. Conclusion

In this paper, we showed that Kumari et al.’s Scheme’s Scheme is flawed, because it
suffers from (1). The smart card loss password guessing attack, and (2). Anonymity
breach. We, therefore, modify the Scheme to avoid these weaknesses. From the

analysis shown in Section 5, we see that we have corrected the security issues.
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