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摘        要 

 
 

最近，辜瑪黎(Kumari)等學者指出張(Chang)等學者的智慧卡驗証身

份協定 “以動態身份為基礎之不可追蹤的遠端使用者可驗證密碼更新認

證方案” 不僅有幾個缺點，而且也沒有提供任何會議金鑰的協商機制。

因此，他們提出了一個具有金鑰協商的改進方案。經過密碼分析後，他

們確認了他們方法的安全性。然而，經過我們進一步檢視該改進方案後，

發現他們的方法仍然遭受到匿名的揭露和智慧卡丟失時的密碼猜測攻

擊。上述二者是廖(Liao)等學者所主張一個安全智慧卡身份驗証協定中十

個基本規範中的兩個，是一般在研究使用智慧卡作安全身份認證協定所

必需尊循的規則。基於此，我們修改了他們所提的改進方案，以包含這

些被遺漏的安全性，這在一個使用智慧卡來做使用者身份認證協定的系

統內是相當重要的。 

關鍵字:使用者認證，金鑰協商，密碼分析，智慧卡，更換密碼，不可追

蹤，動態身份，匿名，遠端使用者認證 
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ABSTRACT 
 
 
 

Recently, Kumari et al. pointed out that Chang et al.’s “Untraceable dynamic-identity-
based remote user authentication scheme with verifiable password update” not only has 
several drawbacks, but also does not provide any session key agreement. Hence, they 
proposed an improvement with key agreement on the scheme. After cryptanalysis, they 
confirmed its security properties. However, we determined that the improved scheme still 
suffers from both anonymity breach and the smart card loss password guessing attack, 
which are two of the ten basic requirements in a secure identity authentication protocal 
using smart card, insisted by Liao et al. Therefore, we modified their improvement to 
include those desired security functionalities, which are significantly important in a user 
authentication smart card system. 

Keywords: user authentication, key agreement, cryptanalysis, smart card, password 
change, untraceable, dynamic identity, anonymity, remote user authentication 
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符  號  說  明 
 
Table 1. notations definitions   

 Notation table   
: useriPw  ’si password. 

: useriRPw ’si randomized password.   
: a random number.b   
concatenation operat||: ion.   
: bitwise  operation.Xor⊕   

:(.)h a collision free one-way hash function.  
: useriID ’si identity.    

,  : useri ir y ’si two nonces.   
: theiS  ith server.   
: theiU ith user.   

: an attacker.AE   
: useriT ’si current timestamp.  
,  :s ssT T ’s two current timestamps.server   
,  :x y ’s two secret numbers.server   

: useriSC ’si smart card.  
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Abstract 
Recently, Kumari et al. pointed out that Chang et al.’s “Untraceable dynamic-identity-

based remote user authentication scheme with verifiable password update” not only has 
several drawbacks, but also does not provide any session key agreement. Hence, they 
proposed an improvement with key agreement on the scheme. After cryptanalysis, they 
confirmed its security properties. However, we determined that the improved scheme still 
suffers from both anonymity breach and the smart card loss password guessing attack, 
which are two of the ten basic requirements in a secure identity authentication protocal 
using smart card, insisted by Liao et al. Therefore, we modified their improvement to 
include those desired security functionalities, which are significantly important in a user 
authentication smart card system. 

Keywords: user authentication, key agreement, cryptanalysis, smart card, password 
change, untraceable, dynamic identity, anonymity, remote user authentication 

1. Introduction
There have been many cryptographic scientists working in the system design of remote

user authentication using smart card ( )SC [1-19]. A user authentication using smart card 
system typically contains two roles: the user and the server; and three protocols: 
registration, login and authentication, and password change. In the design principle, the 
user’s identity should not be revealed to the outside world to ensure his login privacy.  

mailto:Yalin78900@gmail.com
ftp://author:_jschou@mail.nhu.edu.tw/
mailto:davidliao126@gmail.com
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In 2014, Kumari et al. [13] pointed out that Chang et al.’s scheme [14] has some 
shortcomings. It suffers: (1). offline password guessing attack, (2). impersonation attack, 
(3). insider attack, (4). anonymity breach when the smart card is obtained by a legal user, 
(5). denial of service attack, and (6). lacking session key agreement. Hence, they 
overcome the security weaknesses by proposing a new one with key agreement. It 
provides with user anonymity, establishes proper mutual authentication, and offers a 
secure password change phase, without maintaining any database record at the server side. 
They claimed that the proposed scheme could resist various attacks, including those 
existed in Chang et al.s’ and outperform six other related schemes in the aspect of security 
characteristics. However, upon a closer examination, we discovered that it suffers from 
two security weaknesses: (1). anonymity breach, and (2). the smart card loss password 
guessing attack. To enhance its security, we modified their scheme to include these 
features. We will demonstrate the enhancement in this paper. 

The rest of this article is organized as follows. In Session 2, we briefly introduce 
Kumari et al.’s improvement on Chang et al.’s scheme. In Session 3, we analyze its 
weaknesses. The modifications and related security issue discussions are demonstrated in 
Session 4 and 5, respectively. Finally, a conclusion is given in Session 6  

2. Review of Kumari et al.’s scheme
Kumari et al.’s “An improved remote user authentication with key agreement” is based
on Chang et al.’s scheme [14]. It also consists of two roles: the user and the remote server;
and three phases: registration, login and authentication, and password change. They
claimed that their scheme not only eliminate all the security vulnerabilities existed in
Chang et al.s’ but also introduce the session key agreement function. In this article, we
only review their registration phase, and the login and authentication phase, to illustrate
its weaknesses. As for the definitions of the used notations, please refer to the original
article.

2.1 Registration Phase 
When user Ui registers to the service provider server Si, this phase is performed as 

follows: 
(1) The user Ui chooses his identity ,  iID password ,  iPw and selects a random nonce  .b

He then computes ( )i iRPw h b Pw=  and sends the registration message , } { i iID RPw
to Si over a secure channel.

(2) After receiving the registration message from Ui, Si then chooses a random number
 ,iy which is different from all of the other users’.

(3) Si computes the values ( ) , i i iN h ID x RPw= ⊕ ( ),i i iY y h ID x= ⊕  (i i iD h ID y=  

),  iRPw and ( ) .i iE y h y x= ⊕ 
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(4) Si stores the values ( ).,  ,  ,  { }i i iY D E h into Ui’s smart card (SCi) and delivers SCi and
 iN to Ui via a secure channel.

(5) After receiving SCi, Ui computes ( )i i iA ID Pw b= ⊕ and ,i iM N b= ⊕ and inserts them
into iSC which thus now contains the parameters ( ).,  ,  ,  ,  ,  n{ a di i i iY D E h A }.iM Ui

hereafter needs not to remember the random number   b anymore.

2.2 Login phase 
This phase is for user iU to access the needed resources from a server.  iU inserts his iSC

into a card reader and inputs his username iID and password .iPw  iSC then verifies its 
owner with the secret data stored by using the following steps. 
(1) First, SCi computes ( ),i i ib A h ID Pw= ⊕  ( ),i iRPw h b Pw=  ( )i i ih ID x M RPw= ⊕

,  and  ( ). i i ib y Y h ID x⊕ = ⊕  It then computes ( ). *i i i iD h ID y RPw=  

(2) SCi verifies whether the equation    *i iD D= holds, if it does not hold, SCi drops the
session. And Ui is required to enter PUK (Private Unblock Key) to re-activate his

iSC .
(3) Only if   *i iD D= holds, SCi proceeds further. It computes the values ( ) ih y x y=

,iE⊕ ,i iN M b= ⊕ ( ),i i i i iCID ID h N y T= ⊕   ( )’ ,i i i iN N h y T= ⊕  i i iB N RPw= ⊕ =
( ),ih ID x ( ),i i i i iC h N y B T=    ( ( ) ),and  i i iF y h y x T= ⊕   where iT is the sys-

tem’s current timestamp.
(4) SCi then transfers  the login request { ,iCID= ’,  ,  ,  }i i i iN C F T  to Si.

2.3. Authentication phase 
After receiving the login request, Si and Ui together perform the following steps to 

authenticate each other: 
(1) Si verifies to see whether ( )s iT T T− < ∆ holds, where sT is the current timestamp. If it

does, Si retrieves ( ( ) ),i i iy F h y x T= ⊕   ( ),  ’i i i iN N h y T= ⊕  and ( i i iID CID h N= ⊕
).i iy T  It then computes ( )* ,  i iB h ID x=  *(* ),i i i i iC h N y B T=    and compares

*  iC with the received  .iC
(2) If   *i iC C= holds, Si confirms the legality of Ui. It then computes ( *i ia h B y=  

),ssT and transmits ,   { } ssa T to SCi, where  ssT is the server’s current timestamp.
(3) On receiving },,  { ssa T  SCi checks ssT for freshness. If  ssT is fresh, SCi computes

(* )i i ssa h B y T=   and verifies to see whether *a a=  holds. If it does, SCi

confirms the legality of the server.
(4) After successful mutual authentication, Ui and Si both compute the common session key

as ( ( )) i i i sssk h B y T T h y x=      and ( ( ))* * ,i i i sssk h B y T T h y x=      respectively.

3. Weakness of the scheme
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Due to the parameters ,  ,  ,  (. ,  { ,  d ) }ani i i i iY D E h A M stored in the smart card and the 
user’s ability in computing the values ( ), i i ib A h ID Pw= ⊕  ( ),i iRPw h b Pw=  ( ih ID   

,)  i ix M RPw b= ⊕ ⊕ and ( ),  i i iy Y h ID x= ⊕  an insider can compute  . i iy E⊕ That is,
each user can know the value ( ),  because  ( ) || . i ih y y h yx E x= ⊕ Under this situation,
we can see that their scheme suffers from: (1) anonymity breach, and (2) the smart card
loss password guessing attack. We describe them both below.

3.1 The insider attack on the protocol’s anonymity property 
If a user Bob’s login request { ,iCID ’,  ,  ,  }i i i iN C F T  is intercepted by an insider 

attacker Alice, with the knowledge of  ( ) h y x Alice can know Bob’s   iy by calculating
( ( ) ). i i iy F h y x T= ⊕   She then computes  ( ). i i i i iID CID h N y T= ⊕   That is, Alice 

knows the user’s identity  ,  iID which now is Bob. Therefore, the attack succeeds. 

3.2 The smart card loss password guessing attack 
From the collected login request messages{ ,iCID ’,  ,  ,  },i i i iN C F T and from the knowle-

dge of  ( || ) h y x and the equations ( ( ) ),i i iy F h y x T= ⊕   ( ) ,i ih y x y E= ⊕ the insider 
Alice can calculate the corresponding  s iE of each Ui’s login request by computing

( ). i iE y h y x= ⊕  Therefore, once Bob, who has ever loggined to the server, loses his 
smart card which was obtained by ,Alice then from the equations, ( || )’ii i iN N h y T= ⊕ and

( ),i i i i iID CID h N y T= ⊕   and from comparing the calculated  s iE with the   iE stored in 
the lost card, Alice can identify which intercepted login request is Bob’s. After obtaining 
the knowledge of Bob’s IDi, and the stored values ,  ,  i iA D Alice can successfully launch 
a smart card loss password guessing attack as follows. 

She first guesses the lost card owner’s password as ’,iPw and then computes ’b =  
’( ),i i iA h ID Pw⊕  ( ),’ ’ ’i i iRPw h b Pw=  and (’ ’).i i i iD h ID y RPw=   Obviously, we can 

see that if ’ ,  i iD D= Alice can confirm that iPw is Bob’s password. Therefore, the attack 
succeeds. 

4. Modification
From the weaknesses found in Section 3, we note that the key point is that the insider

can obtain the server’s secret ( ).  h y x To further disguise it, we modify the messages, 
e.g., replace the value ( | )  |h y x with ( || |   , | )ih y x y where  iy is Ui’s dedicated random
number, in the registration phase and the login and authentication phase. We show the
modifications as follows, and depict them in Fig.1 through Fig.3, respectively. As for the
definitions of used notations, please refer to Table 1.
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Table 1. notations definitions  
 Notation table  

: useriPw  ’si password. 
: useriRPw ’si randomized password.   

: a random number.b   
concatenation operat||: ion.   
: bitwise  operation.Xor⊕   

:(.)h a collision free one-way hash function. 
: useriID ’si identity.   

,  : useri ir y ’si two nonces.  
: theiS  ith server.   
: theiU ith user.   

: an attacker.AE   
: useriT ’si current timestamp.  
,  :s ssT T ’s two current timestamps.server  
,  :x y ’s two secret numbers.server   

: useriSC ’si smart card.  

4.1 Registration phase 
When user Ui registers to the service provider server Si, they together perform the 

following steps which are also shown in Fig.1. 

User ( )iU Server ( )iS

 Registration Phase  
Chooses , , & i iID Pw b , 
Computes   

( || )i iRPw h b Pw=   

Computes   
( || )i i iA h ID Pw b= ⊕   

i iW N b= ⊕   

 Choose two nonces , for

each user, then computes

i ir y

( )i iG r h x= ⊕   
( || )i i iH y h y r= ⊕   

( || || )i i i iN h ID x y RPw= ⊕  
( || || ),i i i iY y h ID x y= ⊕  

( || || ) andi i i iD h ID y RPw=  
( || || )i i iE y h y x y= ⊕  

 Inserts and  into  so thati i iA W SC
, , , , , (.) , },{i i i i i i i iSC G H Y D E h A W=  

. .   .Fig 1 The Registration phase  

,{ }i iID RPw

, , , , , (.) , an{ }  [ d ]i i i i i i iSC G H Y D E h N=
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(1) Ui chooses his identity  ,  iID password ,  iPw and selects a random nonce  . b He
then computes ( )i iRPw h b Pw=  and sends ,  { }i iID RPw to Si over a secure channel.

(2) After receiving the registration message from Ui, Si chooses two random numbers
 ir and  ,iy which both are different from all the other users’.

(3) Si then computes the values ,( )i iG r h x= ⊕ ( ),i i iH y h y r= ⊕  ( ),i i iE y h y x y= ⊕  

( ) ,i i i iN h ID x y RPw= ⊕  ( ),ii i iY y h ID x y= ⊕   and ( ).i i i iD h ID y RPw=  

(4) iS stores the values ,  ,  ,  ,  ,  (.{ )}i i i i iG H Y D E h into Ui’s smart card (SCi), and then
delivers  { iSC and  }iN to Ui via a secure channel.

(5) After receiving the message from Si, Ui computes ,( )i i iA ID Pw b= ⊕ ,i iW N b= ⊕ and
inserts them into SCi which now contains the parameters ( ).,  ,  , { ,  ,  ,  i i i i i iG H Y D E h A
and  }. iW Ui hereafter needs not remember the random number   b anymore.

From the above-mentioned, we know that we add only two values  ,  i iG H  and replace
 iE with ), (i iy h y x y⊕   where   ( )ih y x y  is also used in the session key generation. 

The others are the same as in the original scheme.  

4.2 Login and authentication phase 
This phase is to enable a user to access the needed resources from a server. First, Ui 

inserts his SCi into a card reader and inputs his username   iID and password . iPw SCi then 
verifies its owner with the secret data stored by using the following steps which are also 
shown in Fig.2. 
(1) First, SCi computes ( ),i i ib A ID Pw= ⊕  ( ),i iRPw h b Pw=  ( )i i ih ID x y W RP= ⊕ 

,  iw b⊕ and ) ( .i i i iy Y h ID x y= ⊕    It then computes ( )* .i i i iD h ID y RPw=  

(2) SCi verifies to see whether the equation   *i iD D= holds, if it does not hold, SCi drops
the session and Ui is required to enter PUK (Private Unblocking Key) to re-activate
his SCi.

(3) Only if   *i iD D= holds, SCi authenticates its owner and proceeds further. It com-

putes ,  ,  ( ) ( ),  (’i i i i i i i i i i i i ih y x y y E N W b CID ID h N y T N N h y= ⊕ = ⊕ = ⊕ = ⊕    

and whe),  ( ),  rei i i i i iT C h N y B T=     isiT SCi’s current timestamp.

(4) SCi then transfers  the login request ,   = { ,  ,i i iG H CID ’,  ,  }i i iN C T to Si. After receiving
the login request, Si and Ui together perform the following steps to authenticate each
other.

(5)  iS verifies to see whether  (  )s iT T T− < ∆ holds, where   sT is Si’s current timestamp.
If it does, Si computes ), (i ir G h x= ⊕ ( ),i i iy H h y r= ⊕  (’ ),i i i iN N h y T= ⊕  and iID

( ). i i i iCID h N y T= ⊕   It then computes ( )* ,  i i iB h ID x y=   (* *i i i iC h N y B=   

),  iT and compares  *iC with  .iC
(6) If   *i iC C= holds, Si confirms the legality of Ui. It then computes ( *i ih B yα =    

),ssT chooses a random ’,ir computes ’ ( ),  i iG r h x= ⊕ ( ),’i i iH y h y r= ⊕  EGH =
*( , ),isk iE G H ( || || ),  iEGH yMAC h α= and transmits  },  ,  { ,ssT EGH MACα to SCi,
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where ssT is the server’s current timestamp, , )*  (sk i iE G H denotes the encryption of
,   ( ) i iG H using session key *(* i isk h B y=   ( )).i ss iT T h y x y     

(7) On receiving  },  ,  { ,ssT EGH MACα , SCi checks Tss’s freshness. If  ssT is fresh, SCi

User ( )iU   Server ( )iS

   Login and Authentication Phase

: Inserts ,  i i iU ID Pw   

: ComputesSC   

( || ),i i ib A h ID Pw= ⊕   

( || ),i iRPw h b Pw=   

( || || ) ,i i i ih ID x y W RPw b= ⊕ ⊕  

( | ,| || )i i i iy Y h ID x y= ⊕   

( || | )* |i i i iD h ID y RPw=   

otherwise to enter PU( )KIf

C

 * ,

omputes

i iD D=

( || || )i i ih y x y y E= ⊕   

,i iN W b= ⊕   

( || || ),i i i i iCID ID h N y T= ⊕  

( || )’ ,i i i iN N h y T= ⊕    

( | ,|| | )i i i i iB N RPw h ID x y= ⊕ =  

( || || || ,)i i i i iC h N y B T=   

 Authentication Phase  

For ( - ) , thens iT T T< ∆

Computes  

( ,)i ir G h x= ⊕  

( || )i i iy H h y r= ⊕  

( || )’ .i i i iN N h y T= ⊕  

( || || ).i i i i iID CID h N y T= ⊕  

( || |  * an| ) di i iB h ID x y=

i ( || || ||*  * )i i i iC h N y B T= . 

If * ,  Computesi iC C=  

( || |* , an| ) di i ssh B y Tα =

chooses a random ’, thenir

Computes  

’ ( ),  ( ||i i i iG r h x H y h y= ⊕ = ⊕ ;)’ir  

( || || |* | || ( || )* || )i i i ss isk h B y T T h y x y=  

* ( , );sk i iEGH E G H=

( || || )iEGM h HAC yα=  

i ss fresh ,  compu (tes | .|| | )*ss i iFor T SC h B y Tα =  

If * ,  regards  as authentic.i iU Sα α=   

If *( || || )iEGA h HM C yα=  
( || || |Computes | || ( || || ))i i i ss isk h B y T T h y x y=

Decrypts , obtaining , i iEGH G H  
Replaces the old ,  in .i i iG H SC  

. .     .Fig 2 The Login and the Authentication  

computes (* )i i ssh B y Tα =   and verifies to see whether *α α= holds. If it holds, SCi 
confirms the legality of the server. It then computes  MAC = ( ||* ||h EGHα ) iy and 
compares it with the received one to see if they are equal. 

(8) If they are, then SCi computes the common session key sk as ( (i i i ssh B y T T h y    

))ix y .
(9) It decrypts  ,  EGH obtaining the newer  ,   i iG H and then uses these two items to

replace the old two stored in the smard card.

, , ,{ }’, ,i i i i i iG H CID N C T

,{ }, , Tss EGH MACα   
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4.3 Password change phase 
In this phase, we only replace  ( ) ih ID x with  ( )i ih ID x y  and refresh the para-

meters which are directly or indirectly related to Pwi, e.g., Ai, Wi, and Di, as shown in 
Fig.3. The others are the same as in the original scheme. 

User ( )iU Smart Card ( )iSC  
  Password Change Phase

: Inserts ,i i iU ID Pw  
 ,  ( || ) ( | ,| )i i i i ib A ID Pw RPw h b Pw= ⊕ =   

( || || ) ,i i i ih ID x y W RPw b= ⊕ ⊕  
( | ,| || )i i i iy Y h ID x y= ⊕   

( || |* .| )i i i iD h ID y RPw= If * , allowsi iD D=  

 to enter new passwordiU  

Computes ,( ) ( || ( ) )i new i newRPw h b Pw=   
( ) ( || ( ) ,)i new i i newA ID Pw b= ⊕   
( ) ( ) ( )i new i i i newW W Rpw RPw= ⊕ ⊕   

.( ) ( || || ( ) )i new i i i newD h ID y RPw=  
( ) ( ) (,  , a  )ndi i new i i new i i newA A W W D D= = =

. .    .Fig 3 The Password Change Phase  

5. Security analysis
Compared with the orginal scheme, we can see that without the knowledge of server’s

secrets    x and  ,  y an insider cannot compute the value of  ( || | ) | ih y x y to breach the
anonymity property, due to the one-way hash function and the unknown value of  . iy Hen-
ce, the insider attack fails. As for the lost card password guessing attack, even if an insider 
obtains a lost card and knows all the parameters stored, however, without the knowledge 
of  ,  ,   iy y b and  ,iID from the descriptions of Session 3.2, we can easily see that he cannot 
launch a password guessing attack. Therefore, both attacks existed in the original scheme 
have been resolved. Moreover, the newly generated ,i iG H by Si can not be altered by any 
attacker, because they are protected via the parameter MAC which must pass Ui’s veri-
fication by checking wether ( || | )* | iEMA GHC h yα= holds or not. Only if the equation 
holds, Ui can decrypt EGH to obtain the newly generated Gi, Hi for replacing the two old 
ones stored in the smart card. 
  After describing the reasons why our improvements can eliminate the weaknesses 
found in Kumari et al.’s scheme, in the following, we go a step further to demonstrate 
that why it can also satisfy the ten security requirements of a remote user authentication 
scheme, proposed by Liao et al. [12]. 

,  { }i iID Pw  

 refresh parameters

{ }i newPw  
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5.1 The user password is not stored on the server. 
  Our scheme requires no verifier tables stored on the server side. Hence, it meets the 
requirement. 

5.2 The user can freely choose / change the password. 
  In our modification, we let the smart card authenticate the user by checking to see 
whether the equivalence   *i iD D= holds before the password change. If it does, that 
means the smart card regards the user as authentic. This guarantees that only the real card 
holder can safely and freely choose / change the password. 

5.3 The password cannot be revealed by the administrator of the server. 
  From Fig.1 and Fig.2, we can see that the user’s password   iPw has never been revealed 
to the server in the registration phase, and the login and authentication phase. Thus, this 
goal can be achieved.  

5.4 The user password is not transmitted in plain form over the internet. 
  In the registration and password change phases, both pairs (Ui, Si, and Ui, SCi) 
communicate over a secure channel. Therefore, we only need take login and authentica-
tion into consideration. From Fig.2, we can see that the user password   iPw has never 
been transmitted in plaintext. 

5.5 The scheme can resist the insider attacks. 
  In our modification, we have introduced a new random   iy for each user, to avoid the 
insider attack as occured in the original scheme. That is, each user cannot compute the 
other user’s ( || || ),  ih y x y because   siy are all different. Therefore, even if the attacker 
intercepted the transmitted message, however, without the knowledy of  ,iy he cannot 
launch an insider attack. Not to mention, he doesn’t know the values of   x and  .y   

5.6 The scheme can resist the replay, modification-verifier-table, and stolen-verifier 
attacks. 

Our scheme requires no verifier table on the server side, thus it can resist the 
modification-table attack and stolen-verifier attack. In addition, when server Si receives 
the login request message { ,iG ,iH ,iCID ’,iN ,iC }iT from ,iU it instantaneously checks 
whether the received iT  is a valid timestamp. Likewise, the freshness   ssT in the response 
message ,  ,  ,   { } ssT EGH MACα transmitted from Si to Ui also undergoes Ui’s verification. 
Thus, the replay attack on our scheme could not be fulfiled successfully.  

5.7 The length of a password is appropriate for memorization. 
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  In our scheme,  iPw is embeded in ( || ),i iRPw h b Pw= and then used to generate 
parameters ,  ,  ,  and *i i i iN D A D in the registration phase. That is, iPw is protected by both
b and the one-way hash function. Hence, our scheme’s strength does not rely on the length 
of the password. The user, therefore, can choose a password of any length for easy 
memorization. 

5.8 The scheme can be efficient and practical. 
  Our scheme has several advantages that it only demands two passes, requires 
no complex computations, and makes use of only hash functions and Xor operations. 
Therefore, our scheme is efficient and practical.  

5.9 The scheme can achieve mutual authentication. 
In our scheme, both the server and the user must confirm each other’s identity    

before generating the common session key. This means that mutual authentication could 
be achieved. In the following, we first demonstrate that our scheme can achieve this goal 
and then show why it can resist the man-in-the middle attack (MIMA). 

(1) Mutual authentication:
In the login and authentication phase, the server has to verify the validity of

( || || || )i i i i iC h N y B T= to validate the user, and the user must check the validity of 
( || | ) * |i i ssh B y Tα = to authenticate the server. In other words, after both parties complete 

these validity checkings, they successfully authenticate each other. 

(2) Man-In-the Middle attack:
In the man-in-the-middle attack, an active attacker might intercept a communication

between a legal user and the server, and next use some means to successfully masquerade 
as both the server (to the user) and the user (to the server). The user will then believe that 
he is talking to the intended server, and vice versa. But indeed, this is not the case. 

We now describe what happens when MIMA is launched on our login and authenti-
cation protocol, as shown in Figure 4. Assuming that after intercepting the communcation 
message{ ,iG ,iH ,iCID ’,iN ,iC }iT between the server and the user, the attacker AE then 
impersonates the user by sending{ ’,iG ’,iH ’,iCID ’’,iN ’,iC }’iT to the real server, and later 
after receiving  },  ,  { ,ssT EGH MACα from the real server, he masquerades as the server 
by sending{ ’,α ’,ssT ’,EGH }’MAC to the user. If the server can successfully verify  ’,iC
and the user can succeed in confirming ’,α  AE will then be regarded as authentic by them 
both, and will have the two common session keys shared by the user and the server, 
respectively. 
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However, in order to verify ’iC the server should compute ( || || || * * ),ii i i iC h N y B T=
where ( || ),’’ ’i i i iN N h y T= ⊕ *  But without the knowle( || dge of ,|| .  ) ,  i i i iB h ID x y x y AE=
cannot compute  *, , i i iID BN to send valid ’.iC Similaly, to verify ’α the user should 
compute *α =  |( ||| ),’i i ssh B y T where ( || || ).i i iB h ID x y= Nevertheless, from the equations, 

( || || ) and ( | ),’ |i i i i i i i i iID CID h N y T N N h y T= ⊕ = ⊕ we know that AE should know yi to 
confirm IDi. Yet, even if AE has the value of yi, he cannot send a genuine ’α without the 
knowledge of  .x  Hence, the MIMA fails. 

5.10 Even if the smart card is lost, it can resist the password guessing attack. 
An attacker AE might launch various attacks when he obtains a user’s smart card. 

Under such a situation, we discuss the most common attack, the offline password guessing 
attack, to demonstrate why our scheme can eliminate such a defect. We show it in two 
cases: (1) the user’s smart card is obtained by AE after registration, and (2) the card is 
obtained after the login and authentication phase. 

(1) Supposing the user’s smard card is obtained by AE after registration.
Although AE can read the stored values ,  ,  ,  ,  ,  { ( ( || || ))i i i i i i i iG H Y D h ID y RPw E h=

 (.) ( ( || ),  ,  however,) },i i i iA h ID Pw b W= ⊕ without the knowledge of  ,  ,i iy ID and  ,b he 
cannot confirm whether his guessed password is correct or not. Therefor, he cannot launch 
an offline password guessing attack on a lost card. For instance, AE might guess password

 iPw as  ;  AEPw yet, without the knowledge of values  iID and  ,  b AE cannot to confirm 
the validity of his guessing. 

(2) The card is obtained by AE after the login and authentication phase.
Even with the related parameters,  ( || || ),  ( |’ | ),  i i i i i i ii i i WID CID h N y T N N h y T= ⊕ = ⊕
( || || ( || || ),  ) ,  and i i i i i i ih ID x y RPw b D h ID y RPw= ⊕ ⊕ = ( ( || || ) )’i i i iN h ID x y RPw= ⊕ ⊕  

where ( || ),  ( || ),  i i i ih y T RPw h b Pw= AE has no advantage in deducing any helpful infor-
mation about user’s password to examine his guessing. Because he still needs to know

(,  ,   to confirm || || ) ,( || )i i i i ix y b W h ID x y h b Pw b= ⊕ ⊕ ( || ),  ’ and ,i i i i iN W b h y T y b= ⊕ ⊕
to verify ( || || ( | )). |i i i iD h ID y h b Pw= As a result, we conclude that AE cannot succeed. 

AE Server(Si) User(Ui) (Server) (User) 

, ,{ ,i i iG H CID ’,iN },i iC T    { ’,iG ’,iH ’,iCID ’’,iN ’,iC }’iT       

, },{ ,ssT EGH MACα  { ’,α ’,ssT ’,EGH }’MAC  

 .         .Figure 4 MIMA on our scheme as shown in Figure 2  
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6. Conclusion
In this paper, we showed that Kumari et al.’s scheme is flawed, because it suffers from

(1). the smart card loss password guessing attack, and (2). anonymity breach. We, 
therefore, modified the scheme to avoid these weaknesses. From the analysis shown in 
Session 5, we can see that our method not only corrected the security issues of the original 
scheme but also satisfied the ten security requirements of a remote user authentication 
protocal using smart card which was insisted by Liao et al. 
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Abstract 
Recently, Kumari et al. pointed out that Chang et al.’s scheme “Untraceable 

dynamic-identity-based remote user authentication scheme with verifiable password 
update” not only has several drawbacks, but also does not provide any session key 
agreement. Hence, they proposed an improved remote user authentication Scheme 
with key agreement on Chang et al.’s Scheme. After cryptanalysis, they confirm the 
security properties of the improved scheme. However, we determine that the scheme 
suffers from both anonymity breach and he smart card loss password guessing attack, 
which are in the ten basic requirements in a secure identity authentication using smart 
card, assisted by Liao et al. Therefore, we modify the method to include the desired 
security functionality, which is significantly important in a user authentication system 
using smart card.

Keywords: user authentication, key agreement, cryptanalysis, smart card, password 
change, untraceable, dynamic identity, anonymity, remote user authentication

1. Introduction
There have been many cryptographic scientists working within the field of remote

user authentication using smart card system design [1-21]. A user authentication using 
smart card system typically contains two roles: the user and the server; and three 
protocols: registration, login and authentication, and password change. In the protocol 
design principle, to ensure the login privacy, it cannot reveal the user’s identity. In 

附錄一



 2014, Kumari et al. [14] pointed out that Chang et al.’s scheme [15] has some 
shortcomings: (1). offline password guessing attack, (2). impersonation attacks, (3). 
insider attack, (4). anonymity breach when the smart card is obtained by a legal user, 
(5). It sufferers from the denial of service attack, and (6). It doesn’t provide session 
key agreement. Hence, they overcome the security weaknesses by proposing a new 
one with key agreement. It provides user anonymity, establishes proper mutual 
authentication, and offers a secure password change phase, without maintaining any 
database record at the server side. They claimed that the proposed scheme resists 
various attacks, including those existing in Chang et al.s’, and outperforms six other 
related schemes in the aspect of security characteristics. However, upon a closer 
examination, we discovered that it suffers from the security weaknesses of (1) 
anonymity breach, and (2) the smart card loss password guessing attack. To enhance 
its security, we modified their scheme to include these features. We will demonstrate 
the enhancement in this article. 
The rest of this article is organized as follows. In Section 2, we briefly introduce 
Kumari et al.’s Scheme. In Section 3, we analyze the weaknesses of the scheme. The 
modifications and the security issues are demonstrated and discussed in Section 4 and 
5, respectively. Finally, a conclusion is given in Section 6. 

2. Review of Kumari et al.’s scheme
Kumari et al.’s improved remote user authentication Scheme with key agreement is
based on Chang et al.’s Scheme [15]. It also consists of two roles: user and the remote
server; and the phases: registration, login, authentication, and password change phase.
They claimed that their scheme not only tackles and eliminates all security
shortcomings and vulnerabilities of Chang et al.’s Scheme, but also introduces the
session key agreement. In this article, we only review the registration phase, and login
and authentication phase to illustrate its weaknesses. As for the definitions of the used
notations, please refer to the original article.

2.1 Registration Phase 
When a user Ui registers to the service provider server Si, this phase is performed as 
follows: 
(1) The user Ui chooses its identity IDi, password PWi, and selects a random nonce b.

He then computes RPWi= h(b PWi) and sends {IDi, RPWi} to Si over a secure
channel.

(2) After receiving the registration message from Ui, Si chooses a random number yi,
which is different for each user.

(3) Si computes the value Ni = h(IDi x) RPWi, Yi = yi  h(IDi||x), Di =



 h(IDi||yi||RPwi) and Ei = yi  h(y||x) 
(4) Si stores the values {Yi, Di, Ei, h(.)} into Ui’s smart card SCi for and delivers {SCi

and Ni}to Ui via a secure channel.
(5)After receiving the message from SCi, Ui computes Ai =(IDi||Pwi) b and Mi = Ni

 b, inserts Ai and Mi into SCi which now contains the parameters {Yi, Di, Ei,
h(.), Ai and Mi}. Ui needs not remember the random number b anymore.

2.2 Login phase 
This phase is to enable a user to access the needed resources from a server. Ui inserts 
his SCi into a card reader and inputs its username IDi and password PWi. The SCi 
then verifies the owner of the SCi with the secret data stored in it. 
(1) First, the SCi computes b = Ai  (IDi||Pwi), RPwi = h(b||Pwi), h(IDi||x)= Mi

RPwi  b, and yi = Yi h(IDi||x). He then computes Di*= h(IDi||yi||RPwi)
(2) SCi verifies whether the equation Di*= Di holds, if it does not hold, SCi drops the

session. And Ui is required to enter PUK (Private Unblocking Key) to re-activate
his SCi

(3) Only if Di*= Di holds, SCi proceeds further. it computes h(y||x)= yi  Ei, Ni =
Mi b, CIDi = IDi  h(Ni||yi||Ti), Ni’ = Ni  h(yi||Ti), Bi = Ni  RPwi

=h(IDi||x), Ci = h(Ni||yi||Bi||Ti) and Fi = yi  (h(y||x)||Ti), where Ti is the system’s
current timestamp Ti.

(4) SCi transfers the login request = {CIDi, Ni’, Ci, Fi, Ti} to Si.

2.3. Authentication phase 
After receiving the login request, Si and Ui together perform the following steps to 

authenticate each other: 
(1) Si verifies to see whether (Ts - Ti) T holds, where Ts is the current timestamp.

If it does, Si retrieves yi = Fi  (h(y||x)||Ti), Ni = Ni’  h(yi||Ti) and IDi = CIDi

h(Ni||yi||Ti). It then computes Bi*= h(IDi||x), Ci*= h(Ni||yi||Bi*||Ti) and compares
Ci* with Ci.

(2) If Ci*=Ci holds, Si confirms the legality of Ui. It then computes a = h(Bi*||yi||Tss)
and transmits {a, Tss} to SCi, where Tss is the server’s current timestamp.

(3) On receiving {a, Tss}, SCi checks Tss for freshness. If Tss is fresh, SCi computes
a*= h(Bi||yi||Tss) and verifies to see whether a*= a holds. If it holds, SCi confirms
the legality of the server.

(4) After successful mutual authentication, Ui and Si both compute the common
session key as Sessk = h(Bi||yi||Ti||Tss||h(y||x)) and (Sessk)= h(Bi*||yi||Ti||Tss||h(y||x))
respectively.



 3. Weakness of the scheme
Due to the parameters  stored in the smart card and the
user himself can compute the 

, an insider can compute his own 
. That is, each user can know the value . Under this 

situation, we can see that their scheme suffers from: (1) Anonymity breach, (2)
The smart card loss password guessing attack. We describe them below. 
(1) The insider attacks on the protocol’s anonymity property
If a user Bob’s , is intercepted
by an insider attacker Alice, Alice can know Bob’s  by calculating 

i, which now is Bob
(2) The smart card loss password guessing attack
From the collected login request messages and from the
equations , the insider Alice can calculate
the corresponding s of each login request by computing 

once Bob, who has ever loggined to the server, loses his smart card
and obtained by Alice, then from comparing the value  stored in the lost card
with the calculated corresponding s. Alice can identify which intercepted login
request is Bob’s own. After obtaining the knowledge of Bob’s IDi, and the stored
values Ai, Di, Alice can successfully launch a smart card loss password guessing
attack as follows.
The insider first guesses the lost card owner’s password as 

 Di, then 

4. Modification
From the weaknesses found in Section 3, we note that the key point is the insider can
obtain the value h(y||x). To disguise it, we modify the messages in the registration
phase and the login and authentication phases as follows.
4.1 Registration phase

When a user Ui registers to the service provider server Si, they perform the 
following steps: 
(1) The user Ui chooses its identity IDi, password PWi, and selects a random nonce b.

He then computes RPWi= h(b PWi) and sends {IDi, RPWi} to Si over a secure
channel.

(2) After receiving the registration message from Ui, Si chooses two random number ri,



 yi, which are different for each user. 
(3) Si computes the values Gi=ri h(x), Hi = yi h(y|| ri), Ei = yi  h(y||x||yi), Wi = yi

 RPWi, Ni = h(IDi x) RPWi, Yi = yi  h(IDi||x), and Di = h(IDi||yi||RPwi)
(4) Si stores the values { Gi, Hi, Wi, Yi, Di, Ei, h(.)} into Ui’s smart card SCi for and

delivers {SCi and Ni}to Ui via a secure channel.
(5)After receiving the message from SCi, Ui computes Ai =(IDi||Pwi) b and Mi = Ni

 b, inserts Ai and Mi into SCi which now contains the parameters { Gi, Hi, Wi,
Yi, Di, Ei, h(.), Ai and Mi}. Ui needs not remember the random number b anymore.

From the above-mentioned, we know that we add three values Gi, Hi, Wi and replace 
Ei with yi  h(y||x|| yi). The others are the same to the original scheme. 

4.2 Login and authentication phase 
This phase is to enable a user to access the needed resources from a server. Ui inserts 
his SCi into a card reader and inputs its username IDi and password PWi. The SCi 
then verifies the owner of the SCi with the secret data stored in it. 
(1) First, the SCi computes b = Ai  (IDi||Pwi), RPwi = h(b||Pwi), h(IDi||x)= Mi

RPwi b, and yi = Yi  h(IDi||x). He then computes Di*= h(IDi||yi||RPwi)
(2) SCi verifies whether the equation Di*= Di holds, if it does not hold, SCi drops the

session. In addition, Ui is required to enter PUK (Private Unblocking Key) to
re-activate his SCi

(3) Only if Di*= Di holds, SCi proceeds further. it computes yi = Wi  RPWi,
h(y||x||yi)= yi  Ei, Ni = Mi b, CIDi = IDi  h(Ni||yi||Ti), Ni’ = Ni

h(yi||Ti), Bi = Ni  RPwi =h(IDi||x), Ci = h(Ni||yi||Bi||Ti) and Fi = yi

(h(y||x||yi)||Ti), where Ti is the system’s current timestamp Ti.
(4) SCi transfers the login request = { Gi, Hi, CIDi, Ni’, Ci, Fi, Ti} to Si.

4.3. Authentication phase 
After receiving the login request, Si and Ui together perform the following steps to 

authenticate each other: 
(1) Si verifies to see whether (Ts - Ti) T holds, where Ts is the current timestamp.

If it does, Si computes ri = Gi  h(x), yi = Hi h(y|| ri). Then, calculates h(y||x||yi)
to retrieve yi = Fi  (h(y||x||yi)||Ti), Ni = Ni’  h(yi||Ti) and IDi = CIDi

h(Ni||yi||Ti). It then computes Bi*= h(IDi||x), Ci*= h(Ni||yi||Bi*||Ti) and compares Ci*
with Ci.

(2) If Ci*=Ci holds, Si confirms the legality of Ui. It then computes a = h(Bi*||yi||Tss)
and transmits {a, Tss} to SCi, where Tss is the server’s current timestamp.

(3) On receiving {a, Tss}, SCi checks Tss for freshness. If Tss is fresh, SCi computes



 a*= h(Bi||yi||Tss) and verifies to see whether a*= a holds. If it holds, SCi confirms 
the legality of the server. 

(4) After successful mutual authentication, Ui and Si both compute the common
session key as Sessk = h(Bi||yi||Ti||Tss||h(y||x)) and (Sessk)= h(Bi*||yi||Ti||Tss||h(y||x))
respectively.

5. Security analysis
After the above modification, we can see that without the knowledge of server’s
secrets x and y, an insider cannot compute the value of h(y||x||yi) due to the one-way
hash and the unknown value of yi. Hence, the insider attack fails. About the lost card
password guessing attack, even if an insider obtains a lost card and knows all the
parameters stored, however, without the knowledge of y, yi, b and IDi, he cannot
launch a password guessing attack. Therefore, both attacks in the original article have
been resolved.

6. Conclusion
In this paper, we showed that Kumari et al.’s Scheme’s Scheme is flawed, because it
suffers from (1). The smart card loss password guessing attack, and (2). Anonymity
breach. We, therefore, modify the Scheme to avoid these weaknesses. From the
analysis shown in Section 5, we see that we have corrected the security issues.
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