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Abstract

Applying information technology to promote the organization efficiency and
competitiveness will be the development trend in recent years. Information Security
Management System (ISMS) had been known as a way to keep and protect the stable and
continuous operation of the information assets for most organizations. BS7799 and
ISO/IEC17799 will be the international standard frequently used to construct the information
security management security for most organizations. Applying BS7799 and ISO/IEC17799 to
manage the application of information, the safety of hardware and the right of users will reach
“Confidentiality”, “Integrity” and “Availability” of information assets. This research uses case
study technique to investigate a nonprofit organization which applying the ISMS based on
BS7799 standard. The ISMS will be initially discussed, and the information recovery
mechanism process will be then constructed in this study. The information assets can be
protected, built and recovery at the shortest time by using the constructed information recovery
mechanism process when information security events happen.

Keywords: Information Security Management, Recovery Mechanism, BS7799.
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