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A ¢ % L (User-Base to Role) » %3k 27 ehk 4
d TR )¢ User ID: fish1984 I prdes SysAdmin ~ #fF ~ 84 % 44 i 4.

AT

User to Roles Role List

User_IDD * | Role ID * | Delete Add 1D | Hame 4+ | Description * | AQOrder 4
fish1984 0000 | MR | A 0000 SysAdmin | FREEES

fish1984 1001 | MR | A 1001 i FBmEFEH

fish1984 1002 | MR | A 1002 | 2# SEEHHE
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Role ID * | User_ID *~ | Delete Add D %+ | Hame * | Description * | EMail 4
0000 fish1984 Rl A, fish1984 | GHF BlEES fish1984@pchome.com.tw
1001 fish1984 PR A Demo | Demo Demo Demo@Demo.com
1002 fish1984 Rl
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Description ™
Fhi AR SR
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EHEHARE
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i
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AELEE

Server

| localhost

Incalhnst

| localhost

lacalhost
localhost

lacalhost

localhost
In_t:alhnst
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URL t

IPageAdminfaces/Server_Add.jsp
.l'F'EgE.-':".dmiﬂffEIEE!S."USEF_.-":.dd.jSD
PageAdminfaces/Role_Add. jsp

PageAdminfaces/UtoR_Manager. jsp
IPageAdminfaces/Rtoll_Manager. jsp

PageAdminfaces/Object_Addjsp

/PageAdminfaces/OtoR_Manager jsp |
IF'ageAdrnim‘faces!RtnG_Manager.jsp
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Object_ID * | Role_ID ™ | Delete Add [n] % | Hame | Description | AOrder 4
S0001 0000 | MR | A 0000 SysAdmin | REEES

50002 0000 | MR | A 1001 1B HpmEFH

S0003 0000 | WEE | A 1002 | 2E SETHH

50004 0000 | mE: |

50005 0000 | mE: |

50006 0000 | mR: |

50007 0000 | mR: |

50008 0000 R
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Role to Object Object List
Role_ID * | Object_ID * | Delete Add ID % | Hame *+ | Description T+
0000 50001 | REE | | mA || sooot | HE(EARER Hi iR
0000 50002 | RRE | | mA  ||soooz |#HBIERE A
0000 S0003 | WRE | | mA  ||sooo3 |#igAEE HEaE
o e [ mE | WA sons | EFEUREE  EREHAEE
0000 50005 FFS S || sooos | BEMERSE | ARsiERLE
0000 0006 | mRE | s EJ} v
pe— e T B IA || soo0s | s e
= — il [ A || soo07 |PsmmEE | pHstene
[ mA || sooos |mEgtpEE | mestpre
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745

<jsp:useBean id="PageAdmin" class="pageadmin.SessionBean1" scope="session"/>

31 % (5% % % PageAdmin PR Bl P o ¥ ¥ FHEA L 4T

PageAdmin.setUser ID
PageAdmin.setUser Password
PageAdmin.Login
PageAdmin.Logout
PageAdmin.isLogin
PageAdmin.UtoRList
PageAdmin.getUtoRList[]

I155 ~ HE 5
185~ % A
RN
Tl
/& &2 F %
ENE R S
/B~ 18 % % 5
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# 5] EX1 ¢
&2 Hello Word

<jsp:useBean id="PageAdmin" class="pageadmin.SessionBeanl" scope="session"/>

<jsp:getProperty name="PageAdmin" property="helloWord" /> /% 5+ HelloWord #[3& F ¢

# 7] EX2 :
%2+ Hello Word

<jsp:useBean id="PageAdmin" class="pageadmin.SessionBean1" scope="session"/>
<%
out.println (PageAdmin.helloWord);

%>
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# ] EX03 :
LR EAE R TR R

<jsp:useBean id="PageAdmin" class="pageadmin.SessionBeanl" scope="session"/>

<jsp:setProperty name="PageAdmin" property="user ID" value="fish1984" /> //¥t+ user ID %4
e B
<jsp:setProperty name="PageAdmin" property="user Password" value="fish1984" /> // ¥}

user Password 418 » — i &

<%
PageAdmin.Login(); /% 3#% »
if (PageAdmin.isLogin()==true){ /& & & F % » = #
Cookie CK = new Cookie ("User Name",PageAdmin.getUser ID());
//'& » 3| Cookie
response.addCookie (CK);
out.println ("% » = "),

telse{
out.println ("& » % pz");

%>
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Abstract: Traditional teaching methods are limited by time and space. With
the arrival of increasingly advanced technologies and the internet era,
e-learning platforms can solve many of the problems faced by traditional
teaching. The internet is filled with knowledge; how to automatically and
effectively use such information in fulfilling the needs of users is a great
challenge. In focusing on this problem, this study has designed a system
framework for an intelligent internet knowledge extraction and construction
mechanism. The system framework designed by this study can analyze the
problems raised by the user, subsequently finding and using graphical
semantic network models of different language and synonyms; the system
then uses this model to describe the concepts of the user problem. The model
or a concept model derived from breaking down the model is used to extract
keywords and search for relevant information using an integrated mechanism
of search engines. A knowledge extraction mechanism then extracts the
relevant knowledge from the resulting web pages, further constructing a

knowledge tree, finally giving a response to the user.

Introduction

E-learning is one means of spreading and expanding knowledge; its primary difference with
traditional teaching methods lies in that e-learning combines information technology and the internet in
order to compensate for the flaw of time and space limitations in traditional education. After undergoing
the conversion process of digitalization, the content of traditional teaching becomes easier to edit,
compile, link, and organize; reusability and sharability are greatly improved as well. However, although
e-learning platforms can solve many of the problems faced by traditional teaching, the creation of digital
curriculum is costly in terms of both time and resources; such curriculum is also dwarfed by the
incredible amounts of information available on the internet. When people face a problem, they generally
use search engines to seek out relevant information. As a result, the use of the internet in obtaining
resources has already become a powerful tool in e-learning; not only is using a search engine to find
information quick and convenient, it can also resolve the problem of information deficiency. However,
when users seek precise answers to a question, search engines often return excessive amounts of useless
information after keywords are entered; users often do not find their desired information when they are
unfamiliar with the relevant field of knowledge even after entering keywords. Regardless of which
platform is used, many users face this sort of problem. Currently, users must be depended upon to
continually enter related keywords in order to search for answers to their questions. Also, there is too
much overlapping in the scattered information of the internet. This situation creates another problem —
information overload. How to help users correctly obtain correct information and convert it to

knowledge is one of the long-term goals of the research.
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This study uses the education theory of problem-based learning (PBL) [1] as the core of the
learning platform framework. After the students use natural language to describe the problem, they can
instantly and dynamically acquire the learning content from the information or curriculum bases of the
learning platform. When the bases of the learning platform do not satisfy the needs or solve the
problems of the learner, experts are then needed to expand the content of the curriculum base or the
knowledge base; the need for an instantaneous response cannot be satisfied. As a result, this study will
design a knowledge extraction and construction mechanism on web; this mechanism can not only
improve the problem of deficiencies in limited knowledge or curriculum bases. Also, as the user does
not face limitations, the knowledge base can expand outwards and delve into the cores of problems.
However, the questions of how to automatically address the problems of users and how to search for
answers online and subsequently construct an organized, systematic knowledge base to support

e-learning activities of users present a significant challenge.

Functional Framework Design

This study offers an intelligent internet knowledge extraction and construction framework to
support the automatic expansion of knowledge bases in e-learning systems. Under this framework,
focusing on analyzing the process of learners getting answers for their problems, we found many
unsolved problems: (1) how to decipher the meaning of user problems, (2) how to integrate multiple
search engines to search relevant web pages and subsequently filter, arrange, and store, (3) how to
properly extract knowledge from web pages, and (4) how to evaluate the effectiveness and relevance of
extracted knowledge. This section will first use an operation scenario to describe the usage process of

learners for this framework, and then construct a functional framework based on this process.

Operation Scenario
Based on social construction theory [1,2], there should be group discussion in the environment
of e-learning. In any stage of learning, learners can activate the group discussion area at any time and
begin Q&A, online discussion, or web extraction. In order to clearly understand the relationship between
learners and this study, we analyze the operation scenario of the entire system from the perspective of
the user and then proceed with modal construction. An initial functional framework will be constructed
based on this in the next section. An explanation of the steps of the operation scenario is as follows:
Step 1: Learners input unresolved questions using natural Chinese language.
Step 2: After the problem goes through Chinese semantic processing, key phrases and a graphical
semantic concept figure are created.
Step 3: Search the database and give a response to the user’s problem; if no related knowledge is found,
proceed to Step 4.
Step 4: Using the key phrases, search for relevant web pages using multiple search engines.
Step 5: Compare and select web page contents and graphical semantic concept figure.

Step 6: Extract web page contents as graphical semantic concept figures and construct a knowledge tree.

39



Step 7: Offer the knowledge to an expert for judgment and evaluation.
Step 8: Communicate the knowledge to the learner; the learner can further browse the knowledge in the

knowledge tree.

Functional Framework

Based on the operation scenario described above, we will begin the task of designing the
system framework. The system framework is composed of three parts: (1) a semantic analysis
mechanism (SAM) for user questions, (2) integrated mechanism of search engines on web, and (3) a

knowledge extraction mechanism, as shown in Figure 1.

Besides providing a graphical user interface and allowing the user to enter questions and
browsing search responses, the question and answer mechanism has a graphical semantic transformation
mechanism and a concept decomposition mechanism at its core. The graphical semantic transformation
mechanism also contains two sub-modules: a user semantic analysis module and a graphical semantic
net transformation module. Through these two sub-modules, natural language processing and
segmentation can be used to convert user-described questions to network structure graphs of semantic
concepts [3]. Through the concept decomposition mechanism of the framework, the complete concept is
analyzed and taken apart to be used in the integrated multi-search engine mechanism for URL search;
the goal is to find web addresses appropriate for the question. The integrated multi-search engine
mechanism uses the concept transformation mechanism: the concept graphical figures having been taken
apart, the sub-concept graphical figures are processed by the key word extraction mechanism to extract
key words; the specialized keyword composition mechanism, based on the qualities of the four search
engines chosen by this study, reconstructs the keywords; the four search engines are then used to search
for URLs, after which processing and arrangement techniques are used to perform analysis of URL
relevance and appropriateness [4,5,6,7]. The web knowledge extraction and construction mechanism can
assign an appropriate weight value based on the importance of web pages, then further categorize and
arrange them, finally performing knowledge extraction; the knowledge is then transferred to experts for
testing and evaluation. If it is appropriate for the described problem, then it will be stored in the

database.

Q & A Mechanism Integrated Mechanism of Search Web Knowledge Extraction

Engines Mechanism
@7’ Question Description § . | »  Concept Transformation > (_ollec:endalywsei: Page

v B T— B -

ical Semantic Web

i Graphic Semantic Graphi —
i URL Searching Knowledge

Transformation Extraction

Concept
Decomposition

Knowledge

i < ‘ 1 ]
i,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,j ‘ Validation *

Wub Page Base

WW

Fig.1 Functional Framework of Web Knowledge Extraction and Construction System
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Graphical Semantic Net Transformation Mechanism

The graphical semantic net transformation mechanism (as in Figure 2) includes: a semantic
analysis module, a graphical semantic net transformation module to help us produce graphical semantic
nets from described problems, and a concept decomposition mechanism. This mechanism uses a word
building rule base, a Chinese lexicon, a Domain lexicon, and a segmented words rule base to perform
deconstruction on the problem described by the user; the mechanism then uses a part-of-speech base, a
part-of-speech rule base, and another type of part-of-speech base to perform characteristic marking
processing phrases. Semantic network conversion uses the results of the marking described above, a
part-of-speech base [3], a synonym lexicon base [8], and a stop word base to filter redundant phrases and
form key concepts. Domain ontology and knowledge base is used as the basis for constructing concept
models; key concepts are used as centers for extending semantics, forming extended conceptual
semantic nets. The term frequency inverse document frequency (TF-IDF) method is used; TF calculates
the frequency of appearances of a key word in a given document, while IDF calculates the frequency of

appearances by key words in a category of documents [9, 10, 11].

Semantic Analysis Module
Question Question Part-Of-Speech
Description Segmentation Tagging
User Question IS S IS

Part-of-Speech
__ Base

Fuzzy-Set Rule
Base

Segmented Rule|
Base

Graphical Semantic Net Transformation Mechanism

k.

Extended
Conceptual Semantic [«
Net

Constructing
Conceptual Model

«— Filtering Redundance (&
Phrase

Domain
Knowledge
Base

Synonym
_exical
DataBase

STOP
WORD Base|

Domain Ontology
Identify chghl Filtering Selection Qpllmum
Relation Redundance Concept Semantic Net

Concept
Decomposition

Fig. 2 Graphical Semantic Net Transformation Mechanism

Extended Semantic Model

Semantic Analysis Module
Using multiple kinds of databases to help in semantic analysis and semantic transformation
includes problem segmentation, part-of-speech tagging, semantic extension, filtering, construction of

concept models and concept decomposition; the descriptions of the primary modules are as follows:

(1) Question Description Module: provides a user interface for the user to perform problem description;
sends the problem to the Question Segmentation Module.

(2) Question Segmentation Module: Primary functions include question segmentation, word merging,
defining of candidate phrases, phrase selection, and phrase merging. They are described separately
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below:

B Question Segmentation: based on problems described by the user, using the Chinese lexicon
and segmentation rules, as well as the rule of prioritizing for the words and phrases appearing
with greatest frequency, the question is deconstructed into individual words.

B Word Merging: using determinative measure compounds and reduplications in the word
building rule base to perform comparison with the Chinese lexicon, smaller words and phrases
are combined into (longer) phrases.

B [dentifying Candidate Phrases: Using phrase construction rules and all possible phrases listed
by the Chinese lexicon, phrases resulting from word merging become candidate phrases.

B Phrase Selection: Using the priorities of longer phrases, small standard deviation, minimal
attached language elements, smallest word count in compound words, greatest frequency of
one-word phrases, greatest total frequency of phrases, candidate phrases are selected.

B Phrase Merging: Selected phrases are (when possible) combined into longer phrases using
phrase construction rules.

(3) Part-of-Speech Tagging Module: Phrases resulting from merging are used to construct Markov
language models (using the Sinica Corpus) [2]; a part-of-speech base and part-of-speech rule base
are used in calculating the frequency of appearance by phrase linkages.

Semantic Net Transformation Mechanism

The function of this mechanism is to perform filtering for useless phrases resulting from semantic
analysis model tagging, construction of semantic net models, defining the weight of phrases, extension
of concept semantic nets, and selection of optimum semantic nets; the purpose of such is to transform

semantics into graphics. The explanations are as follows:

(1) Redundant Phrase Filtering: this method uses a synonym lexicon base and a stop word base to help
filtering, using a part-of-speech base and part-of-speech rule base to filter non-nouns and non-verbs;
this action can filter out the majority of meaningless phrases to increase system efficiency.

(2) Conceptual Model Construction: the use of formalization concept calculation means using statistical
methods to perform analysis on information quantity, subsequently discovering concept structure
from information combination; graphical visualization is produced [8]. These relationships and
domain ontology help in the construction of concept models.

(3) Extension of Conceptual Semantic Net: using domain ontology and a knowledge base to extend
related concepts, a semantic net is constructed from the various constructed concepts.

(4) Defining Weight Relations: using normalizing concept analysis theory and calculating the
relationship between each extension and problem concept, extended semantic nets are formed from
semantic nets.

(5) Filtering Redundant Concepts: Using a knowledge base and concepts to perform TF-IDF calculation,
a parameter benchmark is formed for identified concepts; those with parameters lower than the
benchmark are filtered out.

(6) Selection of Optimum Semantic Net: Defined concepts are given weights for arrangement and
selection; those with higher weights are selected.

Concept Decomposition Mechanism

Selected semantic nets undergo concept decomposition, and then are combined with the various
identified concept. After being combined, weight calculation for concepts and the knowledge base are
performed using the TF-IDF method. Those with high weight are made keywords; those with low
weight must be recombined with other concepts, until each concept is finished being combined. This

process allows for search processing by the integrated mechanism of multi-search engines.
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Integrated Mechanism of Multi-Search Engines

The framework of this subsystem is as shown in Figure 3. Using the results from the
sub-framework described in the above section, this mechanism performs searches for internet
information. This phase combines exploration of the Web, search engine, as well as filtering and
arrangement techniques to find web pages suitable for the user’s question [9]; the URLSs are stored in the

Web Pages Base. The primary activities are as described below:

(1) Concept Transformation: using the graphical semantic transformation mechanism, the semantic nets
are entered into the concept decomposition mechanism; the primary function is to perform division
of the complete graphical semantic net, so that it forms multiple meaningful sub-concepts. This task
is performed to avoid the inability to find results for the entire concept on the internet. As a result,
the task of searching includes two separate parts: first to transfer the entire graphical semantic net
and the complete concept to the four search engines chosen by this study (AltaVista, GAIS, Google,
Yahoo) to perform web searches; second is to perform searches for the ‘“graphical semantic
fragments” resulting from the concept decomposition mechanism, and then to convert the concepts
to be searched for to sentences.

(2) Keyword extraction: extraction of keywords from concept models or sub-concept models.

(3) Specialized keyword composition: custom searches made for keywords based on the special
characteristics of each search engine.

(4) URL searching: each search engine performs searches; search results are entered into the URL base.
Stored fields include: search engine name, web address, keywords, title, original page size, pure text
size, and summary.

(5) URL format standardizing: the format of most information on the internet is presented in Hypertext
Markup Language (HTML) and Portable Document Format (PDF), which are either non-structured
or semi-structured; XML can be used to attain the goal of structuring. XML is a language for data
description, primarily used in designing web pages for information capable of being structured; it
allows users to freely define labels related to their documents, while at the same time using custom
labels, properties, XML schemas, and Document Type Definitions (DTD) [12] to define URLs into
needed formats. This is referred to as URL Format Standardizing, after which the results are stored
in the standardizing URL base.

(6) URL filtering and ranking: format-standardized URLs undergo comparison, primarily using the
knowledge offered by graphical semantic nets and domain knowledge as a basis; those unsuitable
for use are automatically removed. Those initial URLs remaining are collected and then even more
carefully filtered using occurrence hit algorithms and filter hyperlink algorithms. The development
of these two algorithms is the mission for the next phase. The concept is: the former calculates
occurrence and hit values to remove multiple appearances of the same URL, while the latter uses
calculation of occurrence and hit parameters to remove ads and gain the needed URLs. Afterwards,
the importances of URL summaries are given appropriate weight values; ranking is then performed.

(7) Web page collection: collection of actual web page content after standardizing, filtering, etc.

(8) Web page format standardizing: formats are converted to the XML standard needed for this study,
and are finally stored in the web pages base for knowledge extraction performed by the knowledge
extraction mechanism.
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Knowledge Extraction and Construction Mechanism

With regard to one of the core technologies of this study — “knowledge extraction and
construction module” — a functional framework for normalized web knowledge extraction mechanism
and construction subsystems is as shown in Figure 4. The core ability of this sub-framework is to extract
user-needed knowledge based on domain knowledge. The detailed functions of the three primary

mechanisms included in this sub-framework are described in detail in the following subsections.
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Web Page Analysis Mechanism
This mechanism uses the results from the integrated multi-search engine mechanism (referred to in
Section 4) to perform the task of initial analysis on web page contents. There are three primary activities

in this phase, as described below:

(1) Classification and ranking: standardized web pages saved in XML form in the web page base are
first classified, and then arranged with web pages of the same category.

(2) Content extraction: with regard to documents that have been standardized and stored as XML, the
XML format is composed of many different labels; each label has a specific meaning in XML, and
can mark which search engine a given page came from, document size, document summary, etc.
Using the custom label formats in the search engines, the main bodies of the web documents are
extracted.

(3) Content decomposition: web documents are composed of individual paragraphs, and each
paragraph is in turn composed of individual sentences. In this step, the main bodies of the web
documents must first be extracted using custom labels; content parts are deconstructed. Based on
question marks, periods ...etc, the content is deconstructed into separate paragraphs and sentences.
Then, based on the two methods of document frequency and information gain, the importance of
keywords in each document and sentence is calculated; this facilitates the “knowledge extraction
mechanism” of the next step.

Knowledge Extraction Mechanism
Most web documents are quite long, but users generally seek information quickly; as a result, this
study’s “knowledge extraction mechanism” concentrates overly long documents into simple summaries,
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saving the time needed for users to browse through information; quickly presenting concentrated
knowledge to users is the purpose of this mechanism. Web document contents are deconstructed into
paragraphs using the process described in section 5.1; analyzing which paragraphs are directly related to
the information the user seeks is the primary goal of the knowledge extraction mechanism. In this
mechanism, the segmentation of words and phrases in basic document analysis is the basic function of
this mechanism; these functions have already been given a basic introduction before in this paper, so this

section focuses on the explanation of primary functions below.

(1) Feature extraction: the purpose of feature extraction lies in reducing the amount of information.
Unimportant phrases are removed from feature space; the number of features is reduced in this
manner. After web page contents are decomposed into paragraphs, they are further decomposed into
sentences using commas, periods, question marks, etc; the results are then saved into the
decomposed content base. The weight of keywords in the sentences is calculated; those with
particularly high weight are chosen, and then undergo ranking and filtering.

(2) Ranking and filtering: after a benchmark value is given, those sentences with weight too low are
removed; domain phrase construction rules and domain knowledge are combined to rank sentences
according to their weight.

(3) Knowledge construction: after using domain phrase construction rules, the knowledge of the entire
web document can be produced and compiled. Those sentences with high weight value are ranked;
using this information along with the domain phrase base phrase segmentation and Global Bushy
Path (GBP) [13] to produce a dynamic summary for each document.

Knowledge Validation

After the knowledge contained in a web page undergoes a string of extraction processes, forms
summaries, and is combined into knowledge, knowledge presentation and testing must be performed.
The framework of knowledge testing subsystems is as shown in the lower half of Figure 1; such includes
a number of primary elements, including: exhibition of knowledge, confirmation of knowledge, and
construction of a knowledge tree; a detailed explanation is as follows:

(1) Knowledge Representation: after the knowledge of the web pages undergoes the core processes
previously described in section 5.2, the knowledge hidden in the web pages can be extracted; after it
has been formed into summaries and combined into knowledge; domain knowledge is applied to
remove less meaningful or relatively unrelated words and phrases, allowing concise knowledge
summaries to be presented to the user.

(2) Knowledge Validation: besides extracting and summarizing the knowledge contained in the web
pages, the accuracy of the knowledge must be guaranteed; as such, domain experts perform
knowledge testing on the summaries of each document. Those documents that are ruled accurate by
the experts are outputted, forming the primary input for construction of knowledge trees.

(3) Knowledge Tree Construction: each document summary forms pitch points; the file headers of the
pitch points head the titles of the web pages, while the headers in the back are web document
summaries. Calculate the similarity between each new pitch point and root pitch point, and then
decide the order of visitation on the knowledge tree. With each time a user-entered key word/phrase
passes through the web integrated multi-search engine mechanism and web knowledge extraction
mechanism, the number of pitch points increases. At this time, code the pitch point structure of the
knowledge tree into a Huffman Tree, and then store it into the knowledge tree database. At this
point, coding the Huffman Tree is for the purpose of facilitating clear understanding the numbering
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of the summaries after pitch points increase in number. In the future, if users are not satisfied with
summaries resulting from document extraction, the Huffman Tree form can be used to calculate the
similarity between pitch points at hand and the pitch points of the knowledge tree database; this
allows for the user to compare the summaries in the pitch points at hand with the summaries of
similar past documents. If similar documents still fail to satisfy the user, then the Huffman Tree can
be further used to find a second similar document. Proceeding further in this manner, it is hoped that
the user’s needs can be satisfied.

Discussions and Conclusions

This study proposes an intelligent web knowledge extraction and construction mechanism
framework design. The first portion performs phrase segmentation and marking according to the user’s
question and based on a number of rule bases and databases. It then uses the concept of standardization
to analyze and construct semantic nets; ontology then forms conceptual level relationships and extension.
Because of the overabundance of extended concepts, weight relationships between concepts are used to
establish a benchmark value to filter redundant or useless concepts and produce a graphical semantic net.
The second portion, using an integrated multi-search engine mechanism, analyzes, evaluates, filters, and
ranks web pages to find URLs and web pages that fit user problems, and then stores them in a web page
base. Because the summaries are found online, they are generally presented surrounding keywords,
perhaps the first ten sentences of a document. Situations like these prevent one from finding the needed
knowledge hidden in web pages; whether or not net structure graphs can replace keyword-based
searches is a concept that has not yet been evaluated. Format standardization may aid in inserting more
meaningful content and headings, helping in knowledge extraction. The third portion extracts hidden
knowledge and then saves it into a knowledge base following expert evaluation. Unfortunately, in the
past, sentences are often awkward or the meaning of the document is twisted and misunderstood; such
leads to unsatisfactory document summaries. How to use domain knowledge and domain ontology to
smooth out sentences and fit the original meaning is an interesting point for future study.

The contributions of this study are as follows:

(1) Allows the user to more easily understand whether or not a semantic description is correct.

(2) Graphical semantic nets can be applied to other related domains, such as knowledge maps,
discussion areas, etc. Plentiful knowledge can be dug out, helping us to understand the contents.

(3) Reduced search time for users, redundancy in web pages, and raised accuracy and effectiveness.

(4) Provides web page knowledge closer to the original meaning for user reference.

(5) Information documents use XML technology to attain the goals of consensus and structuring,
aiding in the later additions, revisions, or editing. Bandwidth problems do not cause damage or
loss.

Acknowledgement
This research is financially supported by National Science Council of the Republic of China
under Contract Nos: NSC94-2524-5-024-002, NSC94-2524-S-006-005 and NSC94-2524-S-006-006.

References

[1] Hui-Chuan Chu, Hon-Yan Lu, Yuh-Min Chen, Chia-Jou Lin, Chih-Ming Lin, Problem-Based

47



e-Learning to Support Mathematics Teaching for Students with Mild Disabilities: Model and
System Framework, World Conference on Educational Multimedia, HyperMedia and
Telcommunication, 2006.

[2] Solomon, J. Social influences on the construction of pupils' understanding of science. Studies in
Science Education, p. 63-82, 1987.

[3] CKIP (Chinese Knowledge Information Processing), http://godel.iis.sinica.edu.tw/.

[4] The AltaVista Search Engine, http://www.altavista.com/.

[5] The GAIS Search Engine, http://gais.cs.ccu.edu.tw/.

[6] The Google Search Engine, http://www.google.com/.

[7] The Yahoo Search Engine, http://search.yahoo.com/.

[8] Ganter B., and Wille R., “Formal Concept Analysis: Mathematical Foundations,” 1999.

[9] Web Mining Books - Morgan Kaufmann, “Mining The Web-Discovering Knowledge From
Hypertext Data,” 2003.

[10] Tatsunori Mori., “Information Gain Ratio as Term Weight-The case of Summarization of IR

Results,” In Proceedings of the 19th International Conference on Computational Linguistics, p.
688-694, 2002.

[11] Tatsunori Mori., Miwa Kikuchi., and Kazufumi, Yoshida Term “Weighting Method based on
Information Gain Ratio for Summarizing Documents retrieved by IR systems,” In Proceedings of
NTCIR Workshop 2 Meeting, 2001.

[12] Norman Walsh, “A Technical Introduction to XML,” World Wide Web Journal
(http://www.nwalsh.com/docs/articles/xml/), 1998.

[13] Salton G., Singhal A., Mitra M., and Buckley C., “Automatic text structuring and summarization

information processing & management,” p. 193-207, 1997.

48



F1#% SWIH % & & 803 e B 7L 47 1

v

GERFARMEPFR T RRRRE FRIT L L AR 4T
LT BT AR Ee A S *“?‘ AFci i hFF > 21
FARATAELV TR Y 35 T35 2 2R 29 B3 Q%?g
HoEFRE REEFRE -FRLI3 P OFTALREE-FPLL PR > &5 2ty
gt TR AR ER

iﬁfa%ﬂ%@ﬂhﬁW&\ﬂﬂﬁﬁwﬁﬂé~%%%%? LENE & KR -
PATRIET A B o TREH i A AR FRIEL 2] LA
R & ﬁ@ugznX@A%wwﬁwfwx»awio%ifi%ﬁﬁ;’%ii
Wi T zma;au%ﬁéﬁ?“’*%ﬁ@%ﬁéﬁﬁw%?a:&ﬂ’
ey % L S BLAE 3 IR - R m,ﬁggﬁ EE AR T AR
R HEE A ;T,uf%m R EHTFAOBALRY FF L R RRRDIEY o

_m»A»ﬁFmﬁa,gaﬁjﬁ AAEL o 50 R X

o

g m&yﬁwm?m,o4mg%@$&£%mkikiﬁ i@
MR AR i TR E R Rl e

% oo ip— PRI BAERT M- B

Boirit o v B2 RApE R L o

“Z
~
RN
?
R
A—
AL o
(H
ﬁ
*rmgfg
(= &

P3P h
'aiﬁ%é’éwﬁﬁgd£%Méwﬁww@xmﬂ@@évwzﬁﬂﬁz”‘*’é

L et b REE R L TR UNE TR 2 R
'Fii“‘ > F‘~ F‘L#FB"/J Lo i g o N lrajg_ﬁ%%, f;ﬁ?n‘\iéﬁiém#‘rr} FoiE = gagys
2% 2 TP LA A ,,‘p%a » AP YRR I R e M RE — ) A (B e
RIS F AR O IRl) T
R AR S AR C I = S “g-‘_:":-f#‘\nlé“ﬁe,}{‘g’p_é‘,%;\l P 2 TAHERH
e
‘ﬁﬁwwéﬁvﬁ?‘%ﬁ%ﬁW7P¢’F’¥%9ﬁwﬁ°
~3E ;gzgﬁgiia > qu ﬁgxﬂ oA ST AR #?gha > 2 it
BB R AL B FIBAETAMRLT A $EE T
2% 2 Fn #FTB’»I:? o
I~ /n\%‘rt’*t’ < ﬁ;n#&iﬁxﬁs B2 BERER S B st o
71N TR
AR 2 BT e
- ﬂi%?ﬁgﬁ%lﬂﬂﬁﬁwiwﬁﬁiﬁ@ﬁo
@WW’~% Bo® 04 AR 2 AT Blherriie Bl R R R
Bipenieak > FEAAPEE L ER R o

Iy

I

49



/4

i

L) ﬁ'*SWHhLWﬁwﬂ’%i}iai
%5 %mﬁf’ﬁﬁﬁwiﬁﬂg
‘ﬁ?ﬁ’éﬁfﬂ—} P F & ﬂ#’krﬁ%‘f’ﬂm—gfﬁ
3 P ?fhiaﬁ(Flmte Automata)cfuE = 0 ¥ i L gk & Bpp koo
ASWIHHREE® > LRFAUNOHREF R > PEERERL R X TEL
S K s - IR T K R TS r B F 2
KRpUFE 73 E P AT BB P o

g S

Vool
ra 4
Ty

)

F_&
#

LBIA 13 & 44

AR AR FRAES W2 2 1‘# Aol 2 47 0 BHEKT A S 2
A A FD 2‘ ¥ - % B Q&A Mechanism 2 £ 80 H & 334 %‘r’ﬁﬁﬁf ;% R
#J ’I %ﬁ%#ﬁ%}?# Kl”\ ’ l——~E'\: ;1%]’944\, ‘FE/—?: .&ﬁg‘ g]r[ 2 E.&}k‘
(Graphlcal Semantic Net) o % = 04 5 e F & & A 30F 71 HF 154 (Integrated
Mechamsm of Search Engines on Web) » g 3+ #-4 1 #-r XML 4] i & 3 URL ¥ web
pages ° @ Ak = A L ATERE PS4 (Knowledge Extraction Mechanism) » 12 4 F 4

HGEFAEE PRI G REGHEMDL > I REL > v RGRH 'f;,z °

Q & A Mechanism Integrated Mechanism of Search Web Knowledge Extraction

Engines Mechanism
» Question Description Concept Transformation > Collected ng Page
Analysis

= | T i

Graphic Semantic | |

! . Knowledge

Transformation URL Searching Extraction
et | (3 ATO | v L TERRA | Knowledge |

Decomposition Web Page Collction Validation

Y
-
URL Base

L R Tﬁ_%zr}%] 1 #7517 » 4 & :}p; & % 17 ¥ #](Semantic Analysis
Mechanlsm) R P #5154 (Semantic Net Transformatlon Mechanism) % &, ] 3% 1%
#](Intention Transformatlon Mechanism) » = #8431 & ¥ F et A 00 F R 42 7 B
(Intention) ~ B 4= F ~ B2 i 3% & % (Graphical Semantlc Net) % R 38 d 4% -

50



(SRRl

e

CKIP AutoTag

fEtT

————————— — — — — ——

| | I — |
:“===’ F;%E : : . Dm'nI
5W1H HETSEL R TR omain

' HARR g ' ' SRR Ontolo
|| BipERE - | !
| o | : Base :
: | | |
| | |
| \ 4 | | A 4 I
| | | . I
| | i TR |
| | | |
I | | |
1 | | |

A S i

Search Engine

B 2 WA 3R R4 W
FHRKR D 2y
*F"“ﬁ - SWIH S4B AT RFEY > UB2 k47 > BELF
LS s RBHF m—%xf’h‘ v VLR "27 B AR o A48+ “/T‘ D R

ﬂ’@@%*m%“%ﬁmﬁb%“i%%ﬁiﬂﬁﬁﬁﬁ S P o v AL
3 R A 17 ¥ 41 (Semantic Analysis Mechanism) ~ 3% &, % ## 4% $% 4] (Semantic Net
Transformation Mechanism) % &, ] # 4% % +| (Intention Transformation Mechanism) =
SR G P e R AT B P KR AL 1Y p RGE S ST g
(Natural Language Processing and Segmented)ﬁ it %ﬁ‘% ﬁﬁr}f@“’ Ve T
(Pre-Processing)fs £ #8217 R-L B2 MeEF F 20k « FReEH B L& I K
7218 M4E5 1% Domain Ontology % it (7 # & = 3% ,E feoo LBERBAIA R BL
BEeMaEFSEL WA HITHETH .-q_ﬁ%:% (s MERPFHF R

51



1.1 3% & 4~ #7141 (Semantic Analysis Mechanism)

CKIP
AutoTag
ml XS
A v A [
HBRE <
v g
EE LY |«
Y —  5WI1H
TUBRIRAT < | [
v
| SR
Mg TN s

v
B e ARG

W3 :F&LA B
FTHEKR 2Ey
AWPAeR 3 T 0 LR T T HA %%?ﬁﬁﬁﬁﬂ?ﬂP%CMP&é
Bodrer 2 fhret s RBAAD 2 AT P EAHFIAL H G deT
(1) CKIP AutoTag
A& K DR AR R AR o P AP R R R EET fRge ko AP
M= b Teie B g RGP > 11 CKIP #7302 fRie[4]18 4 5 2 394 [deie (D)
FYVO FENa)y - LT RN LT

(2) 7% &2 (Pre-Processing)

SRR MR R S S S
(NewRIND 5 (V) y 2 304 » S804 % ot e & 5 L4 4> 7 % (o Qg
B EHAE- kG 230 TNay ~ TNb T Vi .

(3) % W ¥ (Intention Matching)
Bl o3 s SWIHF ZFEYFHITRE oL Blagd B Edcd 197

52



4 1:5WIH F 4% F 4

what how why who when where
Ry dofe 5 Ny B A pF R
=33 £ ER) R gﬁ’]ﬁf m A T PR e
“R-R R =4 g A Bt BpE R ALY
ik LERH i g PR -3 B R o
PROR | ARE PR L | bPARRE | PARER
A s E s PR i b e pE e
A A Bdeie s A Nl R
w3 = LA £ R g £ A A P pF hfo >
P 3 A = &1 > AR i A& fr P & VR &
A A4 P P A
H A e
Bt L5 e e
e | RPAPE | LEAR
Ljip | LPRER | L0AS Y
24w i
Aim A vn

FHRR: 2P FR
(4) A & 247 (Parsing)

a®p m%,%%ﬁ‘_i‘ n‘i s 13 —T—ﬁﬁ
'&'P‘iﬁﬁfﬂ! féng? ié_zg-;l i‘] y }ﬁk‘

“‘1 P #‘3 i A2 ]

CE

p ¥ 1 (Finite Automata)™ 3% » 223Z & Al i B
e

N
L2 RWBF - A oW 40T

(5) Mz :F?B’»(Keyword Extract)
EYHRIISKe DF g v e LW IN, xR ’ﬁr'_NaJ . |_NbJ .
"VA,; ~ TVB, T 3 RITLMEST > NEET - HBRABEFLS

1.23% 3 % & ¥ 4] (Semantic Net Transformation Mechanism)

53



Zr=p=y ]

BT

i
il
i
5l
&=
}

PR >

%‘ﬁy

Domain Ontology

W5 R e EaE 4
TR KR AR
ApFle L2 H I B ST 0 B 7 2% TNay & TVA, bz
% 1E Ontology HiFH B 2 A% > B ehi BT A EHE L FA) 0 o HEP 4o ¢

(1) # & i & *(Extended Semantic Net)
AAE W (S enRi 4T > JI* 4E 2 A B34 (Domain Ontology)3 2 W 4p R P 4 0k > A5 =
FAEUTEO G B

W6 : B-| #4738 2 ontology 7% #
TR AP FER

(2) &k (Filtering)
R AR &R R 2 - SR TR F AT TR e SR
Lo IUTRT A B

54



1.3 & B &3 4] (Intention Transformation Mechanism)

AP AU B M AT
L - B3 2 iR N IEE S BT eE o

(1) # & $(Corresponsively)

W7 : B/ %5 43 2 ontology 7 #
TR kR AEL R

A A

HIfE
Lt

R

\ 4

4

MR

Search Engine

A
—

e
SW1H
HIFEEH

W18 : &, Bl 3 18 4

FH IR AP ER

Lk

Bt SWIH R ehl # 230 0 %

FESWIHE R B 4o 4 20t $ > B3 chds 23935 41k o

4 2:5WIH #BTH 4

LB 54l Domian Keyword HE ¥R E
g
Sz A0 f
2 PiE & Kk~ hd S 32 .
why | %5 . S HF R

BF R F Gt |

T

Hwe [ a

N I

55




feg o

&0 A

2 PiE &

P~ AR B

FASCBERF

when wEw BF R 7 N
L
I et
L
L SR Y
. PN
what | &% Py
L
I et
g
EE SR T E
jaiz ~ R o2
v PE Y REE K (KB R
s SR R I RS S
il s 5 MR E RV R
B8 4| KR K
how i 4 Bosst e - ANFEE.
s o
Fi2iE Y
N R I~ R
Ay it @ (Na) L ’j:{ ok TN T
B g
= —— FINE eI
wnere | & LS S A Zﬁj %?\#ﬂ’./?@
TEe g
i e
who L2 55 B o FEA S RF

£z £ 6

T ~ gm X

p p

P N

56




B DR s
Rl de)
A7 i et

FHRER: 2Py FR

(2) SWIH¥ & 5 #3~

AEPAINUTFON I EH BT EMET b2 29 2 IR > b3
7O K —‘F'Til“ﬁé HERBER o
TF(Term Frequency) : TFHCR 25 &% — & ¢ £ 4 ¢ 8 Mothst e i 5 s
FERHEHNEEXENG G - THEE R o F]Y fiﬁﬁ*ﬁi‘ﬁ*ﬁﬁ%# F 3 IR
B RV FEHNFITS EOELRRR T o
ASE [

RPN BERETL 2 FPIELRRAT L7407

tf =1

J

(3) # B ## (Ranking Transformation)

—

gr-hEmte o KFREAY RS kG TE L fr b MAET KPR B
AT EE B T Rl T, = e 4+ THET ) BB

TRV REEREEE
T B9B]F 4T

57



T HER —— \Dé—l

gﬁfﬁﬁgﬁ@ YRR g —»{ Search Engin}
‘ A
= .—P ?&ﬁﬁ
|
HEr
v
i
Jivk B

LICRE X e )
N S I S =y
(4) #i8 g (Filtering)
ek i1 enT P RGP e 0 BT - AR S B T AOF I T R0 FE
i 'J)LF/ %3}_%17 F\:’EE

BHBEAREY

ARG AR AIFE P ARFED N RIRH s AR EMET TR BHEFER
PN nﬁ;’ﬁiﬁciﬁiﬁ“ AAFTARSHBAREREE M KR Ao
AN AR MEF REFFABEZE BEER AL EHHFITF LY
P R e Rgk* F  EF APy 20

ML LT AT

U)'ﬁ%?ﬁig% fad %ﬁwfn%wﬁﬁLmio

QB FRETRY SH UM 2 A > Gldrioidk Bl H % E 0 il
Pendeahoo Fles Ay b RN R o
(3)%?’{’571’?“;3\ P SWIH 2 B e 53] 0w {
DEEFLRTPHE > B> FH L5
@ﬁ#wm4s’?%*ﬁ$ﬁ§ﬁ$ﬁ$o
(6)F *Tp ¥ #(Finite Automata) e > > ¥ 2 L v $efmed 2 Bar sk o

(N ESWIHHEE * - RRFI T R 5 > F 4ﬁﬁ€&i& BELE > ¥
g 'fqzm"i - TS T AL R RDIR O A - A K A R RIF
MFEF o ETIAFET BRBED ao

b

Poit 2 3% 8 Hraid o

# %
Eh g 1ae

58



i3

B TS AAHR L RB L H0F 5 F B
# &
Ghd AR R PSS R MR R RS R
R AR BT LERPPERS TR FRBA R Ao p i 2
BEBK P‘;ﬁx s F’!’J IL;I"’E e _}I;]z M‘l‘,ﬁ mf\.";‘)ak—:y\—‘ Ié_f‘—\ rr]j’)l‘ o

R T P T I e
PEA )’?F%ﬁ]Lijgf,l?mﬁI}a}.#kﬁ,%}&# » 1% i ﬁ(z_.iu/fahg}\z 23R
e R R f&'gnvmiﬁﬁﬁfEA%\*iﬁ Mz E28E > HEEFANATY TR
Z ”%&i%?‘l - AR iﬁ-ﬁ’f?ﬁ‘m y FE I /A R ,g,gjﬁlﬁmiﬁ.% g
BHAABF W2 2P @R ip e > HeGS fFRE B G Ap s
HERREZELRI|EAIRARBERLET A HET N > Sd R

%*ﬁﬂ“%ﬂ’wﬁﬂﬂﬁw¢£?iﬁ%&%’K% AT FENR K
FEAHF G oA FRTHRY F 0 7T HRRRFE S ﬁ?%‘ E -
M4k t WoFEHF ~ e P FFES Ft Mk E -~ FHA

ﬂ%‘ﬁ

%

v I
W & 3
M S

i

*=

uid

R S A

|
i
4 _"{: S %T\ PV

T |y
i

~ O e e
o SH
ol
b
4

ERLBR LT EFREH DR -

GEIOAR B AR P R R PR AR REY 2 R MR
Ao e d ) WA S - BT E R R LT R R RS o
hﬂmH%miﬁ&éi%%%’fQE‘PFﬁ?’&w%ﬂ%F”&”mmﬂ
WFRINFFERELBEBI REARPRIDEL 2 2] > Sd HFEPHLE T i
A’ﬁﬁﬁﬁwﬁﬁfo

ARG RARE R G 2 BINA L FJ2 ¥% 4 (concept transformation ~ keyword
extraction ~ specialized keyword composition) ~ £ & ;% #7% {5 (integration searching)
B2 18 2 % 4 (format standardizing ~ filter & ranking ~ web page collection) » 4] 1#7

7T °

td

Jut

59



Web Pages

c Integration Searching -
oncept \’
Transformation - Format Standardizing Standardized
Search E_ngme Integrated Base andarcize
i (AltaVista) Format Base
|
: Concept |
:_ Decomposition : Keyword Extraction |« Search Engine
""""" g (GAIS)
I Y
Search Engine
Specialized Keyword | | | g (Googlcg) Feedback Filter & Ranking Web Pa.ge
Composition Collection
Y 3
Search Engine
Graphical Semantic Fragments g (Yahoo)
Atavista [ keyword | [ Thesis Search | T | o D
» Engine N—— N——
(CiteSeer) Domain Ontolog N
o [ o] Web P s
Google [ keyword | ———
S
v [ epwod ] s o)
ahoo eyWor
Graphical Semantic Web
Thess [ keyword |

Property Tables for Engines
UREESS S LRl ik
I 1

TRIZWFE REE - BERANDR P FLRE SRS TEF IR e
EXFR&EDFTE > @ ? BRI P ﬁﬂ&awmwg,ﬁﬁﬁwwz
— ~ concept transformation : H#-Zg i fe K 5 f#mﬂ A5 v 3T R, p_nﬁzﬂ ~ % concept
decomposition mechanism » 3 & 7 5t £ 4= 2 R, ML EBFTL D OH T &
%%ﬁiiﬁiﬁﬁ’&r?{qﬁﬁmﬂmﬁb%%Vpﬁ;bﬁ@p % o
ﬁ§ H j\;fu ’ ]%]1[3 it 2% ,‘? 3 K’fq%{} e * 'ﬁ £ B %\ﬁ'n’ﬁ T —@/}%jﬁ:\ N 5& R *»5 ]ﬁc‘
5W1H(who ~ why ~ what ~ when ~ where ~ how)*_LF| 2 R Bl4a 8 N 37 8% R E
N MR R T EET RSN Y - elas 0 4 %%‘“";ﬁﬁ fe 4
HAE S LR kRN GE RN F AR LT AR H A
Bl st o FItHF ch3f P A B¢ 73 38 0 — 433 SWIH *FLE'JE? T‘é, Bl #rde &
HEE R - A AMBE L o A TR SR BT AT GHE A B ¥ L4
% 51 & (AltaVista ~ GAIS ~ Google ~ Yahoo)it {7 F M #F o

4 ¢ 7 keyword processing ¥ specialized keyword composition = i 8 (> > =
FALHFLRY OHET BT B AR fr?ﬁ“(domain knowledge)¥? SWIH
HP| 28735 = B4 F B (keyword set) » H F[¥r3 2 5 250 35 ?éﬁ{fﬁ:}j%ﬁ B % 3]
H2 i R SRS pﬂﬂ$ﬁbﬁ®%%’W$%ﬁ%ﬁi%mmmn
keyword set) B 425 fiz & # RS Hic AND #5L(&) 1T 72 s e '#”f FAFEE R
EA O FENREG A FREAMZRREY MEFERR P NE-F o5 2
BMeEFd » B AR/~ REE 2 2 A 23 e & WRET > EPHE - R
PE7 R NF iR E O mRR I S B MEF N E BMEFREFREE ]

%N

\

“d

60



PR BE PR RATRE LR T A S AR i 4
(feedback) » H p 7 #4305 w 2w > B ikt i s T w0 i 3 0 4o ] 2

S

Concept Transformation

S
w

) v

Spccmllzud Keyword
Composition

y
) ords Processing eyword Set S OB Kcywor‘d Set ntegration Searching
O/O O\O Words Processi Keyword St [ B Domain I Search
A

Graphical Semantic
Fragments

Atavisa |

ons [ imwor ] |
Feedback
Google ‘ Filir & Ranking

Thesi |

Propery Tales for Engines
BBl 2 : concept transformation #5 ]
& F B
- ~integration searching : # E & 51 & 1 2R Tt 2 > HHH !
A B » integrated base » d T AR HOF HF A <’ 5 it ﬁié a o
FORPFEH 0 LRFTR- R TR R T RGAILY B TR
ﬁ6ﬁ°“&%ﬁn?@ﬁba%¢~%ﬁ¥?\ﬂ&,vﬁﬁ\ WRED
B Rhee EEMEL o ARG ARy ER e BF LEFIF L o

|

=

R

SN ﬁ\"
o R
L R

~@€h—+
g T

‘ ‘“&&

% §

=

LN
A

B
£

%%wm

BT ) U

AltaVista GAIS Google Yahoo!

R AT eI Y

. L L SRR BT S A
MR YR R
5 2
%; v < 800 ﬂ@;’g éég ﬂ@;’g &?@@
+ , , ,
- # = 800 F BT #2048 F | ® = 100F | &= 100 F
#F=& | html ~ pdf ~ | htm ~ html ~ | rtf~ ps ~ pdf ~ | htm ~ html ~ pdf~ xIs ~ ppt ~
¥4 | ppt ~ doc ~ | xml -~ txt xls ~ ppt ~ | doc ~ xml ~ txt

61



xml ~ txt doc ~ txt

BE
e | } } }

:
43
e
Iz 4 N 4 4
43

[had
E"@ url url link ~ related title ~ url

B
# ‘J“$
A # # # #
PRt
# ‘J“$
#7%T H # # #
5

1| B
#1 $ # ﬁ Iy H
B4
Pk
51 & B s | o %6 Y2

-
— v

18 2B #1

F IS RO IHIHR R ST AR L AT %ﬁj-—ﬁﬁ,igﬁgdﬁ%yi
hﬁ.r/{»J-LLH./iﬁ_nlz.;—,ta#k}:‘rlfﬁ_’;/;;,l.ﬁ#E]#ﬁ_ﬁ\—'» A.El&,}.é-é—lg,ﬂ?'ﬁé}: LFmﬁf
EIEREA 0 B SRR Y AFE T 13 (domain ontology) P L LA & ¢ O 2 e &N

o e E AP ERPIeZ - 0 RS d NI ERB LRI DRT 0 LA
P~ ’—f‘j\-ﬁﬂ?ﬁf_‘ :
- ~ format standardizing @ i & #EAZNH FIER O ER P DT AL S

HTML(Hyper Text Markup Language) 22 PDF(Portable Document Format) & 3¢ p %
WAL G 2 et 41 XML(Extensible Markup Language)™ i = % 4{# 2
1 XML ¥ - % "}"mW—‘iPP S0 A B KX RR Y '7#%% B

TP ORFERYEV LD FEEfCIE RApMORR S PTG ﬁﬁ?%a~%
t2. ~ XML schema £ DTD(Document Type Definition)[3][5] > 3% & B4E & <4p B
W7 A > 5 HER Y 7 ) format standardizing > %€ {5 #% 5 I standardized format
base °

=~ filter & ranking : 4[] 3 #7o1 0 #-EF P EF e g0 %ﬂ«% fLehdg & R AR 7 - i
P RJY » 4 & Ry B FR .&R‘—’ft’éﬁ'f‘ff’d\'“ﬁ‘i{t Eenarah i AR ERARE T WS

62



=
F
3

(A
e

BRI CBEFEZEY
F e HWARA 0 E
it b2 4B AL B

55 A =2
= 5 R Rl e

EpieR B iR A A1 A AT
R Y 4 m#p MARR T fRAL LR
HETRIEREI - 2RI VHSNE D

e ) S N T

Filter & Ranking

& *ix‘ 7“—%
=
LTI

—\\

Graphical Semantic Net

A A

- | Match Algorithm » Rank Algorithm - V‘Veh Pz?ge
Standardized Collection
Format Base

B 3 : filter ¥ ranking % 1
FA G Emen o A2 ke URL 275 €470 £
BV erdph 45 0 F 2 SR SRR g S 7 R E - N
.

R E i&-%’*lf?”ﬂ
7 3#'(N-gram) » d

N i3 “re & QI s N 7~ ﬂ“VNmﬂfﬂﬂéﬂ%%ﬁ%ieéﬂvamawﬁ;
E“”Wﬁﬁ” FRAAPMH 250 4o 250 10 250 2 95 0 BT ] 2 )
L E R R osp B i &xav}fgéc A4 """%g,:"é_ﬁ ArEERREOTNGEE
PR AN R g:v&mig ZWPE S FFERAEY ELFR A
3 AR TR é"ilf?f‘&é%"ﬁd R ’Ffééﬁiilﬁ”&?fﬁiﬁ‘ FEERFERDTRAZ

B

E 21 N
» B3 E O e T

RS !
U, :%ﬁaélaﬁéJﬂ*Mﬂﬁ?”@ﬁ&
VoW e v e
o NaFRHNAPH
@ LIE iRl g
@ ERIFE AN X
o et 4 TR

LHHRLRD [T [ ES R TR AT R R
{#g#m FEMBAEAT RN R o F 2 B D S fg‘ FAZEFEY Senfp &

S G v $F B 2 (match algorithm) o F B SR A2 AeBl44TT o

A7 7 P-GrubersnZ_& : Ontology & - fa¥t % - B

-

[ NYe

BILL aiflmdy it 0 ¢ 34

63



WL MBS FHORET] AU AHETAZEY R EF R R BE Y
MErFEAREFRLRLAARP TR &R F  TUT RS PPERLE > 23058
ez Pl T2 T B[8][9]
(m) M FMAERE P LR E TP e 2 Y A - BRPY LY
MEAERF R AFATEERE > PALEZFRAY B9 2 PR o
(Z)~HHMERZ - R OEREAAEREIHPM DF e s D & T
PR AFRESNF RS Ry L E o
(Z) =8t - F= #ﬁ\ggmﬁm\ SEMA A2 R A E R FHa4pd
i H gk 29 w60 ~ 150 & 2&)@Fp@ » EPT 9095 F eV EK R o
(B)~HRfME 2 DAY PREFLEFARER 4o AT S REHTF - ARE <]
BFH . mF imwwiﬁm% °
(I )~ AE 52 W2 @4{é@@%@¢’aﬁﬁa@gr&¥%£%awﬁ,
&we gRBIOPUPEREL DR EF D F U hfFERAF LR
BE R gt ME AR X R W R RITIEE DAL > B
i p ﬁ

%&%wma%iﬁvﬁﬁ%ﬁoa&é%%~@; ?ﬁ*wﬁﬁﬁﬁ @g
PR BRFPHUER T KBRS FAINPR R o P B RS e R A Y
;a@aww'%ka M~EFHMF(FEF) 5 FAMP(FRF)E P B2 AAHF
(F %50) > HBRRE LRG0 470 0 P15 G- r o ZATMEEF 24D 0257
ﬁ'—fi’}’ﬁ%ﬁ?mim WREE B AN e
Sim (W, W, ) = 2x|S(W, )~ s, ) oy

W, ¢ EdR ‘S(Wl)h-‘S(Wz)(

SW,) - TirRW TSR R R b

‘%Wjiﬁﬁﬁﬁsmwéﬁ

Hodil Bt $ 7 F A givsi > BT E202 22 2P BHER: QDK

1 » £ Domain Ontolog PO BETE AP RE R H 27
CRAEERY T E T L RPEFEILT AV H BTV R AN~ R

=,

FF
X lE?r LE“E - E]J'ﬂ ﬁ‘i;?%ffﬁgﬁig};"‘%#ﬁ AR R o D] Tt fﬁ'i%f?fﬁfﬁiﬁ

‘ﬁ*%ﬁ‘b
PfEE B o
S~RF-IeHAE - TF F ik & £ (Synonym Weight)
PE - A CRFEREREE L 2T

SCORE =) TP, + PW + > T\W, + SW (» ;4
k=1 _

64



CHEEY FKkBRAOEE n £EFR MK
W FEEE PRI R R E m AR Rk
) ;Wfé A (IMénym Weight) R
We oo hgnwas e SERE 7 30w e

iﬁﬁﬂiﬂﬁi%ﬁﬁ ﬁ?ﬁmﬁ%# THRLORLEFPNREY N9 LT
FEFPBEFRHEFFnL T AER T % ﬁ%ﬂ@#ﬁfgﬁ@?%iﬂ
i€ ¥ concept transformation » $ BFYE 0 ik T 3 b4 % 'E‘ Frde* ”% R PR
&2 ¢ { HESWIHARR P copt 4 (mapping) B % > e hir A5 M T }ir-‘?-vﬁt
$o Pl B inacfe R | S g R AL e gswm#md@.%‘wﬁ #71 r&% o e se
EJ’ﬁﬁ B f ek AR ABATR AR TR o T T 1Y SEHpR B R T HEF
FENEEN B LT R SR ’*j’% d specialized keyword composition % %] it = 2
EeniPRFZEME TR Rz B Pl EHRBEREE B LR
i# 5 i (rank algorithm) » J# & /e A2 4o B]S97F o
= ~ web page collection : B~ (Gd $a N B M HERP B DT RERET N T 0 TRET
*+ web page base °

o

>* ﬁi% o [

\

~
s

\-L-

e - - - - - T 0 ':
I
I
: e i URL |
Step 1 | |
| I
e ’:
| Y o |
[ e =
Step 2 I URLi#j§ >——»  SIURL I
| I
L I
=
- - - -"r--—""""""""""="=""=""”,--"-—"——==-"=""">">== a
| v =i |
I
Step 3 | AR Jae) I
Graphical |
I Semantic Net
| I
b3 =
- - -"-""-"-"-"""""""""~""\@~~"">"=>""”"=>""”">""”""”""”= q
I v v :
' oot . i
Step 4 I e PR E o I
| I
| I

IR S SRR 14
65



Step 2

Step 3

Step 4

Step 5

Step 6

URL

RS T

i R

— —— — ——

Domain
Ontoloy

A

& F7HYURL

‘Web Page

— —— — ——

HUEEnZEURL

RS

T B e R

A

Y

Bl S:BARFE iR

2
“‘P

1%;\7

— —— — ——

— —— — ——

GEIEREFAFIF AN A AL L BB

TR FART FAPHAEBR ) FERES > T AR - £

66

5 1t



EE I FERE AR BS BBV IR 0 2 “,fia‘_?ﬁ‘l“ii‘%&ii T REE PR
IERZESPAFRENT A F S QFLOREE S FRE TG -
KV Rt d P e &R R - AV EEREREERAFE NI T

Fen@hie o bid AL IH A D2 T roeT

- R EHMETREL %bﬁ?ﬂﬁﬁﬁﬁﬁw# LN IHIIEH o
RIS TG R R Y PR R
‘%*%?ﬁﬁ%%@ﬁﬁﬁﬁﬁ%%ﬁ%?fﬁ%@ﬁﬁﬁﬁﬁ°

SN =R CYR

CHRERRE R L ART BT R KT 5T o
F\‘f"\’ [Es ﬂ} | XML e & - R{E8 Hf#w B e ﬂss:«g %éﬁirég;‘)éi@&é@
o 2 E TR NN PR L o

1&1‘ %&éj:}%’z&m&%ﬁ "’Kljfﬁgﬁ‘.}p_f_ éﬁlﬂﬁ;}ﬁiﬁ,ﬂ’_iﬁ,&i%&ﬂl'jé‘%.%#éri
NEEET AR %ﬁ-ﬂﬁ/zﬁ?%ﬁ? e PTG GnATEs 0 A R T ose sl 1‘??]’7
PR AET G A2 30F o Hoarase gy Fih o 2 AET Jﬁ?:r\*ﬂ—g"“ﬁﬁ.mb?\)‘ {7

LEAOP FEARAL > F A RS %éﬁﬂﬁ%ﬁ AR RS IR
VARBEFY o TRk 2L A AR A o o AR A
W%zﬁﬁﬁ*%ﬁawﬁ4maéﬁmw,?+w¢4ﬁ,ﬁ*w%“ ,vg
*E & «k%@,‘

g

[1] Cooley, R., Mobasher, B. and Srivastava, J., “Web mining : information and pattern

discovery on the World Wide Web,” 9th IEEE International Conference on Tools
with Artificial Intelligence (ICTAI’97), 1997, pp. 558-567.

[2] Jenkins, C., Kackson, M., Burden, P. and Wallis, J., “Searching the world wide web :
an evaluation of available tools and methodologies,” ELSEVIER Journal on
Information and software technology, 1998, pp. 985-994.

[3] Norman, Walsh, “A Technical Introduction to XML,” World Wide Web Journal, 1998
(http://www.nwalsh.com/docs/articles/xml/).

[4] Spertusm, E., “ParaSite : Mining Structural Information on the Web,” The Sixth
International World Wide Web Conference (WWW6) 1997, pp. 1205-1215.

[5] 24 = Poup 3 5 A#2 XML 22822287 5 02004 =5+ FFN
BT LwmT o

[6] & > TARB S EMEFTE,IT2HFNFFTT , 22001 BAFAFEAEFT
WE R TR L mT o

[7] giﬁr’"U%ﬁfﬁﬁﬁawiifé*ﬁ?f%g’19w3’6ﬁ—k§§ﬁmlﬁuﬂ;ﬁ%

mi%‘o

(8] svx - T3 d Pl A3 " S By B BAE R 2 00E y 20020 2 A
ERE &N Fr ”wﬁi%éo

[9] ¥ har s X ARY J&.ﬁ!ér‘ v 2 g ﬁn:}%ﬂ g ;/??FQK;—}&»}@&;;EH;%%TANET ’
1999 » B+ ¢ o4 £ Ko

_)‘
[10] ¥k » TiEzo e I 8 env 2 4F 2338 1 4 2 5  International Journal of

67



Computational Linguistics and Chinese Language Processing * 2003 > pp. 93-108 o
[11] B> % ~ s~ ~ 5% BT Tueo s Faghad 2 EBHE285%, > B2
CFRLEREE -
[12] The AltaVista Search Engine, http://www.altavista.com/.
[13] The GAIS Search Engine, http://gais.cs.ccu.edu.tw/.
[14] The Google Search Engine, http://www.google.com/.
[15] The Yahoo Search Engine, http://search.yahoo.com/.
[16] The CiteSeer Engine, http://citeseer.ist.psu.edu/.
[17] Tom Gruber, Ontology Definition,
http://www-ksl.Stanford.edu/kst/what-is-an-ontology.html.

68



44

MUARB A S AZREP Rlp S 2 g~ 2054
i# &
2 e m{{ BB S A F R o R LR E L E g
P it A RRRRSF L L p 2 F Al
PP R Gl g BT T A R R TN F] 3R 41[“'?’75 &
p\ N o x%?—‘F’f’ﬁ PLERATER LI S - S PR o
BRI E T BT JE R F N e TR
B%% Wkﬁ’#%’TkﬁﬁﬁﬁmﬁﬁE%“?ﬁW%
A IR AR R £ iﬁbﬁﬁﬁ’i%J%“%”mfvﬁh"
X FRELAEP F AP ABTEE TR R i F SR
%3“'$%§”ﬂl’i ﬂﬁ§4&§a§%ﬁ’w'%@
G LR PR R T G S e -

o I
\.
P

T2

\
=
=

¥

N

¥ = )
= W E

e
Eal

=
y %$ e T

—_— —_—
4
T D

<
"

2

L

%vnﬁéwmwh

» 35 v

¢

A - e S SRR
5

N
)
W \_\‘;‘g‘ Jy

& B
#or H oo E W p e R o

b
B
()
g
‘3\

=
'! ﬁ:
B\
|

P L SRS W TR

- - B
P-E R B B R Y cnd 2 v s RIFAPF S
EEHenieF T IR 4 e Web 2.0 0 80 A g > ik
'FB R E TR BRI RR I IEFPME
ﬂﬁwﬁgwxmgwﬂ%ﬂ#m&*“ prEE
0ou e
BET

i

© 3R o

P
L B
‘,1\ 'al‘ﬂk' o «-‘3‘1\' i\\g >:4-

I
N

I

\

% =)

-
ik L

—_ \
-

—\
-]

|

Ty
>~

3Tk

g

.=~

N
A
g

Pei

RN o
W

&
R
®

-
&=

CRESER
M

PR IN (B a T e ‘-‘-4‘:

e
mé#fﬁ‘t“ﬁ"lﬁﬁ“ﬂi’tlh RN B AR PR
I 4

1
:
Foorpe R A LR ACE H ATA ?mﬁa F 5

vs"‘

—_\
-

[ER

N
C
3 e

“Il

B % T AR B -

- wd

HE
W\m =M

’ 2

IR L A

A= i"éﬁ?i’?ﬂlﬁu%?'v BRI MR BrRHBEARXNES - L@
KEFEERBEL %S ARF AT AFAEARRL MY S 5 24 L&
EHGEH R UTEL L LA LA Sy R L BB E SRS R
REFARERET 2 - LI0F M T EF o EERREL DR YR ¥ Flm kg T
KomE-ipp P BE RV KE o T LAY B ;ﬁ-r_} YRR RN RE TR 2 B3 D
RERIEFFE PR 2 BN F o g BT iR AN SR AR
PEAR - B RFFE REHWEARARBAEN F2 M0 2 TRIESAABMAN
$2 v o EMR T FRAF AL PR LB F MY R R

BT

3

= =k =
[ )

%
=
&
@

=~ FIFHE
ﬁiﬁﬁ%@%*&VwﬁanvPﬁmﬁw%ﬁ%ﬁ»iﬁ “TE
miawwéﬁxﬁhﬁu@ﬁﬁm’ﬂwﬂiéwa:@ Z G e F-
L & # P~(Concept Extraction)
R =F T )%
# g

69



® PR

o & R E
2. AR PL L 2 H(Domain Concept Construct)
PEE = BlEH

® T EPLAMIBAER
3. 2 Eog (Document classification)
AR R
® < EEFREER
T o

Concept Extraction Domain Concept Construct Document classification
KIP o .
¢ Wo.r d —p Concept tree Construct P Similarity Computing
Segmentation
Web Page ldentif *C v
Base o entify Concept . o
Term Filtering Relation Ranking & Filtering
v v
Feature Extraction Classification
v
v
Synonym Expand
Synonym Base

_
Document
nowledge Base
oo o S 2 W

5 qL :—‘f#.-}"'i‘."‘? fi,g,\;‘;’ﬁgsﬁ;lj

!-i D

%]1#9:1@/ g]gﬁi’ib
= FE 4 3 B

T

b

Yo
o e
o

CKIP Wolrd =P Term Filtering  {=p Feature Extraction = Synonym Expand
Segmentation

Bl 2.PL 4 P18 41
AR 2)A & 7 -H}E“*F %—IE%I%%%F‘FJF\: PATHEFR E k2 2 @ % ¢
e CKIP iE 7 %73 % ’Fﬂ“"’”’}’}@“’ Wi AR FHGIREE B RFHE
B L Ao

L1 ¢ 2 4 g7 A

%%E@gg%a,?{ﬁ%gﬁmgiﬁao@%ﬂééiiéiﬁﬁﬁ%
FiF2EN TR o NE2 LU IEFRZFANTY BERERIE S P 22T
z)»ﬁiﬁzm lm-ﬂs—\.oh'«r} ,f';“,ﬁ;:* 2 Eird B2 &g,gq,-\/;g%ﬂ > O i*
EEWIRE DT A R Y FEL R o A s E g e ] e
g CKIP ¥ < #730 hbt > REadR a7 P 2 2 B34 o 1w Dol § 4 252

T



5 01F R d CKIP #7502 izt 4 5 2 384 T4eie (D) ¥ (VO)'% i (Na) | -

TSR BB BT F B
F R T“&ﬁﬂéiiﬁ%ﬁxéﬁﬁ o LiEH T
’ i

‘\’J‘J <

1. VIGKk & 2 8 :0)+VHGK 8 7 2 3§ 39)
Ex:#UV))+& # (VH)
2. Na(f il £3#)+VB(H it 2 3 #3F)
Ex:x i (Na)—i—:}ﬂ & (VB)
3. Na(f i Z3#)+Nc(3 = 3#)
Ex:w 32 (N'a.)JrﬁiL (Nc)
4. Na(# i &3+ VHCGR L3 2 3 85 39)
Ex: ¥ % (Na)t# 2 (VH)
5. Na(h 23 Na(¥ € 7#37)+Na(¥ 4 £37)
Bx: ¥ (Na) Hsi(Na) # 4 (Na)
6. VA(é% 73 2 $ 5 VHGE 7 2 4 8439)
“’%(Na)ﬂ % (VH)
7. Fﬁ A% ) Na(H € % 3)
Ex %k (Na)t+ 39 (VH)
1.3, FHcprif P>
¥ Wu et al.2002)[9]0# 3 45 &) > LA F 2 MaEF E F Ad LP-9050
(Noun-verb) % % :#- % :#'(Noun-noun) srfie $F %7 38 5 » F] ;ﬁ e GETT
PE DG DB L5 AERBAPM B AER - R4 ’fé‘é‘ BB [3] piE

ARFE G LR MR DRIZGEES T L@l B NS o
B3k 3 n BAEE (D1,D2,...Dn} > Bl- iE & § 230t $H3F LR Dk i Ap
B B (DRtK) 2 & 4o

71



DR, = np(t\Dk)
p(t‘Dj)

j=1
where P(t‘Dk) 1s probabilities of

termt e D,

P(t‘Dk):#,where fo =D fig

tEDk
® k- RiE
P RFTETEGER G LWART MR ISR DL L0 TR L AL
TR N AZAEE Y E P o
Big- GiEE G L3t ¥4 T4F 8 Dk g - RE(DCk) » T &/ 40T

1
DC., = P(d)lo
tk desz t( ) gH(d)

where P, (d )is the probability that

document d includes term t

ftd

(R ()=

t Z ft,d’
d'eD,

where f, ; is the term frequency of

term t in document d

® EREE

- BRI E RS FED LA - RE(DO)E AT MR (DR) RS
GLPHPABOREE B G £0 T HAS Dk B R E & DWik o &
4T



DW,, =aDR,, +(1—a)DC/Y"
where o € (0,1)
Normalized function

DC,,
Max(DCt k)

tEDk

norm
D t.k

1.4, I &4 8
o P E (TR R I VPR P ME R L E
EFARM PR OE - o JRd FAFPREGV MV RBBRFME - k- -

@

2. ABPRAEH

Concept tree Construct — [denify Concept %
Relation

Domain Concept Map

B 3478 PR 2 48 )

AR Pt l"bﬁ;/‘fﬁfﬁ\%{ - e B E S BMERIGTREDIR BT P
L B MBI 7 FI A AT AR d Apriori ¥ & % #4724 0 DHP i§ &
B F B HCT B s 8% T 1722 e AR S P2 R g i
A RE AP B AR I B AP 0 )Y TE:E‘-NLE AU FHE 0 AR BT

e <

HE S - v

I e e e e e
p i 1 [ ok igeav B 4.4

&3 BIE oA
(1)#*iE Core Concept :
B ¢ 2 B4 TR A AMER Y GE NP oA M
=321 o
F

(2)i& 7 Core Concept i B o= -

% DHP ¥ i3 & {7 £ Proo B 45 rs}§;+ o NIRAT 2 PR 2 EE o BE R 2
B2 RRGPEFE R G RS - BRGPE - R BELEF X R AR e

B)rEMaEfER
B W AWM MR PHEEE P PAGR R B RS GENF N PR

23k o

73



(@%éﬁ&ﬁﬁ'
FRFPEERF N FPHEEEFMEARD 31 MEBEFEE -

Similarity Computing— Ranking & Filtering —¥»  Classification ~ —

Document
owledge Base

31.1.4p RS

-2 itgr g il ”Lrif‘ﬁ. AR PEA AREFAA AR E > IV RIEA R ’f#zirx
VELS Y BRI AL BT e #"% i * cosine coefficient 2 ;% k- &
[4] > 2 %40

f
C(X,Y )= -2
(x¥)=7

X ><\/fY
312 BB BER
Bgd AP MR E By BN B RER 0 BRI 2 &R
2’;:0

3.1.3. A 5E
wdﬁﬁﬁﬁﬁﬁmﬁgz*iéﬁ@aéﬁﬁﬁﬁﬁﬁﬁﬁﬁiﬁﬁﬁﬁﬁ
fFaug > Q2 R* F2 Higie? o

4. &3
AN BURY GRS R o R F AWM I RR R
RAEEAH e 2 e G S RS AT S T R AT RS WL

(EA I ﬁP*’;ﬁd PLA BleuE > o EE sziﬁ FAEE ARG 4o s bw R R
Iﬁﬁﬁ%%zﬁﬁﬁ%ﬁ ﬁﬁwﬁﬂwﬁﬁ*o
ip*iggg%%f:
m%@@ﬂ“iﬁ%ﬁﬁ@ﬁ’?ﬁﬁﬂﬁ}ﬁﬂﬁiﬁﬁﬂ@%ﬁ@ﬁ%i
PEERF °
DFd B PL 2> BAM o HER Y FEFY BRF 2 xRS o

74



54
[1]J. S. Park, M. S. Chen, and P. S. Yu, “An effective hash based algorithm for mining
association rules,” Proceedings of the ACM SIGMOD International Conference on
Management of Data, San Jose, USA, pp. 175-186 (1995).
2] A4 (1997) 0 P = ¥730 ¢ Rl ~ PR 2 R B A Pl > W &
AR CTEET L% .
3% % %(2004) » R PEAHEA f 8 (2B FEFAMS B S g
TR AT TR LB o
[4]#870 3 ~ & .ﬁ“ MR R ARMARIBAFRE L ER R 2T 2
THATE G B TR fg I‘"%‘fiﬁ » 2006/07 > pp.153-176 -
[S]£72 2 (2004) > E ¥ Bl ¢ A FFA L AP T THLHE? o
[6]Uschold, M. & Grumnger, M. (1996). Ontologies: Principles, Methods and
Application.Knowledge Engineering Review, Vol. 11, No. 2., 39-73.
[7]Gruber, T.R. (1992). A Translation Approach to Portable Ontology Specifications
(Technical Report KSL 92-71). Stanford University, Knowledge Systems Laboratory.
[8]Uta Priss, http://www.upriss.org.uk/fca/fca.html, 2003.
[9] Wu, S. H., Day, M.Y., Tsai, T.H. and Hsu, W.L., FAQ-centeredOrganizational
Memory, in Matta, N. and Dieng-Kuntz, R. (ed.),Knowledge Management and
Organizational Memories, Kluwer Academic Publishers, 2002.

75



5

by Available online at www.sciencedirect.com
3 Bobat
: Id!ll«lﬁl@nl!ld'l‘" and
d Computer-Imtegrated
3 Manufacturing

ELSEVIER Robotics and Com puter-Integrated Manufacturing 1 (08) EE-100

www eckevier.comlocate reim

Secure resource sharing on cross-organization collaboration
using a novel trust method

Tsung-Yi Chen™®, Yuh-Min Chen™*, Chin-Bin Wang", Hui-Chuan Chu®, Huimei Yang®

sttt of Manfac wving Engineering, Navione! Cheng Kung DUniversiy, Tainan, Talwan
“Elee troviie Cowverence Managenent Depariviert, Nan Hua Undversty, Chde-Y1 Tatwan
“Wational Universiiy of Tainan, Tainan, Taiwan
S Departaent of Business Adwieiiraiion, Tameg Iisiltiete of Conoverce and Technology, Chie- Y1 Tatwan, ROC

Received 11 Augist 2005, received in revised Form 24 April 20046; accepied 28 Apnl 2006

Abstract

A owvirtual enterprise (VE) consists of a network of independent, geseraphically dispersed administrative business domains that
collaborate with each other by sharing business processes and resources across enterprises 1o provide a value-added service Lo customers.
Therefore, the success of a VE relies on Full information transparency and appropriate resource sharing, making securd v and trost among
subjects significant issues, Trost evalustion to ensure information security is most complicated in 2 VE involving cross-organization
collaboration. This study presents a virtual enterprise access control (VEAC) model to enable resource sharing for collaborative
operations in the VE. A scenario for authentiction and authorization in the life evele of a VE is then described o identifv the main
activities for controlling access. Also developed herein is a rust evaluation method based on the VEAC musdel o improve its security
while safeguarding sensitive resources W supporl collaborative activities. The trust evaluation method involves two trusLevaluation sub-
masdels, one o evaloate the level of trust between two virtual enterprise reles, and another to measure the level of trust between two
projects. The two sub-medels support each other to make resource-sharing decisions, and are developed based on the concepts of direct,
mndirect, and negative trust fctors, Finallv, an example of measuring the trust between twosubjects is demons trated alter introducng the
twe sub-medels. The VEAC-based trust evaluation method enables the following (1) secure resource sharing across projects and
enlerprises, {2} collaborative operation among partcipating workers, (3} increased information transparvency and {4} lowered
information delav in VEs.

0 20046 Elsevier Lid. All rights reserved.

Reywords: Vinual emerprise; Resouroe sharing; RBAC, Trust, Acoess control; Collaboration

1. Introduction a ¥E is implemented with a distibuted and collaborative
business process, in which individuals Trom different
Muost enterprises adopt a virtual enterprise (VE) business  enterprises cooperate on  business-related activities or
maodel for activities related to prodocts and services  processes by remote coordination, communication and
required by customers. ¥Es evoke notions of cooperation,  control [2-4].
cohesiveness and trust among coworkers from different Effective virtual enterprising requires lully transparent
organizations to accomplish common goals. Hence, VEs  and efTective sharing of resources, including information,
have to respond gquickly to customer expectations by application systems and knowledge, throughout the busi-
integrating processes, activities and resources from differ- ness cyele [1). Inmformation sharing, including real-time
ent enterprises through enterprise alliances [1]. In practice,  capability, enables operational improvements and reduces
the overall cost [3]. Information resources to support the
" *Comesponding author. Tel.: + 86 62757575x63922; practical operations in VE can be classified mto three
[+ R96 6085334, categories: (1) informatiom brought by participating
F-piaid adafress: yme heni@mail nekwedwtw (Y -M. Chen). enterprises, (2) information generated by activities in a

O736-3845 % - see front matier 0 2006 Ekevier Lud. All rights reserved.
dhod: 10106 rcim, 20046, (40003
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YE and (3) the mformation assets of a YE The three
categories of information should be securely managed and
shared with an appropriate mechanism. Charles et al. [6]
explored a dynamic coalition problem by emphasizing
information sharing and security risks among groups. Zha
and Ding [7] analyzed the necessity and impact of sharing
information among supply chain  partners in several
sharing modes. However, resource sharing introduces trust
and authority management issues. and shows the signifi-
cance of resource access comtrol.

Aceess control and sharing determines whether a subject
can access resources controlled by another subject. and
protects the confidentiality, integrity and awvailability of
resources [8]. The subject, which is a member of the VE,
can be an emplovee, role, agent or soltware application.
Acecess control for WEs is difficult to accomplish because
{1} members of the VE frequently change, (2} VEs have
many members with often complex inter-relationships, (3)
VEs may be integrated or distributed and (4) VEs are
Internet-based and heterogeneous [9). Because of the
decentralized and dynamic characteristics in VE environ-
ments, access control for YE is impossible with traditional
access control approaches [10,11].

Trust management in an organization refers to complex
relationships among individuals, systems and organiza-
tional imformation management policies, and becomes
particularly cumbersome in a VE, which involves cross-
organizational activities [12]. Trust evaluation in a VE
concems safety and availability among individuals when
delegating to partially trusted coworkers performing tasks
conceming the aim of the VE. Therefore, the current trust
model is not well suited to VEs due to s dynamic
cooperative and collaborative properties. Trust manage-
ment has been supported in pan by some recent literature.
Shand et al. [13] presented a trust and dsk framework to
enable secure collabomtion in ubiguitous and pervasive
computer systems. Tran et al. [14] developed a trust-based
peer-to-peer access control framework with a scoring
system Lo assess the access value by combining direct and
indirect trusts with direct and indirect contributions.
Dimmock et al. [15] applied the OASIS aceess control
system, and extended role-based policy language to make
decisions based on trust and risk analysis. Barrett and
Komsymski [16] proposed a method for classifving inter-
organization information  sharng  systems. Zuo and
Panda [17] developed a labeling scheme after analyzing
the issue of trust from two perspectives. the ‘subject’
and ‘object’. Although access control across multi-enter-
prises has rarely been studied, a trust evaluation method
should be developed for a VE lor four reasons: (1) a VE
differs from a peer-to-peer environment, (2} no model
enables control of resource sharing across organization
boundaries to support collaborative and cooperative
business acuvities, (3) no model considers the trust
evaluation among coworkers and projects [18] and (4)
the resources accessed by users in the VE cannot be
predicted.
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This study adopts the vinual enterprise access control
{(VEAC) model to improve resource shanng and informa-
tion transparency among enterprise members, and the
VEAC-based trust evalmation method to increase the
security, fexibility and scalability of resource sharing.
One difficulty in measuring the trust of a subject among VE
is the lack of a method to examine the degree to which a
subject should be trusted [17]. This study first introduces a
VEAC model for collaborative operation among each
participating enterprise [19%]. Second. a scenario for
authentication and authorization in VE is presented to
find the main authentication and authorization activities,
and to indicate the interactive relationships among
core access control mechanisms. Finally, a trust evaluation
method based on the proposed VEAC model is developed
by analyzing security problems, role rights, gualifications
and responsibilities, project relations, cooperative relations
and role hierarchical relations, which are the core
components of YVEAC. The VEAC-based trust method
allows: (1) resource sharing across projects and enterprise
boundaries, (2} secure collaborative operation among
participating coworkers, (3) increased information tans-
parency and (4) reduced information delays in a VE.

2. VEAC model

Although Wang et al. presented a VEAC model in [19],
that study did not describe it in detail. Therefore, this
section  introduces the VEAC model and its  basic
components as depicted in Fig. 1. The model is derived
from the resource management reguirements and the
characteristics of a VE. and includes two sub-models, a
project-based access control (PBAC) model For managing
public resources stored in a VE, and a role-based access
control (RBAC) model for handling private resources held
on individual enterprise mem bers.

2. RBAC model

RBAC involves three fundamental components, the base
model. role hierarchy and constraints. The bottom of Fig. 1
shows the RBAC model [20-23]. Elements and relation-
ships in RBAC are described simply as Follows:

e User (L), also called Subject. denotes a human, web
service, application or agent in an enierprise.

Role (R} denotes a set of functional jobs or responsi-
bilities, and is expressed as a set of permissions.
Private Object (Private0) is a sub-class of Object class,
and denotes resources in an enterprise associated with
private permissions.

Private Permission (PrivateP) is the approval of a
particular mode ol access Lo one or more private obhjects.
Session {S) represents each session, through which users
map to one or more roles.
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Fig. 1. VEAC model.

The RBAC model assigns each user to play roles
associated with private permissions given 1o perform
operations on a private object. A user only plays a role
at a session where he can activate a subset of roles assigned
to it. The following three relations among roles denote the
privilege assignment of role: Rofe Hierarchy, Siavic
Separation of Dury (SSD) and Dynamic Separation of Dy
(DSD). The RBAC model utilizes two mlationships 1o
represent the aggregation relationships between two
elements: EM-R-A between the Enterprise Member and
Role elements, representing the Role elements in each
Enterprise element, and EM-U-A between the Enterprise
Member and User elements, representing the User elements
belonging to the Enterprise Member element.

220 PBAC maodel

The PBAC model is shown in the upper layer of Fig. 1.
The core concept of model development, elements and
relations in the PBAC model are introduced and defined in
the following sub-sections.

220 Fundamental efements
This sub-section introduces the fundamental elements of
the PBAC model in the Set theorem:

e VE = {ve: ve is a dymamic Internet organization which
consists of enterprise members (EM) performing a
project to achieve one common business goal}.

o EM = {ewm: e can be a substantive enterprise organiza-
tion, VE or individual. and is a VE member, with at least
one worker participating directly in the VE activities;.
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® Now-Enterprize Member (NEM) = {mem: nem can be a
substantive enterprise organization, YE or individual,
but not a VE member. A snem has at least one worker
participating directly in activities of enterprise members,
and the activities have direct relations with lunctional
tasks of VE}.

& FProject (P) = [ pis the set ol functional wasks. projects
and sub-projects, which is performed by a VE}.

o Functional Task (FT)y = {fi: fi is a set of VE activities,
which has a common objective and is performed by
several virtual enterprise roles (VER)). A [lunctional
task involves five attributes:

{1y FT-staie records the state of the lunctional task
being performed:

(2} FT-stage records current timestamp of a functional
task for appropriate resource sharing according o
ils states;

(3) Allowed-reference is a Boolean data type to decide
whether the [unctional task can be referred by
relative functional task in a post-version project;

(4} Alfowed-sub-project decides whether the Mnctional
task can be referred by its sub-projects; and

(5} Alfowed-main-project decides whether the functional
task can be referred by its super-project.

o VER = {ver: ver 15 a wvirtnal mole created to enable
professional division within VE, which is assigned to
perform more than one FT}.

e Object (O)={e o s an information resource in-
cluding public and private resources which ecan be
database, entity, attribute, tuple, document, XML
document, application, software component or knowl-
edge}.



o Pubdic Ohjecr (PublicO) = {public-o: public-o is a subset
ol objects, which is owned by a VE and stored ina VE's
COmmon repository ).

& Operation = {op: op 15 a set of acoess authorities, such as
“write™, “read” and “execute’.

o Public  Permission  (PublicP) = {public-p:  pubiic-p
is a permitted mode of access to a  public
object |.

® Permizsion = [ xve Public PUPHvareP) .

& Project Access Conteol Policy (PACP): PACP identifies
which project resources are protected and shared
according to the relations among projects and the
sharing rules, and what activities are forbidden in the
VE scope.

222 Foundational assigrmenis

The various assignment relations among elements are
defined as follows:

& FT-5-PublicP-4: a triple assignment among  three
elements: Functional Task, Stage and Pubic Permizsion.
It is represented by Ry s = {1 st public-p):
JfieFT, sie8uage, and public-pe Pubfic P} means that
public permission prebfic-p is assigned to functional task
fiin stage s.

® P-VER-A: a one-lo-many binary assignment is repre-
sented by Ry, ={(p. ver) pef. vere VER and p
“involves ver}.

e VER-FT-A: a many-to-many binary assigmment is
represented by Ro.p. = {{ver, fiv vereVER, ficFT
and ver performs’ f7}.

e 'E-EM-4: a many-lo-many binary assignment is
represented by Rpp.= {{ve. em) vee VE, eme EM
and em “is a member of™ el

& FE-P-d: a one-lo-many binary assignment is repre-
sented by R .= [(ve. p) vec VE, pe P and ve “'per-
Forms™ p).

o EM-NEM-4: a many-to-many binary assignment is
represented by Royopn. = {{em, nem) eme EM, pe-
meNEM and nem “supports™ em “to perform some
tasks of the” VE-EM-A_virtwal_enterprise {em))].

o Functional Task Werkflow (FTWID: a many-to-many
binary assignment is represented by Rppwr = (/1. /i)
St e FT, pipe P, fucpy, fyepy 0 fipis an event-
Functional task of the action-functional task fi;} means
Sty s authorized to use the public permissions of fi; while
Sy is accomplished.

& Correspondence: a one-lo-one binary relation on FT is
represented by Reormpondence = [0 100 f1. J1,e FT,
pepE P pg i py i, iy Yis the pre-version of™ fi
while fi; is the post-version of® fi,}.

e FM-U-A: a one-to-many binary assignment is repre-
sented by R, = {{em «w) emeEM, vell and em
“has an employee™ u).

o NEM-U-A: a one-to-many binary assignment is repre-
sented by R, = {(nem, w) meme NEM, we U and
mem “has an emplovee™ ).
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& R-VER-A: a many-to-many binary assignment is repre-
sented by R, = {(r, verk re R, vere VER and r “is
assigned to play™ ver}.

o [LVER-A: a many-to-many binary assignment is
represented by Ry = {1 verk we U, vere VER and
i “is assigned 1o play” ver}.

223 Praject relations

A Project Relation (Rp) describes the interactions,
cooperation modes and priority between two projects,
and determines the level of resource sharing among them.
Dilferent project relations may exist between two projects,
and project relations may change with time based on
project management and sharing reguirements. To intro-
duce the project relations, given a set Project (£) and x,
ve P, a binary relation Project Relation {Rp) on P is a
subset of Px P. The project relation is split into five sub-
relations:

® Subsei Relation (R} describes a project “main-
project”, which is decomposed into several projects
“sub-projects” to be executed by different VEs. A main-
project is permitied to access the resources of its sub-
project, but an administrator may set or disable this
capability. The subset relation is denoted by Ry = {(x,
Vi x e P xZy and v is a subset oy},

Version Relation (R,) describes a project y called the
“post-version project”, which is extended from a project
x called *pre-version project”, and which is planned
with reference 1o the pre-version project. Hence, the pre-
and post-version projects have similar targets, [unc-
tional tasks and participants. The version relation may
result in comespondences between lunctional tasks of
the two projects. The relation is represented by
Ry =[x, ¥) x, ve P, x#y and x “is the pre-version
o™ ¥

Reference Relation (R} describes a project x, called the
“referring project”. referring to the resources in another
project ., called the “referred project™. If the reference
relation exists between two projects, then users in the
referring project can refer to the resources of the refemed
project. The lunctional task involved in the refemed
project is allowed to be referred as long as the value of
its attribute “allowed-reference” is “true’’. The relation
is given by Rpr={i{x, ¥} x, yelP, x#y, x “refes 1o
resources in'" p and (=R v ) A (=2 R}

Process Relation (Rpp) indicates the execution sequence
of two sub-projects, and determines the time for sharing
project resources. When a project is split into several
sub-projects, the process relation can be adopted to
indicate the executive sequence of all sub-projects. While
the relation is constructed on two projects, the admin-
istrator must specily the sequences of related [unc-
tional tasks across project boundaries. The relation is
represented by Ry, ={({x. v} x. . zeF. vz
(TR zha (3pRez). and x “‘must be achieved, then
start™ y}.
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® Evclusive Relation (R} denotes that two projects are
mutually conflicting, indicating that the resources of the
two projects cannot be refemred to by each other. The
relation is represented by R = {{x, ) x, ye P, a2y, x
“conflicts with™ v, and (—=3xRp) A (-3 R

224 Cooperation modes between iwo VERs

This sub-section presents three cooperation modes
among YERS according to the resource sharing reguire-
ments for collaborative operations in the VE.

Cooperation Mode (R} describes interactions among
VERs based on the dependent level of their duties. Given a
set VER, x and ye VER, a binary relation Cooperation
Relation (xR} on FER is a subset of FER x FER, which
is differentiated into three cooperation relations. For
convenience in the following discussion, two items are first
defined in terms of authority inhentance. According to the
cooperative mode, a VER may inherit strongly or weakly
the privileges from the other VERs. The strong ifieritan ce
indicates that the privileges of a VER can be completely
inherited by the other VERs, while the weak inferitance
means that the privileges can only be partially inherited, i.e.
only some privileges ol a VER are inherited.

& Dependent Single-task Mode (xRogv): The dependent
single-task mode is a binary relation and represented by
Rogo = {(x, ¥k x, ve VER, x££y, Hx, fu) (p. fh)e VER-
FT-d — FT-Public P-A_public_permission (| VER-FT-
A_funetional _task(x): (x, jfijye VER-FT-A}) are inherited
strongly by virtual enterprise role y, and FT-PubfieP-
A_public_permission | VER-FT-A_functional tadc(y)y (v,
fye VER-FT-A}) are inherited strongly by virtual
enterprise  role x, and (=3I Rogn)) A (C IR ) A
(—IxRaya(—3vRgx)) means that YER x and »
cooperate o perform a functional task iy, and they
have the same access privilege to all its resources.

& Dependent Multi-task Mode (xRgp) The dependent
multi-task mode s a binary relation and represented
by Rogw = {(x, ¥): x, ye VER, xfp, ¥ix, fi.). (3, fi)e
VER-FT-A = FT-Public P-A_public_permission{ VER-FT-
A_fune tional_tasdo(xy (x, fi)e VER-FT-A}) are inherted
weakly by virtual enterprise role v, and FT-PublicP-
A_public_permizsioni | VER-FT-A_funcrional_tasc(y: (y,
Jtye VER-FT-A}} are inherited weakly by virtual enter-
prise role x, and (=3l ) A{-IpRox ) Al—3eR 0 A
(=3pRsx) means that VER x and p perform related
functional tasks separately and outputs of the functional
tasks are referred to each other.

& [ndependent Mode (xRgy) The independent mode is a
binary relation and represemted by Ry = {(x, ¥ x,
ve VER, x#yv, FT-PublicP-A_public_permission{ | VER-
FT-A_furctiona_taskix) (x, f1.) e VER-FT-A}) are not
inherited by virtual enterprise role v, and FT-PublicP-
A_public_permission( | VER-FT-A_functional tasdo(v) (v,
Ji,)e VER-FT-A}) are not inherited by virtual enter-
prise  role x, and  (—I3xRog a3 Rogax) A

(=3 Rogm ) A (=30 Rogex) ) means that VER x and »
perform independent functional tasks separately, dis-
regarding their outputs. IF two virtual enterprise roles
work in an independent mode, they may not have each
other's access privileges lor functional tasks performed
by them.

225 Properties of relations

To avoid security problems caused by privilege expan-
sion resulting from element relations, and to strengthen
private and public resource security, three hinary relation
properties—reflexive, symmetric and transitive—are ap-
plied to the above relations. In a project formation stage,
enterprise members in a VE determine whether each
cooperation mode and project relation complies with these
three properties. Each enterprise member can then identify
these three properties based on its own resource sharing
rules. The enterprise can also set the depih of the transitive
property, and require symmetric and transitive properties
to be valid only in the same deparimeni.

2.2 Role relation net {RRN)

Fig. 2 shows an RRN, which is an applied example of
the VEAC model. An RRN comprises the basic elements
and relations defined in Sectiom 2, which identily the
interactive relations among projects, cooperation modes,
roles and hierarchical relations in enterprise members,
assignment relations between users and roles, and relations
between roles and VE roles. In the RRN, through project
relations o [acilitate the resource sharing across projects,
cooperation modes among YERs 1o enhance the informa-
ton transparency of a VE, and roles and hierarchical
relations to simplil'y assignment of privileges, users can be
assigned proper privileges within a time fame based on
roles playved by users and VERs used by roles. Section 4.3
illustrates the proposed trust evaluation method using
RRN as an example.

3. Scenario Tor authentication and authorization in VE

The IT enviromments of large, distributed VEs generally
consist of various platforms and applications. Subjects can
access various resources deploved on different platforms.
Two lundamental access control Munctions, authentication
and authonzation, and other related access control
activities are shown in Fig. 3 and introduced below:

& Constructing the VEAC model: when a VE is organized,
all enterprise members in the VE need to plan the VE
objectives, processes, schedules and resources collabora-
tively. Administrators in this stage must construct
the VEAC maodel, including the design of all ele-
ments and the assignments among elements, 1o enable
resource sharing and reuse. Conseguently, a VEAC
specification is produced from the constructed YEAC
model.
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& ldentifving the project access control policy: when a VE
is formed, a PACP should be identified hased on the
regulations of the VE lor resource usage and sharing.

® Determining the resource threshold: the owner ol each
resource can sel or change the resource threshold
according 1o the secure reguirement of dynamic business
environment. Each resource involves both the VER and
project thresholds, which are recorded in the resource
list.

& Cienerating user authorzation: when a user logs into the
VEAC system, the user authorization list is generated
From private and public authorization al gorithms which

analyzes the PACP, VEAC specification and resource
list. The trust evaluation method is then applied to
assess the trust values For the VER and project. Based
on these trust valves, the system then prunes the user
authorization list of trust values that are lower than the
threshold of a resource. Finally, the pruned user
authorization list is split into local user auwhorization
lists, which are deploved on each enterprise member's
access control mechanism.

& Controlling access: when a user successfully logs in, and
the user authorization list is generated and deploved, the
user can request access Lo the private resources stored in
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all enterprise members and the public resources stored in
the VE based on the user authorization list.

4. Truost evaluation method

This section refines and redefines the concept of direct
and indirect trusts presented in some other studies. and
proposes the concept of a negative trust Lo improve the
level of trust, thus enhancing the match among the
requirements of practical VE environments. The direct
and indirect trust wvalves are defined as the posiive
interrefated coefficient, which intensifies the level of trust
between two YERs, while the negative trust value is defined
as the megarive imerrelared cocfficient, which enables the
sub-models to decrease the level of trust between two
VERs. This section develops a trust evaluation method
fronn the subject interaction perspective. which is based on
the VEAC model, and which expands the concept of direct
and indirect trusts. The trust evaluation method is wsed o
measure the level of beliel or disbeliel among two subjects
(YER and project) for resolving the trust issues resulting
from umclear assignment among elements and secure
resource sharing across enterprise and project boundaries.
This section describes various trust functions hased on. (1)
cooperation modes between two VERs or project relations
between two projects. (2) dependence on responsibilities
between two subjects, (3) the intersectional ratio of
resources used in performing two lunctional tasks, and
{4} the intersectional ratio of enterprise members partici-
pating in two projects. Fig. 4 illustrates the structure and
significant features ol the trust method containing two sub-
models. The details are introduced as Tollows:

i1y Trust evaluwarion sub-model for VER is adopied to assess
the trust level from one VER o another. The trust
evalmtion sub-model for a1 VER comprises a direct
trust function. indirect trust (unctions at different
depths and a negative trust function, as follows: (a)
the direct trust function is calculated from the intersec-
ton ratio of the functional task assignments based on
the cooperative mode between two VERs; (b} the

- Bk egrevied Mowfacturing 1 (1EE) 1I8-100

indirect trust functions are determined from the direct
trust function from one YER to another via the others
(third-YERs}), and (c) the megative trust unction is
obtained by considering the mutual relationships
among the trustee, trusted and their third-VERs, based
on the modes of cooperation among them.

Trusr evalva tion sib-maode! jor projects is emploved o
determine the trust level from the perspective ol a
particular project to another. [ts value is obtained from
various project relations and the resource assigniment.
The trust evaluation sub-model for a project also uses
direct. indirect and negative trust functions to deter-
mine the trust value between two projects. The direct
trust function of a project is calculated by combining
the version, subset, reference and process direct trust
values with an exclusive direct trust value. The concepts
of development of the indirect and negative trust
function For projects resemble the indirect and negative
trust functions of the trust sub-model of a YER.

e

4.1 Trust evaluation sub-model for VER

This sub-section describes the trust evaluation sub-model
for a VER, including a direct trust function. indirect trust
functions at different depth, a negative trust Munction and a
trust function.

L 08 Truse evaduaiion jfinetions for VER

The part of a RRN displayed in Fig. 5 includes several
VERs and cooperative modes linking VERs, denoting the
direct and indirect trusts for a VER. As demonstrated in
Fig. 5, the solid line between two VERSs is the direct trust.
and the dashed line between two VERs represents the
indirect trust. The rules of cooperation between YVERs
allow only one direct trust between two VERs. However,
the indirect trust value can exceed 1 when the transitive
depth of the cooperation mode exceeds 1. The three trust
classes are defined as follows:

o Direct Trust from vergto very, DT (ver;, ver), is defined
as the level of trustworthiness of ver, for ver,. e, the

Trust Evalustion Metod
Trust Evaluation Sub-modl Trust Evalustion Sub-maode]
for VER (T,0] r fior Project (FT)
Posdtive Interrelited Coelficken Nigative Inlermekatid Pasitive Ieberelated CoelMicient Megatve [nilernetaind
Giveet Trust Wl | [ Tndiveet Truee Value —Cocficient ireet Trad Value| _[Tndireet Trast Va _Cosimiort
for VER (IT. Megative Trust ¥aloe S Proiect{DPT " for Provk hmwﬂmﬁ Valwe
- for WVER (NT, for Project {MFT)
R
R R R T BT ) S ey e ]
e i i i i i e ] |
....... - be mal PPT i versice DPT far sbset 1T for progess LT for meference DFT for exchive
A AT Tt | | elation (DP s | | welation (TR T ] | [ relotion {DPT el | | relatiom {TPT i)

Fig. 4. Structure of the trust evaluation method.
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Fig. 5.

level to which the trusted subject (ver) is believed by
the trustee subject {ver;). The two subjects (VER) are
regarded as nodes, and the cooperative mode linking a
trusted subject with a trustee subject is treated as an
edge with a trust degree. The risk of accessing an
unauthorized resource via different cooperative modes
between the trusted and trustee VERs might depend on
the level of dependence upon the responsibilities
assigned to the two VERs and their coopermtion mode.
Function (1) shows the direct trust function. Therelore,
one of the three cooperative modes can be adopted to
lead the trust value in the range [0, 1].

DT (ver;, very)

|r ] lF Rq.' = Medsa
= { |FT, 0 FT;|/Min{|FT}.|FT}|} if R, = Reas . (1)
] il R, = R,

where DT, {veryver) is the direct trust ol very for very;
ver; the trustee VER: very the trusted VER: R, the
cooperative mode including R, Rog, and Ry Ry, the
dependent single-task cooperative mode; Rog, the
dependent multi-task cooperative mode; Ry the in-
dependent cooperative mode; FT; and FT; the func-
tional tasks performed by virtwal enterprise role ver,
and very, respectively; |[FT| and |FT) the numbers of
functional tasks assigned to ver; and ver;, respectively;
and |[FTOFT| the number of functional tasks assigned
simultaneously to both ver; and ver,.

Indireet Trust from ver; to ver, ITlver, ver). is
expressed as the level of trustworthiness of ver, for ver,
via third-virtual enterprise roles (third-YERs) that
interact with ver, ver; or both, such as ven. very and
verpn in Fig. 5. The indirect trust can be considered as a
path composed of edges connecting ver; with ver; via
dilferent third-WYERs. Hence, the indirect trust can
involve zero or more paths from a trustes subject to a
trusted subject, where the number of the paths is

&3

oA T, VET, |
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Part of RRN denoting the direct and indiract trusts for VER.

determined from the number of the third-YERs that
can cooperate directly with atleast one of the two
subjects. The indirect trust function is derived from the
direct trust function by considering all edges of a path
From the trustee subject to the trusted subject. When
the transitive property of the coopermtion mode is
available and its depth eguals 2, the indirect trust
function at depth 2 is defined as function (2). which
utilizes the product of two direct trust functions. The
total number of multiple indirect trusts at depth 2 is
then averaged to keep T, in the mnge [, 1].

IT o (v, ver )
Z: O T el vers, verlsy = DT edver] . :er,.}]
.lr[-'l

(2)

where IT ., (very. ver;) is the indirect trust of ver; for ver;
at depth 2; DT\ Jverver) the direct trust of ver, for
very verfy the third-virnual enterprise role (third-VER)
that cooperates with very and ver; simultanecusly; and
ks the number of third-VERs that cooperate with ver,
and ver; simultaneously, i.e., the number of paths from
ver; o very via verly while depth equals 2, 1=7=ks,
The indirect trust functions at depth 3 and beyond can
be obtained from [unction (2). The mdirect trusi
function at depth 3 is represented in Munetion (3).

1T e (ver;, ver;)

Z:ll[ﬂf“-h'er varf o= DT e lvewd gy, verf pl e DT Averds, |:.I']]
ks

(3)

where T, (ver;, ver;) is the indirect trust of ver; for ver,
at depth 3; verfi; the third VERs that directly cooperate
with ver; and verfn; verfis the third-YERs that directly
cooperate with ver; and verfy, and &5 the number of
paths from ver; to very at depth 3.

Finally, the indirect trust function is denoted in
Function (4), which must be limited by Eqg. {5} in which
the weighted factors for indirect trust at various depths
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are determined by the administrator, and the sum of all
the weighted Factors must equal 1.

max-depth

IT  lver; very) = Z ty % T i4)

w2

max-depth

Z 2, =1, (3

w=2

where IT.,{ ver,ver,) is the total indirect trust value of
ver, for verg «, the trust weighted factor for indirect
trust value at depth w. 2= w<max-depth; and max-
depth the maximal depth of available transitive
property.

® Negative Trust from very to very, NT{ver;, ver), is
defined as the level ol unirustworthiness of ver; for very,
and is adopted to decrease the level ol trust between
very and ver, Fig. 6 shows the part of RRN denoting
the negative trust for the VER. The negative trust
funciion defined in [unction (&) rises when the trusted
and trustee subjects cooperate with third-VERs using
different coopermtion modes. All third-VERs may be
categorized into three groups. The numbers of the three
third-¥ERs are represented by variables &, n and p,
which are defined in lunction (6). Consequently, the
negative trust is in the range [{, 1].

1
=

(DT every, verpy, )
k45 =p)
where NT,(ver,ver;) is the negative trust of ver; for ver;: &
the number of third-¥ERs cooperating with ver; and ver,
simultaneously, ie., the number of indirect trust values
from wer; to verg n the number of third-VERs that
cooperate with ver, with either cooperation modes R g, or
Rogm and without very p the number of third-VERs that
cooperate with ver; via the cooperation mode Ry and
without very, and very, the third- VERs that cooperate with
very with either cooperation modes Roe or Rey, and
without ver;

: (6)

NT ol ver; very ) =

g g

Inm contrast to variable p in function (6), variables & and =
enable the negative trust value to raise the trust level for the
VER.

The trust function for VER as displayed in Nunction (7} is
obtained by combining direct trust (D7, ). indirect trust
(DT} and negative trust (N7}, im which Eq. (%) should
suffice irrespective of how the weighted factors (Cpy, Cp
and Cyq ) are set. The three weighted Factors are determined
by project administrators based on the influences of the
direct, indirect and negative trusts on the trust evaluation
sub-model for VER. Intuitively, i a trust value contributes
more in terms of data value, it should be weighted more in
the trust value calculation. Each resource in a VE involves
both a VE role threshold and a project threshold (refer wo
Section 2}, which can be f[requently adjusted by the
resource owner to adapt to the requirement of the virtual
enterprise environment Ffor resources sharing. When these
three coefficients are altered, Munction (7} can provide an
adeguate secure information sharing method. The trust
value for VER (T} is in the range [—1. 2] under the
limitations of Eg. (8). The secure threshold of each
resource is high when T, approaches 2, and is low when
Tyer approaches —1.

Telverver)) = Cp DT vers, very ) + CpdT o very, vers)
= Oy NT plver; verg), (7

Co. Crpand Cyy =1[0,1], (&)

where Cpy is the trust weighted factor for the direct trust;
'y the trust weighted factor for the indirect trust, and Cy,
the trust weighted factor for the negative trust

4120 Example of assessing trust value for VER

Fig. 7 shows the VERs and relations as an example of
the trust evaluation sub-model for the YVER. The example
includes nine VERs wver), vera ..., vers, and specifically
indicates some direct trusts, which can be used to assess the
indirect and negative trusts, and thus obtain the trust value
for the VER of vers for very (T dver, vera)).

-

verw

Fig. 6. Part of RRM represcnting the negative trua for VER.

84



L] T-¥. Chen et af. | Roboiles and Covvpatev-Trie greet e Mevssgfae el 1 (1110 ER-108

S
.__.-- -‘_.. Vs :.
s\ver; I S
__.-"'"f o T 1E l:_lt.drl . s
J,mn: — U".-"R“"]
058 (Kol
@ r
S 1 TR -
. t VEr: e
03 W)
| VET, Sy !
N 'i_.'- 44 (Rd__‘! i 4 | very |
o ™ VT -

Fig. 7. Example of asscssing trust value For VER.

From Fig. 7, the following is obtained:
DT Avery, vers) = .56,
Using Functions 2 and 3 vields

o B+ 1 b
—":I =

0.3 =045 =028
1
Acssume that z; = 0.75and @3 = 025, Using function (4)
yields
IT lverp versy = 075 = 04 4+ 0,25 = 00378 = 030945,
From Fig. 7 and these relations among the VERs, we can
infer that & =3 (including vers, vers and very g), # =2
{including ver; and vers) and p = 1 {including verg).
Substituting k&, # and p into function (6) yvields
02+ 1
—_—]
34241
Based on the secure threshold of resource, set Cm = 0.7,
O =03 and Cyy =005
Funection (7} vields
Toerlver  ver) = 0.7 w036+ 0.3 x 030045 — 005 = 0.3
= 33483 5.

IT o (ver very) = 0.4,

IT e (ver ver) = = (L0378,

NT prlvery, vers) =

The above mathematical manipulations vield T (ver,,
vera) = 0033483 5. Considering the resource sharing among
VERs in a project, ver is authorized to access the resource
owned by vera, while the resource threshold is equal to or
below the calculated trust value for the VER.

420 Trust evaluation sub-maodel for project

The project relations defined in Section 223 can
specifically indicate the opermtion mode of interaction
among projects, enabling project resources 1o be shared or
reused during the project lifecyele. Conseguently, security

For project resources is vital to project success. This sub-
section describes a trust evaluation sub-model, resolving
the difficulty of indefinite assignments across project
boumdaries.

L£2.0. Trust evaluation functions for project

This sub-section initially defines terms conceming the
trust evaluation sub-model for projects, and then presents
some [unctions for assessing the level ol trust of each
project relation from one project to the others. As with the
VER trust evaluation sub-model. three trust values are
considered, defined as follows,

i1}y Direct Truse [rom project p; to p. DPT(pgy). is
defined as the level of trustworthiness of g, for p, {see Fig. &)
and is calculated from the project relations between p; and
- The DPT is a positive correlation coefficient increasing
the trust intensity with its increased value. The solid line
between two projects in Fig. 8 denotes the direct trust for a
project. Since various project relations enable dilTerent
levels of resource sharing, the DPT is written as function
(%), which comprises five direct trust values for version,
subsel, process, reference and exclusive project relatioms,
where the direct trust for exclusive project relation acts as a
key gate For determining whether the DPT is (0 or greater
than 0. Hence. function (%) and the five direct trust
functions defined in this sub-section clearly indicate that
the direct trust function Ffor project is in the range [0, 1.

DF T{F}J'Pj} = [{DF T\.'q.'r:ucln{ji":'pp_lf} + DFT:{UHM{P,-P}'}
+' ﬂFTn;jumnuc{lf}J,;}}'}'f' DFTpr-:n:cm{}}ij}}.l’rq']
s DF Tc.\a:]u:im:{f':'pp}'}: {9}
where DFTip.p) is the direct trust of p, for pg and
DFTI.-:r:ijn:m{pn”_J}’ DFr-iuh-c.-ml.{PJ’PJ}’ br Tr-.‘-l'-.‘-r-.‘-rl.n.'\.‘-{.lr':'n”J}’
DPT e pep) and DPT oy (pipy) separately denote

the direct trust of p; for p; at version, subsel. reference,
process and exclusive relations.

85



T-¥ Chen et el [/ Robovies and Compater- bitegrated Mongfactodng 1 (1EE) 1100

>
v P
f_.-'z Lol - ""--.__
DPTIppd =" IPTap T =~  PPIpeR)
. - - —
@\ DFTip.p) -
e N e )
NS e D HEpd
-1 T £
DF’TI:r'.nr-.-.-‘.h\‘ \\ PTa(papd = "o, Pus S R
N, P T
e P T(p ) 7 DT

i o P2
DPT{p,piz) S

Fig. #. Part of KRN prsenting the direct and indincel tnsts for projoct.

The five direct trust functions with various project
relations are described in order, as Follows:

& [Direci frusi function jer version profect relation rom
project py to g DPT goipip). measures the trusi-
worthiness intensity of project gy for project p; when
considering the version project relation. The nsk of
accessing an umauthorized resource via the wversion
relation might depend on the intersection of enterprise
members from the two projects. Based on the abowve
principle, the direct trust Munction For the version project
relation is derived as function (100, which is in the range
[, 1.

|r [ FTy, cornespondmg 1o FFJU' 1
M | |FT 1| FT ]

DF T\.'n:r:ucm {PJJ{.'} = ]

0 otherwise,

where py is the trustee project: py the trusted project;
DPT, ersicnlp i) the direct trust of py for py at version
project relation; FT, the function tasks involved in pg
FT;the function tasks involved in gy | FT the number of
function tasks involved in py |FTy| the number of
function tasks involved in pg |FT corresponding Lo
FTg| the number of functional tasks assigned to py and
linked to the functional tasks assigned to py via
correspondence relations; EM, the entemprise members
participating in project p; £M), the enterprise members
participating in project gy and pRp.p, the version
project relation between g and py.

Directr weust Dunction for subser profect relation from
project py oy, DPT e (papy), measures the trust-
worthiness of project p, for p; when considering a subset
project relation. The risk of accessing an unauthonzed
resource through a subset relation might depend on the
amount of resources wsed by projecis p; and pg
Therelore, the direct trust Nunction for subset project
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relation can be obtained as function (11}, which is in the
range [{, 1].

| PublicP i Public P |
Min || PublicF,|.| PublicF| |

il Ip Ry
otherwise.,

(11}

DFT:‘umﬂjﬁj,Pj} ]

where DPT, poedpip) s the direct trust ol g, for p; at
subset project relation; Pubfic P; the public resources
assigned to projects p: PublicP; the public resources
assigned (o projects pg | Public P the number of public

resources assigned to projects pg [PubficF| the num-

= Rp'-u”j} and I EM;, # EM ;).
if 3 p; R],.,.p),-} and YEM;, = EM,}.

(1)

ber of public resources assigned to projects py
| Prehdic PPublicF;| the number of public resources
assigned simultaneously to projecis p; and pand pR . p,
the subset project relation between p; and p,.

Direer trust function for reference project relation from
project py o pr DP T e pir)), measures the trust
intensity ol project py; for p; when addressing the
reference project relation. The risk of accessing an
unauthorized resource using a reference relation is based
on  the enterprise members panticipating in  the
two projects or in other projects. Consequently, the
direct trust function for the reference project relation
can be determined as function (12}, which is in the range
[0, 1].

|EMOEM |

il Ap ;.

M| (B LA |
0

-D-PTn.'i-.' TenI {Ppﬁ'j} = .
otherwise.

(12}
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The five direct trust functions with various project
relations are described in order, as Follows:

& [Direci frusi function jer version profect relation rom
project py to g DPT goipip). measures the trusi-
worthiness intensity of project gy for project p; when
considering the version project relation. The nsk of
accessing an umauthorized resource via the wversion
relation might depend on the intersection of enterprise
members from the two projects. Based on the abowve
principle, the direct trust Munction For the version project
relation is derived as function (100, which is in the range
[, 1.

|r [ FTy, cornespondmg 1o FFJU' 1
M | |FT 1| FT ]

DF T\.'n:r:ucm {PJJ{.'} = ]

0 otherwise,

where py is the trustee project: py the trusted project;
DPT, ersicnlp i) the direct trust of py for py at version
project relation; FT, the function tasks involved in pg
FT;the function tasks involved in gy | FT the number of
function tasks involved in py |FTy| the number of
function tasks involved in pg |FT corresponding Lo
FTg| the number of functional tasks assigned to py and
linked to the functional tasks assigned to py via
correspondence relations; EM, the entemprise members
participating in project p; £M), the enterprise members
participating in project gy and pRp.p, the version
project relation between g and py.

Directr weust Dunction for subser profect relation from
project py oy, DPT e (papy), measures the trust-
worthiness of project p, for p; when considering a subset
project relation. The risk of accessing an unauthonzed
resource through a subset relation might depend on the
amount of resources wsed by projecis p; and pg
Therelore, the direct trust Nunction for subset project
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relation can be obtained as function (11}, which is in the
range [{, 1].

| PublicP i Public P |
Min || PublicF,|.| PublicF| |

il Ip Ry
otherwise.,

(11}

DFT:‘umﬂjﬁj,Pj} ]

where DPT, poedpip) s the direct trust ol g, for p; at
subset project relation; Pubfic P; the public resources
assigned to projects p: PublicP; the public resources
assigned (o projects pg | Public P the number of public

resources assigned to projects pg [PubficF| the num-

= Rp'-u”j} and I EM;, # EM ;).
if 3 p; R],.,.p),-} and YEM;, = EM,}.

(1)

ber of public resources assigned to projects py
| Prehdic PPublicF;| the number of public resources
assigned simultaneously to projecis p; and pand pR . p,
the subset project relation between p; and p,.

Direer trust function for reference project relation from
project py o pr DP T e pir)), measures the trust
intensity ol project py; for p; when addressing the
reference project relation. The risk of accessing an
unauthorized resource using a reference relation is based
on  the enterprise members panticipating in  the
two projects or in other projects. Consequently, the
direct trust function for the reference project relation
can be determined as function (12}, which is in the range
[0, 1].

|EMOEM |

il Ap ;.

M| (B LA |
0

-D-PTn.'i-.' TenI {Ppﬁ'j} = .
otherwise.

(12}
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(3} Negarive Project Trust Function from project p; Lo gy,
NPT (pp ). i.ﬂ. 4 nega tive correction coe f’[jcient in the range
Dand 1, and is applied to reduce the project trust intensity.
Function (18) shows the negative trust lunction For project.

et DPT(plo p )

k+nmn—p
where & is the number of third-projects with project
relations with projects g and p; simultaneously, and the
number of indirect trust values from py o gy (such as
projects pry. Peo..... peel 7 othe number of third-projects
which have subset, version, relerence or process project
relations with project py (such as projects poa. Peae. . Pad,
and p the number of third-projects which have an exclusive
project relation with project gy (such as projects p, pua.....
N |}-
! f(?nmidering DPT IPT and NPT, this study presents the
trust function for projects as shown in Munction | 19), where
Cpa, Cpoand Cun denote three real coefficients used as
weighted [actors that can be restricted with Eg. (2().
Diifferent trust values for project are obtained by altering
the three coefficients based on the project security policy.

NPT(p.p;) = (18}

FTipupy= Cp2 = DFT(p.pi)+ Cro < IPT(p.py)

= Oy x NPT (pep). (19)

Cpo. Crzoand Oy = [ﬂ ]] (20

4220 Example of assessing trust value jor project

Fig. 10 shows an example of the project trust model,
which considers 10 projects (., pa..... pw) and various
project relations. This example aims to assess the project
trust value of po from the perspective of gy (PT g, pa)). To
simplily the illustration of the example, some direct trusts
for project are assumed as displayved in Fig. 10.

From Fig. 10, function (9) is applied to vield

0+0.724+0+04
®

DPTipp) = 1

1 =028,

Using function {15} yields

Dox0+033=02+0x04
3

In the example, only indirect trust For project at depth 2
is available, so that the total indirect trust eguals the
indirect trust for project at depth 2.

Referring to Fig. 10 and calculating all project relations
among projects, k& = 3 (including projects ps. py and ps).
i = 3{including projects pg, prand pg) and p = 2 {including
projects po and pg).

Substituting these integers into function (18} vields
0.0+ 045 +03
I+3-2

Based on the threshold of project resource security and
the restriction on Eq. (200, set Cpx =07, Cp = 0.3 and
Oy =05

Substitwing these coefficients into function (1%) vields
PlipLp:)=0T7 <028 + 0.3 = 0022 — 0.5 = (L3373

= (033485,

IPTHpy.pa) = = 0.022.

NPT(p,.p) = = 0.3375.

The above mathematical manipulation yvields the project
trust walue of p. [rom the perspective of p.
PTip.p.)=003385 Considering the resource sharing
across projects. project py is authorized to access the
resources owned by project pa. while the secure threshold
for the resources is egual or less than the project trust
value.

4.3 An example of trust evalvations for virtwal enterprise
role and praject

This sub-section uses Fig. 2 as an example to introduce
the application of the proposed trust method. Table 1 lists
three ol all attributes of each functional task in Fig. 2.

Table 2 lists the project and VER thresholds of all public
permission {resource).

Table 3 lists the assignments between VER and public
permission.

| ps
rl'-. .-'.

—-...

LR

\ ro
ae=t, A

Fig. 10, Exampk of calculating trust value for project.
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Tabk 1
Adtribute list of FTs

FI'  Atributes
Allowed reference Allowed sub-project Allowed main project

fuy F F F

Jiy T T F

fiy T T T

i T T T

Jin T F F

Tabk 2

Threshald list of public permission

Public permission (resource)  Threshald of project  Threshald of VER

Hl’.‘bﬂ!'-.lu"u
Puibulie-py 2
Puibulie-py 4
Puibulic-pay
Paibulie -y
Puibulic-paa
Puibulie-pay

0.7 0.8
0.62 1
0.2 I
0.1 07
0.22 [
0.35 [
0.4 (LX)

Tahk 3
VER public permision assignment list

YER Puhblic permission {resouros)

1aF g Pryibulic-pyy, Pubdic-py o, Pubdic-py,
Lk Proibulic-py g, Pribulic-pay

LétFyy Pryibulic-poyy, Pabdic-poy

Tahk 4

VER authorization list afier considering sharing and insts

YER Puhblic permission {resouros)

varyy Pybdiv-py , Paibdic-py s, Pubdic-py,
Lk Proibulic -y, Public-poy, Pubdic-pa,
LétFyy Pryibulic-pyy, Pubdic-pyy, Public-py,

In the example, some states are set. including attnbutes,
assignments, thresholds and trust for project and virtual
enterprise role. Finally, we can decide each subject’s
authonzations based on trust values. While PTip,.ps) =
035, PTip..p) =02, PTipLp) = =1, T dvers . vern) =
05 and T (vers, vers ) = 006, the anthorizations of each
virtual enterprise role are listed in Table 4.

5. Discussion and conclusions

Resource management and sharing in collaborative VE
environment will in the future become increasingly
complicated because ol the need for information transpar-
ency. Based on the results of the requirements of resource

&9
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sharng in VE, this study proposed a VEAC-based trust
evaluation method to resolve the issue of trust evaluation
For sharing resources across enterprise and project bound-
aries.

5. Resilis and contribiions

The VEAC model can significantly simplify the explicit
specifications and administration of access control in VE by
specilving the wvarious relations among various elements,
while the trust evaluation method provides a secure mechan-
s for supporting ¥YEACs need For secunity and fexibility.
The detailed results and contributions of this study are:

{1} The proposed trust evaluation sub-model for VER and
the trust evaluation sub-model for project can measure
the trust value among varous YERs to [acilitate the
secure resource sharing across organization.

(2} The VEAC-based trust method can solve the drawback
from the VEAC model and [acilitate more security and
flexibility for resource sharing to support cross-
organizational collaborative activities in VE.

(3} With the change of each resource threshold. each
resource s owner can frequently adjust the security level
to adapt to vardous secure threats.

(4} This study may provide a suitable Pfoundation For
building a high-assurance trusted cooperative platform
in dynamic virtual teams.

5.2 Further research

To develop a VEAC mechanism for managing and
Facilitating resource sharing, some investigations need to be
performed, and the following Factors should be considered
in future:

{1} This study only considered two elements of the VEAC
maodel to develop the trust evaluation method: the other
elements should be considered in the future.

(2} As well as direct, indirect and pegative trust factors,
other factors, such as the user's historical data, should
be addressed 1o determine the level of trust and access
resources and amount of referral from other trusted
entities.

{3} This study does not consider that the user might share
a resource with unauthorized wsers after legally
acquiring it.

{4y Methods for the access control server to call and use
resources in the heterogeneous platform were not
addressed.

{5} An enterprise may participate in several competing
YEs. Leaking of professional key technology or data
should be prevented.

(6} Future studies may apply the e Xitensible Access Control
Markup Language (XACML) presented by OASIS o
develop project access control policy frameworks to
integrate access stralegies among enterprises.



T-¥ Chen et el | Roboiies and Comipaier- bitegrated Masgfaciring 1 (1HE ) 118108

{7y VEAC model-based algorithms for generating user
authorization are highly promising for use in support-
ing the VEAC system.
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Abstract

Secure information sharing is one of key factors for success of virtual enterprise (VE). The study identi fies the characteristics of a VE and
anal yzes the reguirements of a VE access control. A Virtual Enterprise Access Control (VEAC) model is proposed tohandle resource management
and sharing neross each participating enterprise, which consists of 2 Pmject-hased Access Conral (PBAC ) sub-maodel to manage public resoumes
and 1 Role-based Access Contral (RBAC) sub-model to manage private resources. The architecture of 1 VEAC model-hased system is developed
and consists of three cone mechanisms including the Virtual Enterprise Access Cantrol Center (VEACC), Security Gatekeeper (5G) and Global
Certificate Authority Center (GCAC). Based on the system architecture, the study proposes certificate authentication, user authority and access
control approaches o identify user'sidentity on-line, updute and search user authority lists, and access private and public resources. The results of
this study will facilitite mone secure esource sharing, and overcome coopermtion harrier from trust among parti cipating enterprses in VE

0 2006 Elsevier BV, Al rights reserved.

Kevwords: Virnal enterprise; Information sharing, REAC, Access control;, Certificate suthority

1. Introduction

Yirtual enterprise (VE) is a network of independent,
geographically dispersed administrative business domains that
cooperate by sharing business processes and resources across
enterprises to provide a value-added service to customers. VE is

treated as one of the most promising business strategies for

enterprises 1o meet global competition [1.2]. VEs integrate the
processes, activities and resources from different enterprises

through enterprise alliances to rapidly respond to customer

expectations. In practice. a VE is implemented with a distributed
and collaborative business process, in which individuals from

different enlerprises cooperale on business-related activities or

processes through remote coordination, communication and
control [3.4].

Real-time information sharing and resource management
within a manufacturing-based company or across companies

* Corresponding author. Tel.: +886 6 2737575063020, fac +886 6 2005334,
Enendd evlelrens: ymehend® mailncbnedotw (Y-M. Cheni

O166-3615% — see front matter © 2006 Elsevier BV All rights reserved.
b L 0. o i md 200 00003

are essential in the era of internet. For instance, a new
automobile model is developed by a virtual enterprise that
involves approximately 20,000 designers and engineers from
hundreds of divisions and departments, some of which are in
different enterprises in different countries. A virtual enterprise
can be comprised of several sub-VEs. In the above example.
one of sub-VEs in the VE 1o perform product design involves
four sub-projects: engine design. cool system  design,
transmission case designand framework design. The engineers
of engine design sub-project design an engine for the new
automobile model collaboratively. Information related to the
engine design must be shared real-time to related engineers in
the sub-project or other projects. Owing to the decentralized
and dynamic characteristics invirtual enterprise environments,
the success of a virtual emterprise heavily relies on full
information transparency and correct resource sharing.
including information, application systems and knowledge
throughout the business cycle [4]. Even though the resource
sharing leads to security and authority management problems.
the issues of information delay and promote information
transparency are still required to solve among business

COMIND- 1908; No of Pages 17
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partners. The levels of resource sharing depend on character-
istics of the VE. such as cooperative relationships with
partners, depth of trust, functional tasks and contractual
agreements. Access control and sharing for resource is most
complicated in a virlual enlerprise involving cross-organiza-
tional activities. There must be security and andit measures to
ensure Lthat resource is legally used for the purpose intended by
virtual enterprise.

The earliest access control models for resource sharing
include Access Control Lists (ACLs) and Access Control
Matrix (ACMs). These schemes are simple and intuitive. butare
only useful for small organizations [5]. Most current access
contrel policies. such as Mandatory Access Control (MAC),
Discretionary Access Control (DAC), Role-based Access
Control (RBAC) [6-%]. Task-based Access Control (TBAC)
and Task—Role-based Access Control (T-RBAC) [10-12],
consider merely the authorization management within a single
organization. Some researchers have studied distributed role-
based access control to delegate administration to individual
departments in an enterprise [13]. Team-based Access Control
2004 ( TMACO ) was built on the RBAC, which allows users to
Join team roles in an organization [14]. Park et al. proposed a
composite role-based access control approach that separates
organizational and system level role structures to support
scalable and reusable RBAC models [13.15]. Cohen presented
the family of Coalition-based Access Control (CBAC) models
and policies to share specific data and functionality with
coalition pariners [16].

Althoughrole-based methods have been successfully used in
respurce management within an enlerprise, there are still many
issues on management of resource sharing across organization
boundaries to support collaborative and cooperative business
aclivities. Access control For virtual enterprising is complicated
because (1) members of the YE may change frequently: (2) VEs
have members with complicated relationships: (3) VEs may be
integrated or distributed; (4} VEs are Internet-based and
helerogeneous [17-23]. The goal of this study is to provide a
solution for information sharing across enterprises to facilitate
cross-enterprise collaboration and concurrency, and thus enable
the above-mentioned difficulties o ease.

This study proposes a Yirtual Enterprise Access Control
(VEAC) model 1o solve the problem of authorization manage-
ment and security control among organizations within a VE.
The proposed model consists of a Project-based Access Control
(PBAC ) model for managing public resources within VE and an
RBAC model for managing the sharing of an individual
enlerprise’s  private wesowrces with VE members. The
architecture of a VEAC model-based system is developed
and consists of three core mechanisms. Based on the system
architecture, the study proposes cerlificate authentication, user
authority and access control approaches to update and search
user authority lists. Besides resolving the issues of resource
sharing across organizations, the following properties of the
proposed sccess control model make flexible, adaptable,
extensible and instantaneous al a minimum administrative
cost: (1) the model enables resource managing and sharing
collaboratively: (2) the model enables change of access rights

dynamically: (3} the study prevents to disclose business secret
in VE: (4} the access authorization may be extended 1o the
partners of the VE members.

2. Requirement analysis for access control in VE

The characteristics of a VE are identified by analyzing ils
life cycle and member interactions.

(1} AVE may consist of several distributed VEs or enterprises.

(2} AVE's participating members and business processesin a
change during its life cyele.

(3y A VE emphasizes professional division and dynamic
cooperation among a highly heterogeneous membership.

4y A VE conducts business processes across enterprises
divided into different stages, in which each stage has ils
own participants, resources and aims.

(5) Ina YE. various resources are shared and distributed over
all participating enterprises and used by their emplovees
(users).

(6} A VE globally specifies members’ obligations, responsi-
bilities and roles.

(7} Achange in a member’s role in a process should not affect
the obligations and responsibilities in its other assigned
roles.

(8} Regulations do not constrain the selection of members in
participating enterprises’ partners.

(%) Each member may own its enterprise resource manage-
ment policy and access control model.

(10} Shared VE resources include private resources owned by a
participating enterprise and stored in its own reposilories,
and public resources belonging to the ¥E and stored in a
public repository.

Based on the general requirements in access control in
[10.11.16.17.20], this study identified the following require-
menls for sccess control model design: (1) only the security
administrator is allowed to change security attributes: (2) roles
may inherit authority either fully or partially); (3) the model
supports active and passive access control. as well as the
principle of strict least privilege: (4} the fine- granted authority
requirements are fulfilled: (5) acoess authority may vary with
tasks or roles: (6) the model can manage all users and resource
objects in the enterprise [17.24.25].

Besides the above requirements, based on the characleristics
of VE additional requirements must be considered when
developing a VEAC model, as follows:

(1} Since the organization structure of a VE is dynamic. access
rights and resource objects can be changed in real time.

(2) The model considers all users’ access rights. because
resource administrators cannol predict who will access
which resources in a VE.

(3) As a VE is formed to achieve a certain goal in a limited time
frame, each VE has different goal and business processes. A
VE is always conducted as a project. Therefore, project is
an essential unit of access control.
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(4} Since each enterprise has a legacy access control system,
the VEAC model is easily integrated with various access
control models or policies.

(5) The VE manages and shaves resources collaboratively.

(6} To [acilitale trust among enterprises, the access policy in
YE is planned and managed together by administrators of
all participating enterprises.

{7y The VE can maintain the consistency of policies and
manage the conflicts between VE access policy and
members” own access policies.

Because the VE emphasizes applications of Information
Technology and Network across enterprise boundaries, the
following system-related factors are considered when devel-
oping 2 VEAC-based system:

(1} System must offer a galeway to access resources on
distribwed heterogeneous platforms must be offered.

12} For high runtime efficiency. the access control system must
be able tointeract directly with other applications or agents.

(3} Users” identity must be authenticated via a third party called
a Certificate Authority (CA) Center due to the issues of
authentication and non-repudiation.

(4} To support integrity and confidentiality for information
exchange. a Public Key Infrastructure (PK1) is needed.
i5) A flexible security system needs a Plup-and-Play key
component to mediate between the VEAC model and other

RBAC-based models.

3. Virtual enterprise access conirol model

Each participating enterprise may already have adopted an
acoess control model before joining a VE. Therefore, the VEAC
maodel must be able to integrate with other access control models.
As RBAC is the most popular access control model | 19.26]. the

Virual Enterprise Aceess Conirol Mode

proposed VEAC model consists of a PBAC sub-model which can
integ rate into various role-based access control sub-models. This
section presents and describes the two sub-maodels.

FA. Overview of the concept

AVE's activities may use its own public resonrces of VE and
the private shared resources of parlicipating enterprises. Fig. 1
illustrates the concepiual framework of the VEAC model in
which the PBAC sub-model is designed to manage public VE
resources. while the role-based access control model manages
the private resources of participating enterprises. The VEAC
framework primarily emphasizes on the following capabilities
Lo resolve the problems of access control across enterprises: (1)
the access control models of participating enterprises can be
plugged-in or plugged-oul at any lime without affecting the
performance of access control models in other participating
enterprises: (2} the medel can simullaneously manage public
and private resources: (3} the basic information of models can
be updated with changes in the environment to authorize new
users: (4) the user authorities can be generated according torole
hierarchy and relations: (5) the stratified management method
is used 1o increase the security of public and private resources.

3.2, Rele-based Aceess Control maodel

This study slightly adjusted the RBAC model to seamlessly
integrate it with the PBAC model. In the adjusted Role-based
Access Control model, elements and assignments are simply
described as follows:

s Users (U} represent a human or agent in an organization.
which include direct users. indirect users. and non-member
Users.

= Roles (R} represent functional jobs or responsibilities.
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s Private  Objects  (Private0) represenl resources in  an
enlerprise associaled with private privileges. Private Objects
are usually classified ito three levels including public,
proprietary, and protection. The public classification can be
provided to the partners in a VE.

= Privale Permissions (PrivateP) are approvals of a particular
maode of access o one or more private objects.

= Sessions (S) represent each session. via which users are
mapping lo one of more roles:

& U-B-A C U x Risamany to many user Lo role assignment
relation.

& R—PrivateP-A C R = PrivateP is a many to many roele to
private permission assignment relation.

s PrivaleP-PrivateO-A C PrivateP = PrivateQ is a many o
many private privilege o private object assignment relation.

3.3 Projeci-based Access Control model

This section elucidates the PBAC model and defines all ns
elements, assignments among elements and  assigniments
among models.

330 Core concept of the PBAC model

A viviual enterprise”” (VE) can perform several “projecis™
(P). but a project can only be performed by one VE. Different
“project relations”™ (PR). such as subset. exclusion and
reference, exist among projects. Activities within a project
can be divided into several “functional jasks™ (FT), each of
which has access (o certain public resources, which is their
“prbdic permission” (PublicP). A project invelves some
“virtial enierprise roles™ (VER) to perform funclional tasks.

Trajeet Rulasiomsi'R ]

AT,
I.’.‘.\.nm\

- - -
== == rrakie ===

——Aneciaie—

Cuopriiong Modes (CM)

A VE is composed of several real “enterprise members’
(EM}. each of which can participate in more than one VE.
“Non-enterprise members™ (NEM) are real enterprises that do
not paricipate directly in the activities of VE but participate in
the activities of an enterprise member which performs directly
the activities of the VE. All VE participants. including three
user types, are called “users™ (U} which may play a different
“role™ (R) in a different “session””. Each role has access (o
private resources, called a “*private pemission” (PrivateP). A
superior role can inherit the privileges of inferior roles through
“role hierarchy” (RH). The enterprise member plays a VE role
through a user or role to obtain the privilege of sharing public
resources in the VE and carry out practically the obligations a
given VE role. and to achieve the VE goals.

“Project aceess control policy™ is designed o identify the
resource sharing rules in a project. Through constructing
relations among projects and a project access control policy.
users can share resources among projects. The rules of sharing
can be modified at any time (Fig. 2).

3.3.2 Fundamental elemenis
This section defines all elements of the PBAC maodel:

o Virtual Enterprise (VER The VE is a dynamic Internet
organization, consisting of enterprise members, to achieve a
business goal.

o Enterprize Member (EM): An EM can be a substantive
enterprise organization, VE or individual, and is a VE
member, with at least one worker participating directly the
VE activities, and responsible for playing at least one virtual
enterprise role.

Iitier e

Radishiweil Aocess Cantenl Maded (RBAT)

Frivaie Femmiasion
Py el
Ay

Privoel)

Fig. 2. Virual enterprise acoess contrel (VEAC) modal
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o Nop-gnterprise Member (NEM): An NEM is a substantive
enlerprise organization. VE or individual, but not a VE
member. and participates indirectly in VE activities. An NEM
has at least one worker participating divectly in activities of
enterprise members, and the activities have direct relations
with functional task of VE.

Praject (P): A Project is the basic unit of VE activity. One
project can have participants which are enterprises, depart-
ments o individuals, known as enterprise members, A project
can be further divided inlo several sub-projects with various
project relations. A project is composed of orderly functional
tasks performed by enterprise members.

Functional Task (FT): A FT is a set of VE activities which
have a common objective to achieve a part of VE's
responsibilities.

Virtual Enterprise Role (VER): VERSs, virtual roles created to
enable professional divisions within VE, are the divisions of
duties or activities in a YE. which are assigned to enterprise
members o perform. Functional tasks can be assigned to one
o more VERS,

Chsject (O): Objects are the public and private resources held
by VE and enterprise members. This study focuses on
information objects, which can be databases, entities.
attributes, wples, documents, XML documents, applications,
software components or knowledge.

Pubdic Object (PublicO): Public objects are objects used by
enterprise membersand stored in a VE's commeon re positories.
Public Objects are provided for performing functional tasks or
are created when functional tasks are completed.

Private Object (PrivateO): Private objects are a subset of
objects owned by a YVE's member and stored in a private
repository.

Pubdic Permission (PublicP): Public permissions indicate
permitted modes of access o public objects.

Private Permission (PrivateP): Privale permissions indicate a
permitted mode of access o a private object.

Permission: Permission = | PublicP U PrivateP}.

Praject Access Control Policy (PACP): PACP identifies which
project resource are prolected and shared according to the
relations among projects and the shared rules. and what
activities are forbidden in the virtual enterprise scope. Each
project involves a PACP which can be performed auto-
matically by the VEAC system. The PACP can be
dynamically created, enforced and adjusted when the VE
environment changed.

343 Project relations

A Project Relation (PR) describes the interaction. coopera-
tion modes and priority between two projects. Different project
relations may exist between two projects and change with time
according 1o project management requirements. In the VEAC
platform, the administrators construct a relative project
resource access stralegy in project access control policy
(PACP) 1o indicate the level of resource sharing of each type of
project relations. In the project life eycle, the project relations
and the PACP can be changed at any time 1o respond to
demands of respurce sharing.

(1) Subser Relaiion (PR 4. ) Describes the relation between a

“main-project” and its “sub-project”. The subset relation
is & binary relation. Several constraints are applied to use of
subset relation: (a) a main-project may have more than one
sub-project: (b} a sub-project may be involved in only one
main-project: (c) an enterprise member may participate in
the main- and sub-projects: (d) a public permission may be
merely assigned to different projects with subset relations.
A main-project is allowed to access the resources of its sub-
projects. bul an administrator may set or disable the
capability.

{2y Version Relation (PRywgoa)t Describes a project *post-

version project” which is extended from a project **pre-
version project” and planned with reference to the pre-
version project. Therefore, the pre- and post-version
projects have similar targets, functional tasks and partici-
pants. The version relation between two projects may cause
the correspondences between functional tasks of the two
projects. The version relation is a binary relation.

(3) Reference Relaiion (PRirence): Describes that a project

“referring project” refers to the resources in other project
“referred project”™. If the reference relation exists between
two projects, the resources of referred project can be
referred by users in referring project. The following
constraints are applied when using the reference relation:
(1) a project may set up more than one reference relation
with other projects for resource sharing: (2) a project may
refer 1o various projects simultaneously.

(4) Process Relation (PRprces): Describes the execulive

sequence of two sub-projects from lime perspective. It
determines the time to sharing project resources. Expres-
sion PR ypcess \eveni-project 1, ... eveni-project m;
condition {, .. .condition n; action-praject k) means that
il event-project gy for 1< i< m is accomplished and
conditione; for 1 < j < nis valid, then action-project pycan
be triggered. When a project is decomposed into several
sub-projects. Process Relation can be used to determine the
execulive sequence of all sub-projects. The process relation
between two projects is a binary relation. While the relation
is built on two projects. the administrator must specify the
sequences of related functional tasks across project
boundary. Al the stages of execuling an action-functional
task which can use the resources of the event-functional
tasks in event-project. The following constraints must be
obeved while using the process relation: (a) a process
relation exists between two projects which must have the
subset relation; (b) an event-project may trigger more than
one aclion-project simullaneously: (¢} an event-functional
task may trigger more than one action-functional task
simultaneously: (d} an action-project may be triggered if all
of its evenl-projects are accomplished.

(3) Exelusive Relation (PRecawive): Identifies mutual conflict

between projects, so that the resources of the two projects
cannot be referred to each other. The exclusive relation is
default. That is. if no other relation exists between two
projects, then two projects are pre-set as Exclusive Relation.
The exclusive relation is a binary relation. Supposing two
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projects areexclusive. then all functional lasksin a project are
exclusive with the other pioject. The following constraints
must be obeyed while using the process relation: (a) a project
may conflict with more than one project simu aneously: (b)a
public permission may not be assigned to two exclusive
projects; (¢} an enterprise member is not allowed o be
assigned to two mutual exclusive projects.

Fig. 3 shows an air force bomber project as an example.
Project 1.1, “aircrafl structure”™ is, decomposed into four Sub-
projects: Project 1.1.1 “fuselage™, Project 1.1.2 “wings™.
Project 1.1.3 "tail”, and Project 1.1.4 “landing™. The schedule
of Project 1 **air force bomber™ in order is: Project 1.1 “aircraft
structure’, Project 1.2 “propulsion systems™, Project 1.3
“aircraft control systems”™ and Project 1.4 “armament
systems’”. The relation between Projects 1 and 2 is an
exclusive relation. Therefore. any resources of the two projects
will be not shared during their life cycles. Partial works of
Project 1.1.2 “wings™ and Project 1.1.4 “landing™ must refer
to design diagrams of Project 1.1.1 “fuselage”™ while a stage of
structure design of the Project 1.1.2 and the Project 1.1.4
“landing™ is performed by workers of the two projects.

A34. Cooperation modes

This section presents three cooperation modes among virtual
enterprise roles according to the resource sharing requirements
of collaborative operations in the VE:

Cooperation Mode (CM) describes interactive method
among virtual enlerprise roles according to the dependence
of their duties. The use of cooperation modes is constrained by
the following rules:

(1 A virtwal enterprise role is permitted to have different
cooperation modes with other VE roles.

12} Only one cooperation mode is permitled between two VE
roles.

13) The use of cooperation modes among virlual enterprise
roles should consider the authority contlict problems caused
by the reflexive, symmetric and transitive properties, as well
as security problems caused by unlimited extension of
permissions. The three above-mentioned properties of
relations are discussed in detail in Section 3.3.5.

According to the VE coordination requirements. three
cooperation modes exisl:

11y Dependent Single-task Mode: When  several  virtual
enterprise roles cooperale to perform a funclional lask.
they all have the same access privilege to all ils resources.

(2} Dependent Midii-iask Mode: Virtual enterprise roles
perform related functional tasks separately. Outputs of
the functional tasks are referred to each other

(3} Independent Mode: Virtual enterprise roles  perform
independent functional tasks separately, disregarding their
outputs. If two virtual enterprise roles work i an
independent mode. then they may nol have each other’s
access privileges for functional tasks performed by them.

F3.5 Property of relations

This section presents a Role Relation Net (RRN) o identify
the interactive relations among projects. cooperation maodes,
roles and hierarchical relations in enterprise members. assign-
ment relations between users and roles and relations between
roles and VE roles. Through the RRN, users can be authorized
proper privileges in proper lime according Lo roles played by
users and VERs performed by roles.

Fig. 4 shows an example of an RRN. The RRN includes two
projects. Projects P1 and P2, performed by virual enterprise
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Fig. 3. Exampk of project relations.
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Fig. 4. Rele Relation Net { REN).

VE1 and VE2, respectively. The members of VE1 involve
enterprises E1. E2 and E3. while the members of VE2 involve
enterprises E1. E3. and E4 Role R21 in enterprise E2 is
responsible for playing VE role VER12 in VEI. Through the
cooperation mode CMI12 between VER12 and VER11, Role
R21 can be authorized to use part of VER1I's resources.
Through the role relation RR12 between role R21 and R22, R22
is allowed to access part of VERI2's resources of in VEL.

To avoid security problems cansed by privilege expansion
due to element relations. and to strengthen private and public
resource securily, three binary relation properties — reflexive.
symmelric, and transitive — ae applied o the above-
mentioned relations.

In the project formation stage, members in a VE determine
whether each cooperation mode and project relation satisfies
these three properties. The enterprise itself can identify these
three properties according o its own resource sharing rules.
The enterprise can also set the depth of the transitive property
and require symmelric and transitive properties 1o be valid only
in the same depariment.

Tablk 1

Lisi of project relation properies

Project relation (FPR) Reflexive Symumeir i Tramsitive

(1) Subset relation X X O Depree)/X
{20 Mersion relstion N N O Depree)/ X
(3) Reference relation X O O { Degree)X
) Process selation (R4 K O Degree)/X
{5 Exclusivie melation X VX O Deprea)/ X

Tables 1-3 list properties in project relations, cooperation
modes and role relations, respectively. Table 1 shows all
possible combinations of the five project relations concerning
reflexive, symmetric and (transilive properties, which are
introduced as follows:

(1) Subset Relation: The subset relation does not satisfy
reflexive and symmetric properties. However. a project
manager can determine whether the iransitive properly is
satisfied. Meanwhile, the project manager can determine
the continuability of the lransitive property for resource
sharing.

(2} Version Relation: The version relation does not satisty the
reflexive and symmetric properties, while the project
manager can determine the transitive property. Meanwhile,

Table 2

Lisi of cooperation mode properies

Conperation mode (CM) Rz flexive Symmetric . Tamsitive

(1) Dependent single-tsk mode X o O {Demes X
{20 Dependent multi-task mode X (8] O Dhe e WX
13 Independent modi X O O (DegrecyX
Takle 3

List of role hiemarchy properies

Kok hierachy (RH)  Reflexive  Symmewic  Transitive

Rk elation name N X O {Degee/Depanment WX
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the project manager can determine the continuability of the
transitive property according to demands.

{3 Reference Relation: The reference relation does not satisfy
the reflexive properly because a project does not need to
refer to itself. However the project manager can determine
whether the sy mmetric and transitive properties are satisfied
according lo demands. Meanwhile. a projecl manager can
determine the continuability of the transitive properly
according to demands. If the symmetric propertly exists
between projects py and p;. project py refers to project pa.
and vice versa. If the transitive property of reference
relations exists among projects. and project py refers to
project p, and project p, refers to project py. then project p,
can refer o project p,.

(4} Process Relation: The project manager may delermine
whether the reflexive, symmelric and transitive properties
are satisfied.

(5) Exclusive Relation: The exclusive relation does not satisfy
the reflexive property. while the project manager can
determine whether the symmetric and transitive properties
are satisfied.

Table 2 lists the three cooperation maodes showing all
possible combinations of their reflexive, symmetric and
transilive properties. Since these properties have the same
value, only the Dependent Single-Task Mode is explained. The
Dependent Single-Task mode does not satisfy the reflexive
property. but certainly satisfies the symmetric property because
VE role ver; has cooperation relations of Dependent Single-
Task Model with ver,. Conversely, vera has cooperation
relations of Dependent Single-Task Mode with ver,. Addi-
tionally. the project manager may determine whether transitive
property and depth of transitability are satisfied.

Table 3 lists role hierarchical relations, showing all possible
hierarchical relations among reles, concerning their reflexive.
symmelric and transitive properties. The properties of role
hierarchy should be determined by the resource sharing stralegy
of an enterprise or department. Therefore. the Role hierarchy

P

does not satisfy the reflexive and symmetric properties. but it is
permitted 1o have different transitive properties among de part-
ments in the same enterprise. The depth of a role hierarchy’s
transitive property can also be determined. and the validity of
tansitive property may be established only within a department.

The properties of listed relations primarily have three
effects: (1} to enhance resource sharing flexibility among
prejects and the availability of resource sharing ina VE: (2} to
analyze whether project relations violate listed rules and to
discover conflicts: (3) to analvee RRN to penerate a user’s
privilege according to listed contents.

336 Foundational assignmenis
This sub-section defines various assignment relations among
elements as follows:

o Functional Task-Siage-Public Permission-Assignment (FT-8-
Public-A): A triple assignment relation among  three
elements: Functional Task, Stage. and Pubic Permission.
Public permissions are assigned o functional tasks in slages.
The relation among them is: FI' x Stage = Public Permis-
sion.

Project-Virwal  Enterprise  Role-Assignment (P-VER-A):
This relation records the assignment relation belween
projects and virtual enterprise roles, and describes which
virtual emterprise roles are included in a project.

Virtuad Enterprise Role-Functional Task-Assignment (VER-
FT-A): This relation records the assignment relation between
virtual enterprise role and functional task., and describes
which functional tasks e performed by which virtual
enterprise roles.

Virtuad Enterprise-Enterprise Menibe - Assignment (VE-EM-
A} This relation records assignment relations between a VE
and its enlerprise members.

Virtuial Enterprise-Profeci-Assignment (VE-P-A}: This rela-
tion records the assignment relations belween a wvirtual
enterprise and its projects. and describes which project is
performed by a virual enterprise.
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Fig. 3. Authority classifications.
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F.3.7. Assignments across mode s

This section defines the relation assignments across models
o establish the combination relations of relevant elements
among two access control models. They are:

o Entevprise Meniber-User-Assignment (EM-U-A): This rela-
tion records the assignment relations between users and
enlerprise members.

o Non-Enterprive Member -User-Assignment (NEM-U-A):
This relation records the non-enterprise members for which
a user works.

o Rode-Virtual Enierprive Role-Assignment (R-VER-A): This
relation records the assignment relations between roles and
virluwal enterprise roles.

» User-Virtual Enterprise Role-Assignment (U-VER-A): This
relation records what VE roles a user may play.

4. Classification of user authorities

Initially. according to the sources of user’s authorities, a
user s authorities can be classified into 1wo categories as shown
in Fig. 5:

(1} Public autherity: The authority of public resources. which
is obtained from YVE roles performed by user roles. The
authority of public resources can be subdivided inte
authority held by user and authority held by role. Because
the algorithms for generating authority held by user
is included in the algorithms for generating authority
held by role, this study explores only the authority

held by role. Its sources can be subdivided into three

types:

(@) Pubdic Authority from VER: The access authority
derives from virtual enterprise roles plaved by user’s
roles in an enterprise member. Since user’s roles can
play different virtual emterprise roles. these authority of
virtual enterprise roles may derive from different
projects.

by Pubdic Awthority from Cooperation ameng VER: The
access authority derives from virtual enterprise roles
that cannot be played by user's roles. These authorities
are obtained through cooperation modes among VE
roles played by the wser's roles and other VE roles
leading to resource sharing.

ic) Public Awthority from PRs: The sccess authority derives
from resource sharing among projects.

(2} Private autherdiy: Authority of private resources existing in
enterprise members and obtained through user roles. This
authority can be subdivided into five types:

(a) Private Authority from Roles: The access authority
derives from user’s roles.

(b} Private Authority from RHs: The access authority
derives from hierarchical relations between the entering
user’s roles plaved and roles not played by him. These
roles inherit partial authority of other roles with which
they have hierarchical relations.

ic) Private Authovity from VERs: A VE mle can be
collaboratively played by many roles. To reach the
common goal for performing YE roles, roles may share
part of their autherities Lo other collaborative roles.

Enterprive Memher

Iy 2y

Wirtml rhorproe As oo Cooerol kiodelc

Brge Marmgrones Prabile

e e T

[TR———

Fig. 6. A YEAC sysiem architeciure.
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Therefore, the access awthority derives partially from
the authorities of other roles with which the role
cooperales collaboratively to perform the VE role.

(d}y Private Autharity from Cooperaiion among VERs: This
authority uses authorities owned by other roles. exists in
private resource of enterprise and is obtained through
the cooperation model of playable virtual enterprise role
and other virtual enterprise roles.

(e} Private Authority from PRs: This authority uses
authorities existing in privale resources in  other
enterprises and obtained through project relations.

5. System architecture and approaches design

To suppaort resource management and security control in VE.
this study developed a VEAC system based on the proposed
VEAC model.

5.0, Svaem architective

This section designs the VEAC system architecture
sccording o resource management requirements and char-
acleristics in VE.

Fig. 6 shows the VEAC system architecture, in which the
primary mechanismincludesa Vivtua! Ente ppeise Access Control
Cenier (WEACC) responsible for authority management security
control. and deployable in a leader enterprise. Every enterprise
member joining the VE has to install a Security Gatekee per (SG)
Lo protect its own resources. Toauthenticate the user’s identity on
the Internet, the VEACC sends the user’s login to the Global
Centificate Authority Center (GCAC).

The main mechanisms in the YEAC system architecture are
introduced as follows:

s Virtual Enierprise Access Control Center (VEACC): The
aims of the VEACC mclude: { 1 toenable the administrator to
construct and maintain systems; (2} o provide an interactive
interface with other mechanisms, and encryption and
decryption for secure communication; (3) to generate user
authority lists according to the VEAC model: 4) 1o
authenticate the user: (5) Lo request resource services in
the VE. Based on the aims and function requirements of
virtual enterprise access control, a functional framework of
the VEACC is designed as Fig. 7. which displays the main
functional modules or components and their repositories. The
functional framework of VEACC consists of the following
modules:

(1) GUI user and administrator interface includes user
requirement  inerface, team administrator  interface.
organization administrator interface and platform admin-
istrator interface.

12} Model and policy integration module includes both model
integration unit and policy translation unit.

(3) Authentication and access contrel module includes
identification and awthentication unit, policy handler
unit. audit unil. session management unit. and sccess
control and authorization unit.

4} Information integration mechanism is able to transform
various information into a understandable information
formal for users.

(5) Resource gateway is an inleractive interface 1o connect
public resources and each member enterprise’s securily
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Fig. 8. Functicnal framework of security patekeoper.

gatekeeper for accessing privale
firewall.

respurces  (hrough

These repositories in the framework are designed Lo store
(1} resource list. (2} project and model specilication. (3}
project access control policy. (4) intra-enlerprise sccess
control policy. (5) supplier access control policy. and (6}
historical transaction data Lo support acoess control activities,
including user’s authentication and authorization, and
examining disallowed accesses.

& Security Gatebeeper (SG) Every enterprise that joins VE
has to install this component to (1) protect ils own
internal resources: (2) acl as an interface for communicat-
ing with VEACC: (3) request resource services in
enterprises. The functional framework of security gate-
keeper designed as Fig. 8 which consists of three
main function modules: (1) virtual enterprise local acoess
control module comprising local user awthority mana-
ger. user authority checker, encryption and decryplion
component. and service requestor and receiver: (2) access
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Fig. 9. Appacach lor updating user awherity list.
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control model and policy integration module: (3} resource
paleway.

& Global Centificate Authority Center (GCACY Every user or
enlerprise must have a digital certificate to authenticate them
within the Network. The GCAC, a third party, is responsible
for certificate anthentication and notifving VEACC of the
results.

5.2, Cenificate authentication, authority and access
control approachies

In virtual enterprise access control. authenticating a user is
an essential step before authorizing the user for any protected
operation. Since VE members often change. the VE uwser
authority has to be frequently updated to protect its resources.
Therefore, the certificate. anthorization and access control
management are important in a YE. This section shows the
operations related 1o this job. Analyzing the resource access
requirement in virwal enterprise. regardless of public or private

resources. in which they include two access modes Lo need
integration and not inlegration. In addition to the access modes,
peer-to-peer private resource access mode is ofien used. too. The
following sub-sections will illustrate the approaches in order.

5200, Approach for updating user authority fist

When a user enters the VEAC system. the system must
penerate a user authority list, and update each SG's local user
authority list and the VEACC's global user authority list. This
approach is shown in Fig. 9 and explained as follows:

11} User logs onto the VEACC and enters his personal data
including name, validity period. public key information
and a signed hash of the certificate data.

12} VEACC authenticales the user's personal basic data: if the
user data are incorrect, then the VEACC rejects the user.

(3} If the user daia are correct, then the VEACC sends the user
personal data te the GCAC o authenticate the digital
certificate.
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Fig. 11. Approach for public sesource access with information inte gration.
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Fig. 12, Approach for privake resousce access without infosmation integmation.

{4y GOAC sends the verification results 1o VEAQC.

5y If the user’s digital certificate is correct. then the VEACC
generates the user authorities and adds them to the global
user authority list.

(6} YEACC decomposes the user authorities according Lo the
enterprise owning cach resource. and generates a local
user authority list for each enterprise.

{7y VEACC sends a local user authority list of each enterprise
to their SG.

(#) Each SG updates its local user authority list

9y 5G informs VEACC that SG has completed the updating
procedure.

110} VEACQC informs the user that he may access VE resources.

5.2.2. Approaches for accessing public resources

Aariety of public resources in virtual enterprise is shared.
some of which could need to be integrated. VEACC provides
two approaches for accessing public resources with and without
information integration. shown in Figs. 10 and 11. respectively.
The information integration mechanism (1IM) supports the
information format wansformation among enterprises.

= Approach foraccessing public resources without information
imegration

[ %
: Enterprise B :
] ]
] L}
| i
I
: 1 {10 respond
: Agent : (1) request
! :
I :-:3-] i respond
I
| SR EEER T AT 4 (2} search authorioy!
b —penerate session keysT
(3-2) noatify fand request (8) respond
17} respond o
(5 eall
Member Enterprise A 4 check authority

Fig. 13. Approach for privaie resource acces with information integration.
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The approach for public resource access without
information imegration is shown in Fig. 10 and explained
as follows:

(7} The IIM respond with the resulls using enterprise B's
format 1o represent the responded information.

(1} User/Agent in enterprise B requests sccess to Public  5.2.3 Approaches for aceessing privaie resoitrces

Resources.

A variety of private resources in enterprise is shared. which

(2) VEACC receives the request, and searches the user  could need inegration or not. VEACC provides two
authority from the Global User Authority List. approaches [or accessing private resources with and with-

(3) If User's requested operation is allowed. then VEACC  out information integration. shown in Figs. 12 and 13,
sends a call statement 1o Public Resources in a virlual — respectively.

enterprise platform.

14} The Public Resources perform the service requested by e Approach for accessing private resources without informa-

User.

15) The Public Resources directly respond with the results
using an appropriate format 1o represent the User
information.

& Approach for accessing public resources with information
integration
The approach for public resource access with information
integration is shown in Fig. 11 and explained as follows:
i1} User/Agent in enterprise B requests sccess to Public
Resources which need to be wansformed into another
format.

(2} VEACC receives the request. and searches the user
authority from the Global User Authority List.

33 If User's requested operation is allowed. then VEACC
sends a call statement to Public Resources in a virtual
enterprise platform.

(4} The Public Resources perform the service requested by
User.

{5) The Public Resources directly respond with the results o
Information Integration Mechanism (1IM}.

i6) The IM proceeds with information integration and

tion integration

The approach for accessing privale resource without
information integration is shown in Fig. 12 and explained as
follows:

(1} UserfAgent in enterprise B requests access o Privale
Resources.

(2} VEACC receives the request. and searches the user
authaority in the Global User Authority List. If the User
is allowed to access the Private Resource, then the
YEACC generates a pair of session keys.

13.1) VEACC responds with one session key.
13.2) Simultaneously. the VEACC sends to the SG the other
session key and the UserfAgent’s request.

(4} SG verilies again the anthority for the request

(53 If the request is valid. then SG with gateway calls the
requested Privale Resource.

(6) The Private Resource in member enterprise A performs
the service requested by User in enterprise B.

(7} The Resource/Service directly responds with the results
using an appropriate information format and encrypting
it using the session key.

transformation according to the information requirement  » Approach for accessing private resources with information

of enterprise B.
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Fig. 14, Approach For accessing peer-lo-peer privale resources without information integration.
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The approach for accessing private resource with
information integration is shown in Fig. 13 and explained
as follows:

(1} UserfAgent in enterprise B requests access lo Private
Resources which need information integration and
ransformation.

(2} VEACC receives the request. and searches the user
authority in the Global User Authority List. If the User
is allowed to access the Private Resource. then the
VEACC generates a pair of session keys.

(3.1) VEACC responds with one session key.
(3.2) Simultaneously, the VEACC sends to the SG the other
session key and the User/Agent’s request.

(4} SG verifies again the authority for the request.

(5} If the request is valid, then SG with gateway calls the
requested Private Resource.

(6} The Privale Resource in member enterprise A performs
the service requested by User in enterprise B.

(7} The Resource/Service directly responds with the results
using a standard information format to SG.

(8} The SGencrypts the results by using the session key and
sends it to 1IM.

(%) The IIM proceeds with information integration and
wransformation according to the information require-
ment of enterprise B.

(1) The 1IM responds the results of request to User in
enterprise B.

5.2.4. Approaches for accessing peer-io-peer private
resoprees without information integraiion

In virtual enterprise environment, in order to speed up the
efficiency of information access, the approach for accessing
peer-to-peer private resources which need not to integrate is
shown in Fig. 14, in which each step is introduced as follows.

(1) User logs onto the VEACC for requesting a credential and
further enters his personal data including name, validity
period. public key information and a signed hash of the
certificate data.

(2) VEACC authenticates the user’s personal basic data: if the
user data are incorrect, then the YEACC rejects the user. If
the user data are correct, then the VEACC sends the user
personal data to the GCAC 1o authenticate the digital
certificate.

{3) GCAC sends the verification results to VEACC.

4y VEACC generates a credential for the user if the digital
certificate is correct.

(5) VEACC responds the credential to the user.

(6} User sends the credential and request to SG.

{7y SG checks the credential and user authority.

(#) If the credential and user authority are legal. SG calls the
private resource to supply service for the request.

(%) The private resource runs the request

{10y The private resource responds the resull to user.

In the approach, the steps (7)—(10) can be repeated torequest
other services during a timestamp.

6. Discussion and conclusions

The aims of this study may help VEs to successfully solve
the challenges of resource management and sharing among
enterprises. The study has alreadv sccomplished the phase
objective 1o propose a VEAC model. design the architecture of
a prototype system and the functional frameworks of its core
mechanisms, and develop the approaches for authentication and
authorization in VE. However. the study has some deficiencies.
For example, the non-R BAC model and integration of its access
policies was notl investigated. If an enterprise adopts non-
RBAC models and other access policies, it must perform
additional model-transferring process to transform them to
RBAC in order to integrate them with VEAC project-based
access control model.

6.4, Resulis and contribuiions
The results and contributions of this study were as follows:

e The model may: (1) enables resources management and
sharing in VE: (2) facilitate dynamic change of access right
based on the organization structure of a VE; (3) preserve the
access rights of users who are not affected under the change
the organization of a VE or its members; (4) prevents Lo
disclose business confidential information in virtwal enter-
prising: (5) ban all users working in an enterprise and its
partners from accessing resources in the YE, when the
enterprise drops out from the VE.

The system architecture and approaches enable: ( 1) users from
anywhere can take up to date information; (2) single
authentication can entry multi-domains lo access resources;
(3} authorization considers not only individual privilege but
also privilege from other workers that work together with him;
{4 }the extent of resources sharing among workers depends on
the cooperation relations among them and lask requirements.

6.2 Further reseaich

In the electronic commercial environment, resource manage-
ment and sharing will become more complicated in the future.
The proposed VEAC model solves access contol and VE
resource sharing problems. The implementation of the VEAC
model-based access control system prototype is a great software
engineering. In the future we will make up a distributed software
engineering team to develop the system protolype using object-
oriented software development methodology. However, some
problems still need to be resolved.

(1) This study did not consider that the user might share a
resource with unawthorized users, for example by copying
it. after legally acquiring the resource.

{2y Algorithms based on the VEAC model should be developed
o generate user authority.

{3y Methods for the access control server (o call and use
resources in the heterogeneous platform were not con-
sidered.
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4y An enterprise may adopt a non-RBAC-based scheme.
Therefore, integrating different access control schemes or
policies should be a focus points for future studies.

(5) Meally, an enterprise should keep its original access control
model when joining a VE. Therefore, a *plug-and-play”
access contrel integrating mechanism with a ability should
be developed.

(6) An enterprise may participate in several competing VEs.
Preventing the leaking of key wechnology or data should be
considered.

(7} Future studies should adopt the eXtensible Access Control
Markup Language (XACML) proposed by OASIS (o
develop access control policy frameworks enabling access
strategies to be integrated among enlerprises.
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. A Formal Virtual Enterprise Access Control Model

2 Tsung-Yi Chen, Yuh-Min Chen, and Chin-Bin Wang

3 Abstract—A virtnal enterprise (VE) refers to a cooperative
4 alliance of legally independent enterprises, institutions, or single
5 persons that collaborate with each other by sharing business
6 processes and resources across enterprises in order to raise enter-
7 prise competitiveness and reduce production costs. Successful VEs
8 require complete information transparency and suitable resource
9 sharing among coworkers across enterprises. Hence, this investi-
10 gation proposes a formal flexible integration solution, named the
11 formal VE access control (VEAC) model, based on the role-based
12 AC model, to integrate and share distributed resources owned by
13 VE members. The formal VEAC model comprises a fundamen-
14 tal VEAC model, a project AC policy (PACP) language model,
15 and a model construction methodology. The fundamental VEAC
16 model manages VE resources and the resources of participating
17 enterprises, in which various project relationships are presented to
18 facilitate different degrees of resource sharing across projects and
19 enterprise boundaries, and cooperative modes among VE roles are
20 presented to enable collaboration among coworkers in a VE. This
21 PACP language model features object-subject—-action—condition
22 AC policies that jointly determine user access authorizations. In
23 addition, the methodology supplies a systematic method to identify
24 fundamental elements of the VEAC model and to establish assign-
25 ments between elements and relations.

26 Index Terms—Access control (AC), resource sharing, role-based
27 access control (RBAC), virtual enterprise (VE).

28 [. INTRODUCTION

29 IRTUAL enterprise (VE) is regarded as one of the most
30 V promising business strategies to enhance the global com-
31 petitiveness of enterprises [1]. VEs integrate the processes,
32 activities, and resources from different enterprises through en-
33 terprise alliances to respond quickly to customer expectations.
34 Frenkel ef al. [2] defined a VE as a collaborative group of
35 existing autonomous enterprises, which selectively share their
36 expertise, skills, and resources to accomplish a common prod-
37 uct or service. In practice, a VE is generally implemented
38 with a distributed and collaborative business process, in which
30 individuals from different enterprises cooperate on business-
40 related activities or processes by remote coordination, com-
41 munication, and control [1]. To attain VE goals and support
42 each other’s functionalities, enterprises in a VE must share and
43 exchange information, knowledge, and resources. The features
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that determine the access level to the local information of every 44
enterprise, when considering the competitive and cooperative 45
relationships among enterprises, include the degree of trust 46
between two enterprises, the function of the enterprises in the 47
VE, and contractual agreements [2], [3]. Lu et al. [4] proposed 48
atrust-based privacy preservation method for P2P data sharing. 49

A collaborative engineering environment allows multiple en- 50
gineers to work simultaneously with individual assembly parts. 51
Some manufacturing industries, e.g., the automotive sector, 52
use VEs to maintain business relationships with their suppliers 53
and corporate customers, enabling manufacturers to collaborate 54
on the design, production, assembly, and marketing of new 55
products. For instance, designing and developing a new car is a 56
complex and lengthy process; during product R&D, engineer- 57
ing and design drawings can be shared over secure network 58
among the contracting firm, testing facility, marketing firm, 59
and downstream manufacturing and service companies [5]. 60
Information concerning the design for a new product at various 61
segments of the VE has to be visible to all members of the VE 62
at any time. Consequently, the information must be managed 63
properly, with appropriate access control (AC) models, strict 64
policies, discipline, and daily monitoring. Development of a 65
new car model by a VE might involve approximately 20 000 66
designers and engineers from hundreds of divisions and de- 67
partments, some of which belong to different enterprises in 68
different countries. One sub-VE in the car-manufacturing VE 69
performs car design, which contains four subprojects, namely, 70
engine design, cool system design, transmission case design, 71
and framework design. Engine designers in the engine design 72
subproject collaboratively develop an engine for the new car 73
model. Information related to the engine, such as drawing and 74
engineering data, is generated and shared in real time to workers 75
in the subproject and other subprojects. Therefore, the success 76
of a VE depends wholly on transparent and effective sharing 77
of information resources, including information, application 78
systems, and knowledge, throughout the business cycle [1]. Not 79
all business partners are equally trusted in today’s complex 80
business environment. Today’s partners could become tomor- 81
row’s competitors. Hence, enterprises do not generally like 82
sharing information. Consequently, a VE or related business 83
strategy, such as allied concurrent engineering or virtual team, 84
is likely to fail. Therefore, VE urgently needs secure and trust- 85
worthy AC model, approach, and mechanism that can manage 86
distributed resources across enterprises and share them with 87
collaborative workers. To secure information sharing, competi- 88
tive and cooperative relationships among enterprises should be 80
considered when using the proposed model to evaluate a user’s 90
authorization to access resources. 91

Secure resource management and sharing across organiza- 92
tional boundaries have seldom been addressed. AC for VEs 93
is difficult for the following reasons: 1) enterprise members 94
in a VE may change frequently; 2) each enterprise member 95

1083-4427/$25.00 © 2008 IEEE
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96 (EM) typically has many roles and users; 3) a VE often has
07 many EMs with complicated interrelationships—for example,
08 members may cooperate and also compete with one another;
99 4) organizations within a VE may be dynamic and perform
100 unpredictable activities; and 5) VE resources may be Internet
101 based, distributed, and heterogeneous. Few studies have ex-
102 plored control of access to knowledge, which is one of the most
103 important assets for an enterprise. Therefore, developing an
104 AC mechanism for knowledge protection has been recognized
105 as a vital research topic in knowledge management [6]-[8].
106 Although role-based models have been adopted successfully
107 for resource managemertt within an enterprise, collaborative VE
108 systems using role authorization management approaches have
109 not been widely investigated. In contrast to conventional AC
110 models, AC for a VE does not specifically assign rights to each
111 role or user in advance because of the dynamic characteristics
112 of VE organizations, such as flexibility and mobile resource
113 sharing. To our knowledge, no studies have developed models
114 for resource sharing management that support collaborative
115 and cooperative business activities across organizational bound-
116 aries. Before achieving secure resource sharing in a VE that in-
117 creases corporate global competitiveness, several requiremerts
118 for trust management, such as scalability, flexibility, dynamic
119 security, decentralization, and mutual trust, must be addressed
120 [9]. Hence, VEs require an appropriate AC model.

121  Based on the conceptual AC model in VEs [10], [11],
122 this investigation develops a formal VEAC model to solve
123 the problem of authorization management and to secure AC
124 among organizations within a VE. The formal VEAC model
125 comprises a fundamental VEAC model, a project AC policy
126 (PACP) language model, and a model construction method-
127 ology. The proposed fundamental VEAC model comprises a
128 [project-based access control (PBAC)] model for managing
129 public resources within VE and a role-based AC (RBAC) model
130 for managing the sharing of an individual enterprise’s private
131 resources with VE members. Public resources are generated,
132 used, modified, and owned by VE activities and are stored or
133 implemented in a VE or its partners. And, private resources are
134 owned by partners and shared with other workers who could
135 be from different partners. This PACP language model features
136 object—subject—action—condition AC policies that jointly deter-
137 mine user access authorizations. Moreover, the methodology
138 supplies a systematical method to identify fundamental ele-
139 ments of the VEAC model and establish assignments between
140 elements and relations. The proposed formal VEAC model pro-
141 vides VE workers with efficient management and easy access to
142 relevant resources and up-to-date information, thus eliminating
143 information delay and enhanecing information transparency.

144 II. RELATED WORKS

145 AC systems and technologies are required to protect such
146 resources and information from illegal access. This section
147 surveys a number of studies related to the aims of this paper,
148 including AC, VE, and AC policy.

149 A. AC

150 AC protects the computing system against unauthorized ac-
151 cess or modification of information resources [12]. AC deter-

mines whether a user has rights to use a given resource; an AC 152
system governs when and how resources can be used by whom. 153
So far, many AC methods had been presented. 154

Early AC methods for resource management include AC lists 155
(ACLs) and the AC matrix (ACM). A simple ACM is an array 156
containing one row per subject in the system and one column 157
per object. Entries in the matrix specify the operation or access 158
each subject has to each object [13]. These methods are straight- 159
forward, intuitive, and only useful for small organizations [14]. 160
ACLs implement the ACM by representing the columns as lists 161
of users attached to a protected object. Each object is associated 162
with an ACL that stores all subjects and the subject’s approved 163
operations for a given object. Most AC models, including 164
mandatory AC, discretionary AC, RBAC, task-based AC, and 165
task RBAC [15]-[17], only consider authorization management 166
within a single organization. Furst ef al. [18] investigated 167
distributed RBAC to delegate administration of resources to 168
individual departments within an enterprise. In RBAC, users are 169
assigned roles that are associated with approved permissions for 170
performing an operation on an enterprise resource (object) [19]. 171
Team-based AC 2004, derived from RBAC, enables users to 172
join team roles within an organization [20]. 173

B. VEs 174

A VE is defined as a cooperative alliance in which a group 175
of legally independent enterprises, institutions, and individuals 176
cooperate for a particular goal [21]. Ouzounis [22] defined 177
VE as a network of different administrative business domains 178
that cooperate by sharing business processes and resources 179
to provide a value-added service to customers. VE environ- 180
ments (Fig. 1) contain users (subjects/workers) from various 181
enterprises, such as EMs, partners, suppliers, customers, and 182
other VEs. VE-related activities are undertaken by users from 183
different enterprises using collaboration and concurrence. Such 184
a business environment results in complex AC problems. In 185
particular, all VE resources that may be stored on and owned 186
by different enterprises should be managed fully and should be 187
shared as much as possible. 188

1) Characteristics of VEs: Kanet et al. [21] decomposed the 180
life cycle of a VE into five phases, namely, identification, for- 190
mation, design, operation, and dissolution. Ouzounis [22] found 191
that the life cycle of a VE should include two major phases: 192
establishment and management. Based on the analysis of life 193
cycle and interactions, a VE has the following characteristics 194

—

[23]-{25]. 195
1) A VE may consist of several distributed VEs or 196
enterprises. 197

2) A VE’s participating members and business processes 198
may be changed during its life cycle. 199

3) A VE emphasizes professional division and dynamic 200
cooperation among a highly heterogeneous membership. 201
4) A VE conducts business processes of different stages 202
across enterprises, in which each stage has its own par- 203
ticipants, resources, and aims. 204
5) Various resources in a VE are shared and distributed over 205
all participating enterprises and used by their employees 206
{users). 207
6) A VE globally specifies members’ obligations, responsi- 208
bilities, and roles. 209
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Fig. 1. VE environment.
210 7) Achangeinamember’s role in a process should not affect
211 the obligations and responsibilities in its other assigned
212 roles.
213 8) Regulations do not constrain the selection of members in
214 participating enterprises’ partners.
215 9) Each member may own its enterprise resource manage-
216 ment policy and AC model.
217 10) Shared VE resources include private resources owned by
218 a participating enterprise and stored in its own reposito-
219 ries and also public resources belonging to the VE and
220 stored in a public repository.
221 The levels of resource sharing among partners depend on VE

222 characteristics, including levels of cooperation with partners,
223 degree of trust, distributed tasks, and contractual agreements.
224 When each participant in a VE brings information to the VE,
225 the participant will not want to share more proprietary informa-
226 tion than necessary with VE members because of information
227 security issues. Information in VEs can be divided into three
228 areas: 1) information of an individual partner brought to the
229 VE; 2) information generated by the VE; and 3) information
230 assets of the VE [26]. The information must be protected and
231 distributed in a secure manner among all participants.

232 2) Requirement Analysis for AC in VE: Based on the general
233 requirements of AC expressed in [27] and [28], this paper
234 identifies the following requirements for AC model design:
235 1) Only the security administrator should be permitted to
236 modify security attributes; 2) roles should be able to inherit
237 authority either fully or partially; 3) positive authorizations and
238 negative authorizations, as well as the principle of strict least
239 privilege, should be supported; 4) the fine-grained authority re-
240 quirements should be fulfilled; 5) access authority may change
241 with tasks or roles; and 6) the model should be able to manage
242 all users and resource objects in the enterprise [29]-[31].

243 Aside from the aforementioned requirements, according to
244 the characteristics of VE, additional requirements must be
245 considered when developing a VEAC model, as follows.

246 1) Since the organization structure of a VE is dynamic,
247 access rights and resource objects can be changed in
248 real time.

249 2) The model considers all users’ access rights because
250 resource administrators cannot predict who will access
251 which resources in a VE.

3) Asa VE is formed to achieve a certain goal in a limited 252
time frame, each VE has different goal and business 253
processes. A VE is always conducted as a project. There- 254
fore, project is an essential element of AC in VE. 255
Since each enterprise has a legacy AC system, the VEAC 256
model should be easily integrated with various AC mod- 257
els or policies. 258
The VE manages and shares resources collaboratively. 259
To facilitate trust among enterprises, the access policy in 260
VE is planned and managed together by administrators of 261
all participating enterprises. 262
The VE can maintain the consistency of policies and man- 263
age the conflicts between VE access policy and members’ 264
own access policies. 265

4

=

5)
6)

7

C. AC Policy 266

A significant shortcoming of existing AC systems is that 267
they were developed by using a specific AC policy, which 268
was defined by Lorch er al. [32], regarding how services can 269
be utilized. AC policies are typically represented as follows: 270
1) constrained logic programs that support specific policy op- 271
tions; 2) constrained checks; and 3) administrator queries [33]. 272
AC policy can restrict the use of services to suitably qualified 273
principals and specify constraints that must hold when a service 274
is invoked [19]. 275

Recent development of AC policy framework includes lan- 276
guages and graphical approaches that specify different AC poli- 277
cies in a single framework [34]. A graph transformation-based 278
security policy framework was proposed by Koch et al. [12] 279
that included negative and positive constraints. The negative 280
constraints specify graphs not contained in any system graph, 281
and positive constraints specify graphs explicitly constructed in 282
a system graph. By combining a formal framework and a logic- 283
based language, Jajodia et al. [35] developed the authentication 284
specification language that can be used to identify different AC 285
policies that can coexist within the same system and be en- 286
forced by the same security server. Moreover, security assertion 287
markup language is an XML framework identified by OASIS 288
security services to exchange authentication and authoriza- 289
tion information. For AC across enterprises, Belokosztolszki 290
and Moody [36] proposed metapolicies. Hada and Kudo [37] 291
proposed XML AC Language, an XML-based language for 292
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Fig. 2. Fundamental VEAC model.

293 provisional authorization, which articulates the security poli-
294 cies to be enforced for specific access to XML documents
295 and provides XML with a sophisticated AC mechanism that
296 enables an initiator to securely browse XML documents and
297 securely update each document. Boella and van der Torre [38]
298 studied normative multiagent systems for secure knowledge
299 management based on AC policies.

300 III. FUNDAMENTAL VEAC MODEL

301 This section introduces the proposed fundamental VEAC
302 model, and its basic elements (Fig. 2), which has been derived
303 from the requirements of AC for VE and characteristics of VE.
304 It includes two submodels: one PBAC model for managing
305 public resources stored on VE and one RBAC model for
306 managing private resources stored on individual EMs [10]. In
307 the model, the solid-line and the dashed-line circles are used
308 to represent the elements in the RBAC and PBAC models,
309 respectively. The six kinds of associations are proposed to
310 indicate the various relationships among elements. Assignment
311 is a well-known relationship in RBAC to continue using in the
312 model. Aggregation is a grouping of other elements, which is
313 also called a has-a association. For example, a VE is a group of
314 EMs. Composition is an inclusion of other elements, which is
315 also called a contains-a association. If the containing element
316 is destroyed, the elements that it contains are also destroyed.
317 Element relation is an interacting mode of other independent
318 elements, which is further decomposed into various relations to
319 facilitate resource sharing. Sequence of workflow is the order
320 in which elements follow one another. Correspondence is a
321 version mapping relation of a functional task (FT) in other
322 project.
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A. RBAC Model

This paper slightly adjusts the basic RBAC model [39]-[41] 324
and seamlessly integrates it with the PBAC model. In the 325
adjusted RBAC model, as shown in the bottom layer of Fig. 2, 326
each element is described straightforwardly as follows. 327

323

1) User (U) represents a human or agent in an enterprise, 328
which includes direct users, indirect users, and nonmem- 329

ber users. 330
2) Role (R) represents a functional job or responsibility. 331
3) Private object (PrivateO) denotes a resource in an enter- 332

prise associated with private privileges. Private objects 333
are generally classified into three levels, which are public, 334
proprietary, and protection. The public classification can 335
be provided to the partners in a VE. 336

4) Private permission (PrivateP) is an approval of a particu- 337
lar mode of access to one or more private objects. 338
5) Session (S) maps a user to one or more roles. 339

6) U—R—A CU x R represents a many-to-many user to 340
role assignment relation. 341
R—PrivateP—A C R x PrivateP represents a many-to- 342
many role to PrivateP assignment relation. 343
Rie = {(z,y) : 2,y € R,z # y, and z conflicts with y} 344
signifies that role z conflicts with role y, and = and y 345
cannot be both assigned to the same user. 346
Ry ={(z,y) 2,y € R,z #y, and z is a superior of y} 347
indicates that role x is a senior to role y, and x inherits 348
the PrivatePs of y. 349
U—R—A,(r): R — 2Y, a function mapping a role r to 350
a set of users that can play this role. 351
U—R—A,(u): U — 2% a function mapping a user « to 352
a set of roles that can be played by this user. 353

7
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354 12) R—PrivateP— A, (private p) : PrivateP — 2%, a function

355 mapping a PrivateP, private p, to a set of roles that is
336 authorized to access this PrivateP.

357 13) R—PrivateP—Appvate p(r) 1 B — oFrivatel o fynction
358 mapping a role r to a set of PrivatePs that allows to be
359 accessed by this role.

360 B. PBAC Model

361 The top portion of Fig. 2 shows the PBAC model. The
362 core concept of model development, elements, and relations in
363 the PBAC model are introduced and defined in the following
364 sections in order.

365 1) Core Concept of the PBAC Model: A VE can perform
366 several projects (P) simultaneously, but a project can only
367 be performed by one VE. A project includes management-
368 level and operational-level tasks. The management-level tasks
360 control and manage the project’s progress and output according
370 to the project timestamp, whereas the operational level com-
371 prises FT's supervised and controlled by the project schedule.
372 Different project relations (PRs), such as subset, exclusion, and
373 reference, exist among projects to facilitate resource sharing
374 (refer to Section IV). Activities within a project can be divided
375 into several FTs, each of which has access to certain public
376 objects (PublicOs), which is public permission (PublicP) of the
377 FT. FTs involved in a project are constructed for performing VE
378 activities in the VE formation stage. The FT's are assigned to VE
379 roles (VERS) that are virtual roles created based on division of
380 labors. It is required to meet certain conditions to start or end
381 an FT. According to the goal and task requirements, an FT can
382 be divided into different stages by timestamp or FT. Users are
383 given different privileges depending on the project stage and
384 FTs. A VE is composed of several real EMs, each of which
385 can participate in more than one VE. Non-EMs (NEMs) are
386 enterprises that do not participate directly in the activities of
387 VE but participate in the activities of an EM which performs
388 directly the activities of the VE. All VE participants, including
389 three user types (direct, indirect, and nonmember users), are
390 generally called users (T7) which may play a different role (R)
301 in a different session. Each role has access to private resources,
302 called a PrivateP. A superior role can inherit the privileges of
393 inferior roles through role hierarchy (RH). The EM plays a VER
394 through a user or role to obtain the privilege of sharing public
305 resources in the VE and carry out practically the obligations of
306 a given VER and to achieve the VE goals. PACP is designed
307 to identify the resource sharing rules in a project. Through
308 constructing relations among projects and a PACP, users can
300 share resources among projects. The rules of sharing can be
400 modified at any time.

401  To simplify the complex assignment and facilitate resource
402 sharing across domains, some relations are gained by exploring
403 the three viewpoints of project, VE, and enterprise. From the
404 project viewpoint, PRs including subset, version, reference,
405 process, and exclusive relations (defined in Section IV) are
406 found out depending on the features of project, facilitating shar-
407 ing among projects. From the VE viewpoint, cooperative rela-
408 tions including dependent single-task, dependent multitask, and
409 independence (defined in Section V) are found out depending
410 on the information requirements of interaction and cooperation
411 among workers in VE, facilitating sharing among enterprises

involved in a VE. From the enterprise viewpoint, relations 412
proposed by RBAC [39], [40], including role hierarchy, static 413
separation of duty, and dynamic separation of duty, are used 414
herein to facilitate sharing among roles in an enterprise. 415

2) Fundamental Elements: This section concisely intro- 416
duces the fundamental elements of the PBAC model, each of 417
which is represented as follows. 418

1) VE = {ve: ve represents a dynamic Internet organization 419
consisting of EMs executing a project to achieve one 420
common business goal }. 421
EM = {em: em can be a substantive enterprise organi- 422
zation, a VE, or an individual, and it is a VE member 423
with at least one worker participating directly in the VE 424
activities}. 425
NEM = {nem: nem can be a substantive enterprise or- 426
ganization, a VE, or an individual, but it is not a VE 427
member; a nem has at least one worker participating 428
directly in the activities of EMs, and the activities have 429
direct relations with the FT of the VE}. 430
43 Project (P) = {p: p denotes the set of FTs, projects, and 431
subprojects performed by a VE}. 432

5) FT ={ft: ft is a set of VE activities, which have a 433
common objective and are undertaken by several VERs}. 434

6) VER = {ver: ver represents a virtual role formed to 435
enable professional division within VE, which is assigned 436

to perform more than one FT}. 437

7) Object (O) = {o: o denotes an information resource in- 438
cluding public and private resources which can be a data- 439
base, entity, attribute, tuple, document, XML document, 440
application, software component, or knowledge}. 441

8) PublicO = {public-o: public-o represents a subset of 442
objects owned by a VE, stored in a VE’s repository, and 443
implemented in a VE’s platform}. 444

9) Operation = {op: op is a set of access authorities, such as 445
write, read, and execute}. 446

10) PublicP = {public-p: public-p represents a permitted 447
mode of access to a PublicO}. 443

11) Permission = {z: x € PublicP U PrivateP}. 449
12) PACP: PACP identifies which project resources are pro- 450
tected and shared according to the relations among 451
projects and the shared rules and which activities are 452
forbidden in the VE scope. Each project involves a 453
PACP, which can be performed automatically by the 454
VEAC system. The PACP can be dynamically created, 455
enforced, and modified by administrators when the VE 456
environment changes. The main rules described in PACP 457
include the following: 1) rules of resource sharing among 458
projects, describing the resource sharing strategy and 459
relations among projects; 2) rules of resource usage in 460

a project, including constraints on VERs, FTs, PublicPs, 461

and assignments between elements; 3) rules of resource 462
sharing of various cooperation modes, identifying the 463
level of resource sharing according to the cooperation 464
mode between VERSs; and 4) rules of exception handling, 465
which can be classified into rules of permitted exception 466
handling and rules of forbidden exception handling. A 467
PACP language model used to construct the PACP is 468
shown in detail in Section V1. 469

2)

3)

3) Assignments and Relations: The following sections de- 470
fine the concept of assignments and relations between two 471
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472 elements involved in the model based on the concept of a
473 product set (refer to Definitions 1 and 2). Some functions
474 relating to all elements in the VEAC model are defined and then
475 applied to the following sections. These functions are shown in
476 Appendix L

477 Definition 1: Given two sets A and B, the product set or
478 Cartesian product of 4 and B, called the assignment of 4 and
479 B'in AC domain, is A x B = {(a,b) : a € 4, and b € B}.

480  Definition 2: Given sets A and B, a binary relation R from
481 Ato Bisasubsetof A x B,ie, RC Ax B.

482 4} Foundational Assignments: According to Definitions 1
483 and 2, the various assignment relations among elements are
484 defined as follows.

485 1) FT—S—Public— A C FT' x § x Public— 4, triple assign-
486 ment among three elements: FT, S, and PubicP,
487 FT—S—Public—A represents the set R publicp—a =
488 {(ft, st, public-p): ft € FT, ste Stage, public-pe PublicP,
489 the public-p is assigned to ft in stage s}.

400 2) P-VER-—A C P x VER, one-to-many P to VER as-
491 signment, is denoted by Rp_ver_a = {(p, ver)ip€ P,
492 ver € VER, and p involves ver}. The relation describes
493 which VERSs are included in project p.

494 3) VER-FT—-A C VER x FT, a many-to-many VER to
495 FT assignment, is represented by Ryer—gi—a = {(ver, ft):
496 ver € VER, ft € FT, and ver performs ft}. This relation
497 describes which FTs are undertaken by which VERs.

498  4) VE-EM—A4 C VFE x EM, a many-to-many VE to EM
499 agsignment, is denoted by Rve_em—a = {(Ve, em): ve €
500 VE, em € EM, and em is a member of ve}.

501 5) VE-P—A CVE x P, one-to-many binary assignment
502 from a VE to P, is represented by Rye_p—a = {(ve, p):
503 ve € VE, p€ P, and ve performs p}. This relation
504 records which project is performed by a VE.

505 6) EM—NEM—A C EM x NEM, many-to-many EM to
506 NEM assignment, is represented by Rem—nem-—a = 1 (€11,
507 nem): em € EM, nem € NEM, and nem supports em
508 to perform some tasks of the VE—EM— A, (em)}. This
509 relation holds the assignments between EMs and its part-
510 ners (NEMs) to support the tasks of a VE.

511 7) FT workflow (FTWf) C FT x FT, many-to-many binary
512 relation on FT, is denoted by Rprwe = {(fts, ft;) : ft;,
513 ftj e FT, p;, D e P, ft; < py, ftj C py, H 7& 7, ft; is an
514 event FT of the action FT ft;} that indicates that ft;
515 is authorized to use the PublicPs of ft; when ft; is
516 accomplished.

517 8) Correspondence C FI' x FI, one-to-one binary relation
518 on BT, isrepresented by Feorrespondence = {(fts, fty) : fty,
519 ftj e FT, p;, P P, ft; < p;, ftj C py, i # 4, ft; is the
520 preversion offt;, whereas ft; is the postversion offt; }.

521 5) Assignments Across Models: This section defines the
522 assignment relations across models in order to establish the
523 combination relations of relevant elements among two AC
524 models. These relations are as follows.

525 1) EM—U—-A CEM x U, one-to-many EM to U assign-
526 ment, is represented by Rem_u_a = {{em,u): em €
527 EM, wel/, and em have an employee u}. If
528 3 emyRem_u_atil, eMoflay_y_attz, €my,ems € EM,
529 and uy,ug € U, then =3 emg Ropy_y_atiy-

530  2) NEM—U—A C NEMx U, one-to-many NEM to U/ as-
531 signment, is denoted by Rpem_u_a ={(nem,u): nem €

NEM, uwe U, and nem have an employee u}. If 532
d nemy Rpem_u—_ati1, N€Ms Apem_u_atiz, N€My, NeMg € 533
NEM, and u1, us € U, then =3 nems Ryem_u_a¥1- 534
3) R—VER—A C R x VER, many-to-many R to VER as- 535
signment, is represented by By _ver—a = {(r,ver): r € R, 536
ver € VER, and r is assigned to play ver}, then VER ver 537
can be assigned to different roles, whereas one role can 538
play different VERs at the same time. 530

IV. PRs 540

A PR (R,) indicates the level of information exchange 541
and reuse and also the situation of cooperation between two 542
projects. Various PRs describing the relation between two 543
projects can propagate the authorizations of an FT to other 544
FTs. Different PRs may occur between two projects and may 545
alter with time based on project management and share re- 546
quirements. While a VEAC-based AC platform is implemented, 547
administrators construct the project resource access strategy in 548
a PACP to indicate the level of resource sharing of each type 549
of PRs. In the project life cycle, the PRs and the PACP can 550
be modified at any time to respond to the demands of resource 551
sharing. Resource sharing or reusing is determined based on 552
five attributes of each FT: 1) FT state (Agate) holds the status 553
of the FT being performed; 2) FT stage (Asage) records the 554
current timestamp of an FT for appropriate resource sharing 555
according to its states, 3) allowed reference (A,¢) decides 556
whether the FT can be referred by relative FT in a postversion 557
project; 4) allowed subproject (Asup_p) determines whether the 558
FT' can be referred by its subprojects; and 5) allowed main 550
project (Amain—p) decides whether the FT can be referred by 560
its main project. 561

To introduce the PRs, given a set Project (P) and z, ¥ € P, 562
a binary relation PR (Rp) on P is a subset of P x P, which is 563
distinguished into five subrelations presented in the following 564
sections. For convenience in the following discussion, two 565
inherited functions applied in the following sections are defined 566
to indicate varying degrees of privilege inheritance. 567

1) Strong-inherited function Inheryong (ft) is defined as all 568

permissions assigned to the ft are inherited, including 560
read (to retrieve data), update (to modify data), insert (to 570
write new data), and create (to create an object). 571
2) Weak-inherited function Inher yeak (ft) is defined as only 572
read permission from the ft is inherited. 573

A. Subset Relation 574

Subset relation (Rys) describes the relation between a main 575
project and its subproject. The relation simplifies a large num- 576
ber of assignments. For instance, an FT called announcement 577
shows information about the progress of a project. Through the 578
subset relation, all workers in the main project and subprojects 579
of the project are permitted to look up the progress of the 580
project. The set of pairs of projects between which have subset 581
relation is represented by zRpsy = {(z,y) :z,y € Pz #£y, 582
and z “is a subset of” y}. A main project is permitted to 583
access the resources of its subproject, but an administrator 584
may set or disable the capability by changing the status of the 585
allowed main-project attribute of its each FI. Fig. 3 shows an 586
example of the subset relation to demonstrate these constraints, 587
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Fig. 3. Example of subset relation.

588 where Project py involves three subprojects pyi, pi2. and pia,
589 and project pyy is further decomposed into subprojects pyy4
590 and py12. Owing to p1aFRyepr, PublicPs, such as public-ps and
591 public-ps, are assigned to p; and pi3 via FTs, whereas EMs,
592 such as em; and emy, are permitted to participate in veqq and
593 veqy1. Two functions privilege,,,;, (1) and privilegeg,,,_(ft)
594 are defined, respectively, in (1) and (2), shown at the bottom
595 of the page, for propagating user’s privilege from the main
596 project and subproject, respectively, where variables are intro-
597 duced as follows. Function (1) indicates that the privileges of
598 ft1; involve the PublicP and PrivateP assigned to the ft;; and
599 fto;(1 < j < n) when the conditions shown in the equation
600 hold; otherwise, the privileges of fti; only have the PublicP
601 and PrivateP from ft;;. Due to the limited space, function (2)
602 shows the propagation of user privileges from subproject, which
603 is similar to function (1) and is not further introduced in detail.
604 py is the main project of py that is the subproject of py, fti;’s
605 are the FTs involved in py, 1 <4 < m, and fty;’s are the FTs
606 involved in pa, 1 < 7 < n. Several constraints are applied to
607 use a subset relation: 1) A main project may have more than
608 one subproject; 2) a subproject is only involved in one main
609 project; 3) an EM may participate in the main and subprojects;
610 and 4) a PublicP is only permitted to be assigned to different
611 projects with subset relations.

612 B. Version Relation

613 Version relation (R ) describes a project y called a postver-
614 sion project that is extended from a project z called preversion
615 project and planned with reference to the preversion project.
616 Therefore, the pre- and postversion projects have similar tar-
617 gets, FTs, and participants. The relation helps support version-
618 dependent authorizations by enabling the reuse of resources for
619 a new product, thus reducing its time to market. Because the
620 pre- and postversion projects have similar targets, activities, and

participants, the postversion T in the postversion project corre- 621
sponds to the preversion IFT in the preversion project. While the 622
postversion FT is performed, the privileges owned by the pre- 623
version FT are inherited by the postversion FT using the weak 624
inheritance. The set of pairs of projects between which have 625
version relation is represented by zRpvy = {(z,y) : 2,y € 626
P,z £y, and z “is the preversion of” y}. Fig. 4 shows an 627
example of the version relation, which demonstrates that project 628
p1 is the preversion of project po. Project p; for developing 629
a car engine consists of FTs ft;; and ft;», whereas py for 630
developing a new engine based on the engine developed by p; 631
comprises ftoq, ftoe, and ftog. FTs fty; (requirement analysis) 632
and ft1o (conceptual design) correspond to fto; (requirement 633
analysis) and ftps» (conceptual design), respectively, whereas 634
ftos (primary design) is created for another task, which is not 635
extended from p;. Therefore, while the fty; performed, workers 636
must refer significantly to information owned by ft11. Due to 637
p1Rpyp2, each FT in project po is performed by VERs, which 638
are allowed to refer to PublicPs of corresponding FTs in p; 639
if the attribute allowed reference of corresponding FT is true. 640
As shown in Fig. 4, a user wq is assigned to perform the fta; 641
through (wq,7y), (r1, veray), and (veray, ftor); in addition to 642
the public-pa; and public-pa2, w1 may refer to the public-p11, 643
public-p12, and public-pis. Function (3) shown at the bottom 644
of the next page is presented to indicate that the privileges of 645
fto; involve the PublicP and PrivateP assigned to the fto;, and 646
partial PublicPs of the corresponded FT fty; of fto; through the 647
use of weak inheritance function when the conditions shown 648
in the function hold; otherwise, the privileges of fio; only 649
have the PublicP and PrivateP from fto;. p1 is the preversion 650
project of po that is the postversion project of pq, fty;’s are the 651
FTs involved in pq, and fta;’s corresponding to fty;’s are the 652
FTs involved in ps. Several constraints are applied when using 653
the version relation to support resource sharing between two 654
projects: 1) A postversion project has less than one preversion 655

. _ [ FT—Permission—A(ft;;) U FT—Permission—A(fto;)  if 3 py Rpgpa A Amain—p Of fto; = “true”
privilegey, ainp (ftis) = {FT—Perrnission—A(ftu) otherwise &

L. | FT—Permission—A(fty;) U FT—Permission— A(fty;) if 3 p1 Rpepa A Agup—p of fty; = “true”
privilege,, p(flz;) = {FTfPermissioan(ftzj) otherwise @
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Fig. 4. Example of version relation.

656 project contrariwise; 2) an FT has less than one corresponding
657 IFT; and 3) an EM may participate in pre- and postversion
658 projects simultaneously.

659 C. Reference Relation

660  Reference relation (Rp,) describes a project z called refer-
661 ring project referring to resources in other project y that is
662 called the referred project. The reference relation indicates that
663 the same users and enterprises can participate in both the refer-
664 ring and referred projects. If two projects have a reference rela-
665 tion, then users in the referring project can refer to the resources
666 of the referred project. While the value of attribute allowed ref-
667 erence of an FT equals true, then the FT can be referred. The set
668 of pairs of projects between which are referred by each other is
669 represented by zRpy = {(x,y) 1 x,y € P,z # y, « refers to
670 resources in y, and (-3 zRpey) A (-3 yRpex) }. Project z may
671 refer to y if and only if the following conditions hold: R,; N
672 Ryjo EMym NEMy,, FT.; NFTy, PublicPy, N PublicPy,,
673 and PrivateP,. N PrivateP,; permit unequal ¢, where R,
674 EMyp,, FTg, PublicP,,, and PrivateP,. are associated with
675 project z, and Ry;, EM,,,, FT,;, Public-P,,, and Private-P,
676 are associated with project y. That is, roles, EMs, FTs, PublicP,
677 and PrivateP may be assigned to p; and p». Fig. 5 shows an ex-
678 ample of the reference relation, which indicates that project pq
679 can refer to project po through the reference relation py Rppa.
680 Role 731 is assigned to perform VERSs very; and veray, veryy

performs FTs fty; and ftyo in project py, and vere; performs 681
ftoy in project ps. Therefore, user wsy may utilize the public- 682
P11. public-pyo, public-pis, public-p24. and public-pes through 683
(u31,731). The following constraints are applied when using the 684
reference relation: 1) A project may be assigned to more than 685
one project for resource sharing, and 2) a project may refer to 686
more projects simultaneously. 687

D. Process Relation 688

Process relation (Rpp) describes the executive sequence 689
of two subprojects from the time view and can deter- 690
mine the time for sharing project resources. A process re- 691
lation can be applied to determine the executive sequence 692
of all subprojects of a project. The set of pairs of projects 693
between which have process relation is represented by 694
using zRppy = {(2z,v) 1 2,y,2 € Pyx #y # 2,(3 xRpsz) A 695
(3 yRpsz), and = “must be achieved, then start" y}. While 696
the relation is built on two projects, the administrator must 697
specity the sequences of related FTs across the project bound- 698
ary. This relation can support process-dependent authorization 699
propagation when executing an action FT that can use the 700
resources of the event FTs in event project. Fig. 6 shows an 701
example of a process relation, in which project p; denotes the 702
event project of action project po; p1 performs ft1; and ft;2, and 703
po performs ftaq, ftye, and fios; and fty1 denotes an event FT 704
that triggers the fty1 and ftoy (called action FTs). When fto; is 705

privnegeversion (ftQj )

{

FT—Permission—A(fta;) otherwise

1

FT—Permission—A(ftz;) U Inheryear (FT—PublicP—Apupiic_p(ftis))

if 3 lepVPZ A Aref of ftli = “true” (3)
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Fig. 5. Example of reference relation.

706 triggered and performed, user u; obtains authorizations public-
707 p11, public-pia, and public-pis from fty1, and authorizations
708 public-poq and public-pys from fioy.

709  Function (4) shown at the bottom of the page, showing
710 the propagation of user privilege by using process relation, is
711 presented to indicate that the privileges of ftaction involve the
712 PublicP and PrivateP assigned to the ft,.tion and also partial
713 permissions of the event FT fteyent Of the ftaction through the
714 use of the weak inheritance function when the conditions shown
715 in the function hold; otherwise, the privileges of ftaction Only
716 have the PublicP and PrivateP from ft..tion. p1 18 the action
717 project of po that is the event project of p1, ftaction i the action
718 FT included in pq, and fteyent is the event FT included in ps.
719 Using the process relation must obey the following constraints:
720 1) A process relation exists between two projects which must
721 have the subset relation; 2) an event project may trigger more
722 than one action project simultaneously; 3) an event FT may
723 trigger more than one action FT simultaneously; and 4) an
724 action project may be triggered if all of its event projects are
725 accomplished.

726 E. Exclusive Relation

727 Exclusive relation (R.) identifies mutual conflict between
728 two projects, signifying that the resources of the two projects
729 cannot refer to each other. The exclusive relation is default.
730 That is, two projects are preset as exclusive relation if no other
731 relation exists between them. The set of pairs of projects that
732 conflict with each other is represented by zRpey = {(z,¥) :
73 2,y € Px# y,x “conflicts with" y, and (=3 zRpy) A
734 (- JyRpez) . If two projects are exclusive, then all users, EMs,
735 FTs, and permissions in a project are exclusive with the other
736 project. That is, an enterprise is disallowed from participating
737 simultaneously in two projects with exclusive relation; attempts

—

(fti2,ppi2)

(Rz1.ppa)

by users of the exclusive projects to use the same resources are 738
rejected. Using the process relation must obey the following 739
constraints: 1) A project may conflict with more than one simul- 740
taneously; 2) a PublicP may not be assigned to two exclusive 741
projects; and 3) an EM is not allowed to be assigned to two 742
mutual exclusive projects. 743

V. COOPERATION MODES AMONG TwoO VERS 744

This section introduces three cooperation modes among 745
VERSs based on the resource sharing requirements of collabo- 746
rative operations in the VE. 747

Cooperation mode (R.) describes interactions among VERS 748
according to the dependent level of their duties. Given a set 749
VER, =z and y € VER, a binary relation cooperation relation 750
(R.) on VER is a subset of VER x VER, which is distinguished 751
into three cooperation relations. For convenience in the follow- 752
ing discussion, two items are first defined in terms of authority 753
inheritance. A VER in cooperative mode can inherit strongly or 754
weakly the privileges from the other VER. Strong inheritance 755
means that the privilege of a VER can be fully inherited by the 756
other VER, whereas weak inheritance means that the privilege 757
can only be partially inherited, such as only inheriting read 758
privilege. 759

1) Dependent single-task mode ( Rcqs) is the most seamless 760

cooperative relationship between two VERS, working to- 761
gether to perform FTs, that have dependencies and share 762
resources with each other. The two VERS’ permissions 763
are inherited from each other via strong inheritance 764
(defined in Section IV). When two VERs collaboratively 765
perform different FTs, the users playing the two VERs 766
obtain the same permissions from the FTs. The set of 767
pairs of VERs with R.4s is represented by using 768
zReasy={(z,y) : z,y eVER, z £y, I(z, ft1), (y, ft1) € 769

FT—Permission—A(ftaction) U Inheryeakx (FT—Permission—A (ftevent ))

privilege ,  cess (faction) =

if A(p1 Rprpa) A (Astate Of flevens = “achieved”) A (Arer Of fteyens = “true”)

“

FT—Permission—A(ft,ction) Otherwise
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VER—-FT—A — FT—PublicP—Apupiic_p({VER —FT —
A_ft(z) : (z,ft) € VER—FT—A}) are inherited strongly
by VER y, and FT—PublicP—Apupiic_p({ VER—FT—A_
ft(y) : (v, ft) € VER—FT—A}) are inherited strongly
by VER =z, and (-3 zRcamy) A (03 yReamz) A
(=3 zRiy) A (-3 yReiz)} means that VERs z and y
cooperate to perform an FT fty and have the same access
privilege to all its resources.

Dependent multitask mode (Rcqm) indicates that two
VERSs interact when performing different FTs. For in-
stance, the results of an FT performed by a VER affect
those of an FT performed by another VER. The two VERs
inherit each other’s permissions via weak inheritance.

(ftas.ppad)

Action-functional task

x,y€VER, z # y, T—PublicP— Applic_p ({VER—FT— 802

Ag () : (z, ft;) € VER—FT—A}) are not inherited by 803
VER y, and FT—PublicP— A pypic_p({ VER—FT-Ag(y): 804
(y,ft,) € VER—FT—A}) are not inherited by VER z, 805
and (-3 zRcasy) A (m3 yReasz) A (3 zReamy) A 806
(=3 yReamz)}. 807
The use of cooperative relations is constrained by the follow- 808
ing rules. 809
D #{y: (z1,y) € Re,z1,y € VER}) >0 means that a 810
VER x4 is permitted to have different cooperation modes 811
with other VERs. 812

2) #({(z1,91) : (#1,91) € R, 21,41 € VER}) < 1 signi- 813
fies that only one cooperation mode is permitted between 814

The set of pairs of VERs with Rcqm, is represented by two VERs. 815
using zRcamy = {(z,v) : z,y € VER, z # y,V(x, ft,,),
(9, fty )EVER—FT-A —FT—PublicP-Apypiec_p ({ VER— VI. PACP LANGUAGE MODEL 816

FT—Ag(x) : (z,ft;) € VER-FT—A}) are inherited
weakly by VER y, and FT—PublicP—Apupiic_p
({VER-FT—Ag(y) : (y,fty) € VER—FT—A}) are
inherited weakly by VER z, and (=3 zRcqsy) A
(=3 yReasz) A (-3 zRqy) A (-3 yRez)}. Hence,
VERs z and y perform related FTs separately, and that
outputs of the FT's are referred to each other.

Independent mode (R.;) indicates that two VERs inde-
pendently perform their FTs, disregarding the outputs
generated by other FTs. The relation is applied to pro-
tect business secrets when companies that compete with
each other perform VERs. If the two VERs work inde-
pendently, then they are not permitted to perform the
same FTs and have each other’s access privileges for FTs
performed by them. The set of pairs of VERS bet-
ween which have R.; is represented by z Reiy = {(z,v):

Based on the VEAC model, the PACP language model for 817
VEs designed in this paper, as Fig. 7 shows, is represented in 818
class model of Unified Modeling Language (UML) and mainly 819
targets contents of information text. This model features an 820
object-subject—action—condition AC policy consisting of multi- 821
ple sets of authorization rules that jointly determine user access 822
permissions. Therefore, regarding specific resource (object), 823
authorization (action) to execute certain resource is granted to 824
certain users (subject) under certain restrictions (conditions). 825

The PACP language model for VEs has been proposed in this 826
section for the following reasons: 1) to provide a method that 827
effectively describes resource AC policy for VEs; 2) to reduce 828
costs and complexity in resource AC; 3) to improve flexibility in 829
managing access permission; and 4) to make the management 830
of resource access permission adaptive to changing needs in a 831
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Project Access Control Policy

. : -version @ String
consist of ! &

-state @ String

-policy-no. : String
-update-time : Date

consist of

1

1.#

Virtual Enterprise Access Control Policy
-ve-name : String

-objective : String

-update-time : Date

-state ; String

consist of

Enterprise Access Control Policy
-company-11 : String
-comany-name : String
-responsibility @ String
-update-time : Date

-state : String
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Fig. 7. PACP language model.

832 business environment in a timely manner. The PACP language
833 model has the following main components.

834 1) PACP. A PACP consists of one VEAC policy (VEACP)
835 and many enterprise AC policies (EACPs), which are sets
836 of rules.

837  2) VEACP, a set of rules, describes the regulation and con-
838 straint on resource AC and sharing in a VE to manage the
839 VE's resource.

840  3) EACP, consisting of a series of rules, describes rules and
841 conditions for enterprise resource AC for each EM. Its
842 rules shall not be in conflict with the VEACP it belongs
843 to and must comply with the sharing rules agreed upon
844 by VE so to make available resource in need of sharing.
845 4) Rule element is the most basic unit of policy and corre-
846 sponds to the conventional concept of authorization. The
847 principal components of rule have a target, effect, condi-
848 tion, and rule combining algorithm. Each rule permits or
849 denies one or more subjects o performing actions on one
850 or more objects under some conditions.

851 5) A target element involved in a rule defines the set of
852 objects, subjects, and actions to which the rule or policy
853 applies.

854 6) Object may be data, information, and knowledge owned
855 by the VE or one of its EMs.

856 7) A subject is an actor whose attributes may be referenced
857 by a predicate. Actor may be a user, role, enterprise,
858 or VER.

859 8) An action is an operation on resource.

860 9) A condition element represents additional constraints that
861 further refine rule applicability.

862 10) Rule combining algorithm compresses the output from
863 the embraced rules. The PACP language model has four
364 rule combining algorithms: deny overrides, permit over-
863 rides, first applicable, and only-one-applicable. Based on

the selected combining algorithm, an authorization deci- 866
sion can be permit, deny, not applicable, or indeterminate. 867
11) Effect is the intended consequence of a satisfied rule— 868
either Permit or Deny. 869

VII. VEAC MODEL CONSTRUCTION METHODOLOGY 870

The proposed formal VEAC model can efficiently manage 871
and share information resources in the VE life cycle. To as- 872
sist the administrators of VEs and their EMs to successfully 873
implement the proposed fundamental VEAC model and to use 874
the PACP language model appropriately for VE information 875
resource security and sharing, this section develops a VEAC 876
model construction methodology based on the five phases of 877
VE life cycle, namely, identification, formation, design, oper- 878
ation, and dissolution phases. The methodology provides the 879
security administrators of the leader and partners of VEs with a 880
systematic method for the following reasons: 1) to identify the 881
fundamental elements of VEAC model, such as P, VER, FT, 882
U, R, PublicP, and PrivateP; and 2) to establish assignments be- 883
tween elements, PRs between projects, and cooperation modes 884
between VERs. The VEAC model applied for certain VE 885
is initially planned at the formation phase, all elements and 886
assignments of the VEAC model are designed at the design 887
phase, and the constructed VEAC model is implemented at 888
the operation phase. Thus, information resources are managed 889
at the operation and dissolution phases. The goal, procedure, 890
inputs, outputs, and related method and technologies of each 891
phase of the methodology are separately introduced in the 892
following sections. 893

A. Identification and Formation Phases 894

Fig. 8 shows the first two phases in the proposed method- 895
ology, namely, identification and formation phases, which are 896
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Fig. 8. Identification and formation procedures of a VE.

897 introduced simply as follows.
808 1) Identification phase numbered Al defines the boundaries

899 of a VE to analyze whether the goals, technologies, and
900 cost of the VE are acceptable; to evaluate the complexity
901 of the VE; and to establish procedures for supporting
902 later VE activities. The leader of a VE generally analyzes
903 historical transaction data or carries out market research
904 to find out a valuable and feasible market opportunity and
905 then to form a VE. To achieve the aims of the identifica-
906 tion phase, the following seven numbered actions (the left
907 of Fig. 8) should be undertaken in order or repetitively:
908 (A1l) searching and recognizing market opportunities;
909 (A12) assessing the size, scope, and complexity of the op-
910 portunity; (A13) determining the competences required
911 by the opportunity; (A14) estimating costs and revenues;
912 (A15) analyzing the feasibility of the opportunity; (A16)
913 assessing the need of opportunity decomposition; and
914 (A17) decomposing the opportunity into small sub-VEs
915 to perform the decomposed opportunities, thus establish-
916 ing Rps between the main and subprojects. The final
917 output of the phase is a practical and valuable opportunity.
918  2) Formation phase numbered A2 selects suitable partners
919 against alignment factors for their skills, experiences,
920 and capabilities; identifies each member’s responsibil-
921 ities explicitly; ensures that every member of the VE
922 understands his own individual roles and responsibilities;
923 and allocates project resources, including people, service,
924 facilities and equipment, supplies and materials, and
925 money. To accomplish this process at the formation
926 phase, the following six numbered actions (the right of
927 Fig. 8) should be executed in order or repetitively: (A21)
928 creating the scope statement, alternatives, and feasibility
929 of a VE; (A22) generating a potential candidate part-
930 ner list and their interests; (A23) selecting appropriate
931 partners for the VE and its sub-VEs and measuring the
932 possible risk from the partners; (A24) identifying the VE
933 manager and work team of each partner; (A25) negotiat-

A2: Formation phase

'

A21: Create a scope statement, alternatives,
and feasibility

A22: Generate an potential candidate
partner list and their interests

A23: Select appropriate members and
measure the risk of the opportunity

A24: Identify the manager and the work
team of each member

A25: Negotiate and contract with the
selected members

R

A26: Establish the VE initiative plan and
management procedure

A3: Design phase

ing and contracting with the selected partners for sharing 934
and using resources; and (A26) establishing the initiative 935
plan and management procedure of a VE and its sub-VEs. 936
The final outputs of achieving the six actions include a 937
certain VE organizational structure model and contracts 938
for cooperation among all EMs. The design phase is then 939
executed based on this model. 940

B. Design Phase 941

The design phase in the proposed methodology is a signif- 942
icant phase for constructing a real VE based on the proposed 943
VEAC model, since it is relative mostly to the plan and de- 944
sign, and resource use and assignment of VEs (Fig. 9). The 945
actions involved at the phase are achieved collaboratively by 946
the security administrators of the VE leader and all partners 947
for managing public and private resources and VE user au- 948
thorizations. The design phase numbered A3, which includes 949
three subprocedures A31, A32, and A33, is described as 950
follows. 951

1) Subprocedure A31—Plan and Design VE: The subproce- 952
dure models a VE in terms of organization, business, process, 953
and activity perspectives. The detailed organizational structure 954
model, business and resource sharing regulations, VE process 955
model, and activity models of each EM are produced at the end 956
of subprocedure A31. The subprocedure involving six actions 957
is numbered and described below. 958

(A311) Identify all participators of each partner. Each partner 959
in the VE is assigned certain tasks or responsibilities at the 960
formation phase. The subprocedure starts with action A311 961
from the organizational view, in which each partner has to 962
choose suitable employees or teams to perform enterprise- 963
assigned tasks, according to employees’ skills, experiences, 964
and capabilities. At the time, partners must offer a list of 965
employees who participate directly or indirectly in the VE 966
and are permitted to access the VE resources. The employees 967
involved in the list become user elements in the VEAC model. 968
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Fig. 9.

969  (A312) Identity initial business and resource using and
970 sharing regulations. From a business perspective, action A312
971 identifies regulations regarding usage and sharing of resources
972 to restrict the behavior of partners and specity each participa-
973 tor’s responsibility and obligations. In the VE organizational
974 structure model, every participator in a VE is assigned certain
975 tasks, which are performed and restricted by the regulations.
976 The regulations are then converted into VEACP and EACPs
977 by A336.

978 (A313) Design the core processes of VE and the intraenter-
979 prise processes of partners. Based on the planned VE process
980 at A2, a VE leader at the phase designs the core processes of
981 the VE project represented by a project evaluation and review
982 technique chart. The core processes are composed of many
983 activities to accomplish VE’s goal. Each activity in the core
984 process is assigned to certain partners to perform. Each partner
985 must then spread up and perform its assigned activities and
986 integrate them into its intraenterprise processes. Finally, PRs
987 Ry, Rpp, Rpp, and Rpe can be established at action A313 if
988 they are needed.

989  (A314) Plan schedule. According to the core VE processes
990 designed by A313, the VE leader at the action negotiates and
991 communicates with partners to plan the start and end times of
992 each activity in the core VE and intraenterprise processes, and
993 the activity prerequisites.

994 (A315) Decompose activities into manageable tasks. The
995 activities involved in the core VE and intraenterprise processes
996 are further decomposed into tasks until every task can represent
997 a manageable amount of work that can be planned, scheduled,
998 and assigned. A work breakdown structure, comprising a hierar-
999 chical decomposition of project, activities, and tasks, is planned
1000 at this point. The decomposed tasks are then further decom-

A322: Create plans for using and sharing
FESOUrces

l A3: Design phase

Y A332: Transform tasks into functional tasks ‘

Y
A333: Identify permissions based on the
plans for resource using and sharing

A334: Specify assignments between all
elements

A335: Specify cooperative relations between
- N
VERs

Y
A336: Construct PACP ‘

posed or combined into manageable tasks in terms of resource 1001
AC. The priority of every manageable task is determined from 1002
the start and end times of the original tasks, the information 1003
flow between tasks and task outputs. 1004

(A316) Estimate the activity models. An activity model is 1005
composed of some partially ordered tasks that are conducted 1006
to achieve the actions to be performed within a VE. Action 1007
A316 estimates the duration of every task and changes the 1008
baseline based on reasonable estimations. The following factors 1009
should be addressed: 1) the resources that should be used; 1010
2) the amount of time required; 3) how many people are needed; 1011
4) the skills that are necessary; and 5) the tasks that need to 1012
be completed before other tasks are started. Subprocedure 2 is 1013
executed after all tasks are estimated. 1014

2) Subprocedure A32—Estimate Usable Resources and Cre- 1015
ate a Resource Use Plan: Subprocedure A32 estimates the 1016
usable VE resources and builds a resource use plan for the entire 1017
life cycle of a VE. The plan is adopted to restrict assignments 1018
between elements and to build the PACP. 1019

(A321) Estimate usable resources and expectable outputs. 1020
The first action of this subprocedure estimates usable VE 1021
resources according to the activity models outputted by A316. 1022
These resources include public and private resources, which are 1023
supplied or shared with partners to facilitate the execution of 1024
VE tasks. In addition, the administrator has to expect possible 1025
outputs during the execution of each task and know whom the 1026
outputs will be shared with. Some shared outputs should be 1027
specified by specific data containers, which are then converted 1028
into permissions and assigned operations permitted on them 1029
at A333. 1030

(A322) Create plans for using and sharing resources. Based 1031
on the regulations created by A312, the result of A321, and 1032
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Fig. 10.  Engine R&D project.

1033 the activity models of A316, the action forms a resource using
1034 and sharing plan, which describes which users, activities, and
1035 partners can use or share which resource.

1036 3) Subprocedure A33—Construct the VEAC Model and
1037 Policies: Subprocedure A33 identifies the elements, assign-
1038 ments, relations, and policies involved in the VEAC model
1039 according to the outputs at subprocedures A31 and A32.

1040 (A331) Identity VERs based on the VE organizational
1041 model. VERs can be identified by using two different methods:
1042 decomposing the VE's goal or decomposing the VE's orga-
1043 nizational structure. In the first method, the aim of a VE is
1044 decomposed into little goals that can be completed by a single
1045 individual or team. Each of these little goals is then transformed
1046 into a VER. In the second method, the organizational structure
1047 of a VE is decomposed hierarchically into different levels of
1048 element, namely, EM. department. team, role, and user. Several
1049 elements in the same level are then chosen to form a VER
1050 if they can be assigned to different workers; they have the
1051 same authorizations, and they do not have resource security
1052 problems resulting from sharing or collaboration. Finally, those
1053 single elements that cannot be assigned to different workers are
1054 converted into VERs.

1055 (A332) Transform tasks into FTs. Action A332 trans-
1056 forms the manageable tasks in activity models into FTs,
1057 whose properties must be filled in. If the resources of a
1058 manageable task simultaneously allow and disallow sharing,
1059 then the manageable task must be decomposed into two or
1060 more FTs.

1061 (A333) Identify permissions based on the plans for resource
1062 using and sharing. Action A333 combines resources and as-
1063 signs operations on the resources to form PublicP and PrivateP.
1064 The PublicPs are identified by a VE leader administrator, and
1065 the PrivatePs are identified by every partner’s administrator.
1066 (A334) Specify assignments between all elements. All el-
1067 ements involved in the VEAC model have been identified at
1068 previous actions. This action specifies all assignments between
1069 two elements, such as VE—P—A, P-VER—A, VER—FT—A,
1070 FT—PublicP—A, and R—VER—A.

1071 (A335) Specify cooperative modes between VERs. The co-
1072 operative modes between two VERSs are specified here accord-
1073 ing to the resource usage and sharing plan.

121

(A336) Construct PACP. Based on the proposed PACP lan- 1074
guage model, the action utilizes the business regulations and 1075
the resource using and sharing plan to build the PACP of the 1076
VE, including a VEACP and several EACPs. The VEACP is 1077
built by the administrator of the VE leader, and the EACPs of 1078
partners are built by their administrators. 1079

C. Operation and Dissolution Phases 1080

1) Operation phase first sets up the real VEAC model mod- 1081
eled in the third phase. The VEAC system can then 1082
manage VE information resources and generate user au- 1083

thorizations, and monitor, control, and report progress 1084
against goals, schedule, and milestone of the VE. 1085

2) Dissolution phase assesses successes or failure at the 1086
conclusion of the VE, and its results pave the experience 1087
for the next new VE. The PACP established at the design 1088
phase of a real VE must be modified to comply with the 1089

resource sharing rules after the VE dissolution, 1090
VIII. EXAMPLE OF PRACTICAL VE APPLYING 1091
THE VEAC MODEL 1092

This section utilizes the automobile industry as an example 1093
to verify the feasibility of the proposed fundamental VEAC 1094
model and the PACP language model. Fig. 10 shows a new 1095
car engine R&D project (py) performed by VE ve,. In Fig. 10, 109
only parts of the projects are shown; some elements and as- 1097
signments regarding the project and its three subprojects are 1098
shown in detail in the following tables. The engine R&D 1099
project has three subprojects: cylinder head design (pi1). 1100
cylinder block design (p;2). and crankshaft design (py3). pi1 1101
is associated with p2 by using process and reference relations 1102
(pr1Rppp12 and pry Rpepr2); pre is associated with pyy via 1103
process and reference relations (p12Rpppn and praRppri)s 1104
P13 is exclusive to pyy and pyo via p Rpepia and proRpepia, 1105
and p; is exclusive to pyo via py R,epi2. According to these 1106
definitions, py; and pj2 have stronger requirement for resource 1107
sharing, whereas pj2 and py3 are independent. This example 1108
focuses on trust evaluation between the four projects and trust 1109
evaluation between three VERs (veyy, veys, and ves) involved 1110
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TABLE 1
VE—P—A anp P-VER—A LIsTS
R Performed L N
VE Name Project Involved VERs Objectives of the Project
. Designing a car engine (displacement:
vey: engine R&D P verin veriz 2000!:7:2. End Imrslcj:f)_owr >{J40 Hp})
veyy: eylinder head VEr|, Veria, T v evlinder he fthe eneine
design Pu very s Designing the cylinder head of the engine
vejz: eylinder Veriz, ver iz, Designing the cylinder block and the timing
block design P Ver|as Versg gear cover of the engine
ve;s:  crankshafi VEMBLYER Desipning the crankshaft and connecting rod
design P VETERVEN3as of the engine
VEr 35, Ver 16
TABLE 11
COMPANY LIST
Company Company Number of  Company .
No. Name Employees Address Core Capacities
enty Company-A 100 .-{:j':f]: Block, Internal Combustion Engine
. Taipei et
emy Company-B 20 Taiwan Cooling System
eny Company-C 200 %e}::]ag Cylinder
ey Company-D 1200 Djlsr:" Cylinder
. - TaichungT  Internal and External Combustion
emis Company-E 5 aiwan Engines
entg Company-F 13 ::k:: Main Bearing, Vibration Damper
ey Company-G 100 SE,:LE‘:“ Flywheel, Crankshaft, Cam

1111 in py;: hence, some elements or assignments are ignored in the
1112 following tables.

1113 Table I, the VE—P—A and P—VER— A lists, shows the VE
1114 name, project performed by the VE, the VERs involved in the
1115 VE, and the project objectives. For example, ve; involves two
1116 VERs, very; and veryz, and performs project p; whose aim is
1117 to develop a 2000 cc car engine with at least 140 hp.

1118 Table II lists the detailed information for each company
1119 participating in the four VEs.

1120 Table III, the VE—EM—A list, shows all EMs in each VE;
1121 for instance, the companies participating in vey; are em;, ema,
1122 and emg.

1123 Table IV lists the attributes of FTs that are associated with the
1124 four projects, including the number, name, allowed reference,
1125 allowed subproject, and allowed main-project attributes.

1126 Table V lists the P—FT— A with project names, the number
1127 of FTs assigned to the projects, and the FTs involved in the
1128 projects.

1129 Table VI lists the executed sequence of FTs involved in the
1130 two projects (p1;1 and p12) between which a process relation is
1131 held. Consequently, when the event FT fiyq; is achieved, the
1132 action FT ft;2 is triggered. According to the process relation
1133 definition, ft;5; will hierarchy all or part of the privileges
1134 assigned to fty1, when ft,2; is executed.

1135 Table VII, FT—PublicP— A, lists each FT and PublicPs as-
1136 signed to each FT.

1137 Table VIII shows the VER—FT— A list, in which only VERs
1138 involved in vey are considered and listed.

1139 In the aforementioned example, veq; (cylinder head design)
1140 is used as an example to construct PACP for managing re-

TABLE 11
VE-EM—A LIST

VE Name Enterprise Members
vey eny, ema, ems, eny, enls, entg, ety
Ve ey, emy, ey
Ve s, ey, ems

vers e, emy

sources that belong to vepy, as shown in the Appendix II. 1141
With the objective of cylinder head design of a new car en- 1142
gine, this VE consists of three EMs, i.e., Company-A (emy), 1143
Company-B (ems), and Company-C (em3), responsible for oil 1144
filler cap design, cylinder head design, and stopper design, 1145
respectively. 1146

In this PACP (see Appendix II), only part of the rules in 1147
the VEACP and part of the rules in the EACP of Company-A 1148
are listed. According to VEACP rule-ve;;-001, when two 1149
tasks ftyy; and fty;» are being executed from May 20, 1150
2007 1o October 20, 2008, all Company-A, Company-B, and 1151
Company-C personnel may read knowledge of know-what 1152
about cylinder head design, car engine, and cylinder. The EACP 1153
rule-em; -001 for Company-A dictates that, from November 20, 1154
2007 1o October 20, 2008, all Company-B and Company-C 1155
personnel may read R&D knowledge related to oil filler cap 1156

design. 1157
[X. CONCLUSION AND FUTURE WORK 1158
The results and contributions of this paper are as follows. 1159

1) The formal VEAC model, including the fundamental 1160
VEAC model, PACP language model, and construction 1161
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TABLE IV
ATTRIBUTE LIST OF FTs
Attributes
FT No. FT Name Allowed- Allowed- Allowed-
reference sub-project main-project
fin Suh-pr(:_ilcc{ pr:]ngHﬁ T T P
management
. Sub-project progress T - .
Tz 1 I F
management
fins Suh—p'mjlecl‘ pr‘ngress I T I
management
ftia Bulletin T | T
S Oil filler cap design T T F
fiia Cylinder head design T I F
S Stopper design T T F
fii Cylinder liner design T I F
fim Cylinder Ilea_d knock pin T I F
: design
1123 Clutch housing design 1 T I
f1124 Engine rear bracket design T T F
/1131 Crankshaft design I F I
. Crankshaft bearing upper -
S metal design : : !
fiiaz Lower oil ring design F F I
TABLE V TABLE VII
P—~FT—ALIsT FT—PublicP— A L1sT
Project Name Number of FTs Functional Tasks FT Public Per
P 4 S fha, e fin public-p,
P 4 St fina fing Jhe public-p;
P2 5 Siva, fivan, flias, S, flioa 4B public-ps
P13 4 S fia fliae. fis Jha public-ps
S Pifi::ff‘-,vs
Jhz public-pg
TABLE VI Sz public-py
SEQUENCE LIST fira public-pr, public-ps
Event-Functional Task Action-Functional Task i: Ei p”hh;:;f‘;‘.f:im s
S Sha fir2g public-pio
Sz Jh fhia public-pyy, public-p13
Jha Sz S public-pya
fli ftiz fiiaa public-ps

1162 methodology, is proposed to facilitate VE resource man-
1163 agement and sharing across organizations.

1164 2) The fundamental VEAC model is designed to adapt to
1165 changes in VE members, both individuals and organiza-
1166 tions, without affecting authorities of VERs, and elim-
1167 inates the need to reset users’ access authorities due to
1168 changes in cooperation targets.

1169 3) Participation or withdrawal of an enterprise does not
1170 change the existing management model of resource ac-
1171 cess, thus significantly reducing administrative cost and
1172 complexity.

1173 The results of this paper may help VEs solve the chal-

1174 lenges of resource management and sharing among enterprises.
1175 Resource management and sharing will become increasingly
1176 complicated in the future owing to the requirement of strong
1177 information transparency. The proposed formal VEAC model
1178 solves AC and VE resource sharing challenges.

1179  However, this paper has some deficiencies. For instance,
1180 the non-RBAC model, and integration of its access policies,
1181 has not been explored. An enterprise that adopts non-RBAC
1182 models and other access policies must perform additional
1183 model-transferring process to transform the models to RBAC
1184 to integrate them into the proposed PBAC model. This paper
1185 does not consider the possibility that the user might share a

TABLE VIII
VER—FT—A LIsT

VER Performed Functional Tasks
veri St fhn fing

veryz frifinz. fing

ver| 3 fta fing

1186
1187
1188

resource with unauthorized users, for example, by copying it,
after legally acquiring the resource. The works in future are
listed as follows.

1189
1190
1191
1192
1193
1194
1195

1) An enterprise might adopt a non-RBAC-based scheme.
Therefore, integrating different AC schemes or policies
should be a focus for future works.

An enterprise should ideally retain its original AC model
when joining a VE. Hence, a “plug-and-play” AC inte-
gration mechanism should be developed.

Because an enterprise might participate in several com-
peting VEs, preventing the leaking of key technology or 1196
data should be considered. 1197
Distributed security infrastructure including distributed 1198
heterogonous security architecture and collaborative VE 1199
policy management approaches should be completely 1200
designed for implementing the VEAC system. 1201

2)

3)

4)
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APPENDIX 1
TABLE IX
LisT OF FUNCTIONS RELATED TO THE VEAC MODEL
Function Domain Co-domain Description
VE-EM-Aglve) VE 2 a ve 1o a set of EMs that participate in this ve
VE-EM-A.(em) EM PVE an em 1o a set of FEs that involve this em
VE-P-Ay(p) P VE a project pto a VE that performs this p
§ a VE ve 10 a set of Projects that are performed by this
VE-P-Ayve) VE 2 ve
P-VER-A {ver) VER P a ver o a project p that involves this ver
P-VER-Aolp) SVER a project pto a set of FERs that are assigned to this p
P-FI-Aglp) P 2T a project pto a set of F15s that are involved in this p
P-FT-A(fi) FT P a fi to a project that involves this ff
VER-FT-A, . (fi) T SVER a fi to a set of VERs that perform this ff
VER-FT-Ag(ver) VER 2 a ver to a set of FTs that are performed by this ver
EM-U-Ayfem) EM 2V an en 1o a set of Us that are employees of this enr
EM-U-A(t1) U EM a user w 1o an EM that involves this i
2 e :
NEM-U-Ay{nem) NEM v a nem 1o a sct of Us that are employees of this nem
_ -
NEM-U-Ap(i) U NEM a user i 1o a NEM that involves this
. Ehi ity T30
N a nem 1o a set of EMs with tasks are supported by this
EM-NEM-A . (nem) NEM rM nem
v an em to a set of NEMs that support some tasks of
EM-NEM-Anenlem) EM 2 this em
R-VER-A,{ver) VER > aver to a set of Rs that play this ver
R-VER-A, (1) R SVER arole r to a set of FERs that this r plays
FT-PublicP-Agy; (/1) FT bl a fi to a set of PublicPs over all stages
FT-PublicP-Ay(public_p) PublicP ST a public_p to a set of FT5 over all stages
FT-PrivateP-Agiug, (/i) FT pPrivatek a fi to a set of PrivarePs over all stages
privaly
FT-PrivateP-Aglprivate_p) | PrivateP 2T a private_p 1o a set of F7s over all stages
N a fi to a set of Permissions (including private and
FI-Permission-A(fi) FT Jfer B | public permissions) over all stages
FT-PublicP-Aq(st) Stage 27 astage st to a set of £7s
a stage sf 0 a set of Public-Fs,
. Public_Permission(st) < | public_p:
Stagegic o) Stage bkl (FT-PublicP-Ag(st), public_p)& FT-PublicP-A},
which can change with st
a stage s1 to a set of FTs, Functional_Taskist) = | fi:
., 9 T (FT-PublicP-Ag(st), public_p) € FT-PublicP-A},
Stagens) Stage 7 which can alter with s
i denceyqlft) FT Fr a pre-version FT ff to its post-version FT
Correspondenceg{fi) T FT a post-version FT ff to its pre-version FT
FIW el T 2T an action FT fi to a set of its event FTs
FIWoealfi) " 2T an event FT i 1o a set of its action FTs
£ NI
a role r 1o a set of Rs, which are the senior roles of
Rl cuical?) R 2 the r
arole r toa set of Rs, which are the junior roles of the
RH el ) R > -
] a project p to a set of Ps with which the p has a
PR p) P 2 subset relation
. a project p to a set of Ps with which the p has a
PRyl P} P 2 version relation
. a project p to a set of Ps with which the p has a
PRicterence P) P 2 reference relation
. a project p to a set of Ps with which the p has a
PRpocessl ) P 2 process relation
a project p to a set of Ps with which the p has a
PRecuive(P) s Fl cxelusive relation
a ver to a set of FERs that cooperate with the ver by
CMaiver) VER 2 using dep single-task mode
. a ver to a set of VERs that cooperate with the ver by
CMeglver) VER 2 using multi-task mode
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APPENDIX 11

TABLE X
EXAMPLE OF PACP FOR THE DEVELOPMENT OF CYLINDER HEAD OF A CAR ENGINE

A

PACP Version= “version 1.1.1" Policy-no.= “N00233" Update-time= “5/15/2007" State= “active”>
<VEACPVE-name= “ve;;” objective= “cylinder head design” Update-time= “5/15/2007" State= “active”>
<RuleSet>
<RuleCombiningAlgorithm>permit-overrides </RuleCombiningAlgorithm >
<Rule Type= “rule-kind” Name= “rule-ve;;-001" Action= “active™>
<Target>
<SubjectSet>
<Subject>Company-A</Subject>
<Subject=Company-B</Subject>
<Subject>Company-C</Subject>
</SubjectSet>
<ActionSet>
<Action>read</Action>
</ActionSet>
<ObjectSet>
<Object=know-what to cylinder head design</Object>
<Object=know-what to car engine</Object>
<Object=know-what to cylinder</Object=
</ObjectSet>
<Environment> date>=5/20/2007 and date<=10/20/2008 </Environment=>
</Target>
<Condition=fiy;(0il filler cap design) and i} 2 (cylinder head design) are being
executed</Condition>
<Effect=permit</Effect>
</Rule>
<Rule Type= “rule-kind” Name= “rule-ve;-002" Action= “active” =
<Target>
<SubjectSet=
<Subject>Company-A</Subject>
<Subject=Company-B</Subject=
<Subject>Company-C</Subject>
</SubjectSet>
<ActionSet>
<Action>write</Action>
<Action>read</Action>
</ActionSet>
<0ObjectSet>
<Object=all resources assigned to ft) </Object>
</ObjectSet=
<Environment> date>=5/20/2007 and date<=10/20/2008</Environment>
</Target>
<Condition> anyone of ft;;(oil filler cap design), ft112 (cylinder head design) and ft;;3 (stopper
design) are being executed</Condition>
<Effect=permit</Effect>
</Rule>
</RuleSet=
</VEACP>

<EACP Company-1D— “em;” Company-name— “Company-A" Responsibility— *oil filler cap design™
Update-time= “35/16/2007" State= “active™>
<RuleSet>
<RuleCombiningAlgorithm>permit-overrides </RuleCombiningAlgorithm >
<Rule Type= “rule-kind” Name= “rule-em-001" Action= “active™>
<Target>
<SubjectSet=
<Subject>Company-B</Subject>
<Subject=Company-C</Subject=

</SubjectSet=
<ActionSet>
<Action=read</Action>
</ActionSet>
<ObjectSet>
<Object>R&D knowledge related to oil filler cap design</Object>
</ObjectSet>
<Environment> date==11/20/2007 and date<=10/20/2008</Environment=>
<Target>
<Condition=f};, is completed</Condition>
<Effect=permit</Effect>
</Rule>
</RuleSet>

</[EACP>

</PACP>
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# 3.2 Session XML

<?xml version="1.0" encoding="UTF-8" ?>
<PageAdmin>
<User ID="ayu">
<Name> % #1</Name>
<Email>sfw.sakana@gmail.com</Email>
</User>
<Role Count="2">
<RID>browser01</RID>
<RID>sysadmin</RID>
</Role>
<Object Count="14">
<0ID>Admin_02R</0ID>
<0ID>Admin_Objects</0ID>
<0ID>Admin_R20</0ID>
<0ID>Admin_R2U</0ID>
<0ID>Admin_Roles</0ID>
<0ID>Admin_U2R</0ID>
<0ID>Admin_Users</0OID>
<0|D>Logout</0ID>
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<0ID>0_List</OID>
<0ID>Radmin_EX01</0ID>
<0ID>Session_List</0ID>
<0ID>Session_XML</QID>
<0ID>Session_XML Show</OID>
<0ID>Index</0ID>
</Object>
</PageAdmin>
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